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Abstract
This paper deals with the increasing safety of working in aggressive potential
locations, having SCADA system and WSN sensors, using a “probabilistic
strategy” in comparison with a “deterministic” one, modeling/simulation and
application in underground coal mining. In general, three conditions can be
considered: 1) an unfriendly environment that facilitates the risk of accidents,
2) aggressive equipments that can compete to cause accidents and 3) the work
security breaches that can cause accidents. These conditions define the triangle of accidents and are customized for an underground coal mining where
the methane gas is released with the exploitation of the massive coal. In this
case, the first two conditions create an explosive potential atmosphere. To allow people to work in a safe location it needs: first, a continuing monitoring
through SCADA system of the explosive potential atmosphere and second,
the use of antiexplosive equipment. This method, named “deterministic
strategy”, increases the safety of working, but the explosions have not been
completely eliminated. In order to increase the safety of working, the paper
continues with the presentation of a new method based on hazard laws,
named “probabilistic strategy”. This strategy was validated through modeling/simulation using CupCarbon software platform, and application of WSN
networks implemented on Arduino equipments. At the end of the paper the
interesting conclusions are emphases which are applicable to both strategies.
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1. Introduction
1.1. Triangle of Explosions and Safe Location
As stated [1], in some activities, staff must work in an unfriendly or even aggressive zone where the environment in which the activity unfolds can affect the
health and safety of the people. These are risks such as explosions, physical injuries, health and illness, accidents, etc. These situations exist in some sectors:
mining, military, marine, oil and gas, construction etc. For example, in coal extractions, a mixture of air (oxygen) and methane produces an atmosphere that
can explode in the present of a flame or spark. To characterize whether an area
or location is potentially aggressive, three conditions need to be considered: 1) if
there are phenomena or events that facilitate the occurrence of accidents; 2) if
there are conditions permitting the unfolding of the events; 3) if there are
sources of initiation of accidents at that location. These conditions define the
triangle of accidents. We will define the following locations:
• Accident risk location is where all three conditions are present.
• The location with potential for accidents is where the first two conditions exist.
• A safe location is one where conditions (1) and (3) can never occur.
A location with potential for accidents can be maintained as a safe location if
by technical means the conditions (1) and (3) are excluded. Work is only allowed in secure locations. Depending on the concrete case, the accident triangle
can be customized as it will appear in the context for the case encountered in
underground carbon mining [2].
The three conditions above are thus customized defining the so-called fire
triangle:
• If there are certain highly flammable substances in the atmosphere, such as
methane.
• If there is an atmosphere with enough oxygen to keep the flame and the explosion.
• If there are some sources of energy that can initiate the explosion, spark or
flame.
Based on the above conditions for underground coal mining we have:
• Potentially explosive atmospheres in the case of the first two conditions.
• Explosive or hazardous atmosphere if all three conditions are present.
• A safe area where explosion cannot occur and cannot be transmitted outdoors to initiate explosion in potentially explosive atmospheres.
The presence of some substances (butane, propane, acetylene, methane, carbon monoxide, petroleum fuels, oils, chemical solvents, sugar, flour, cereals,
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plastics etc.) turns a normal location into one with a potentially explosive atmosphere [3].
Supplementary, the presence of ignition energy sources (hot surfaces, flame
and hot gases, mechanical and/or electric sparks, electrical equipment, static
electricity, electromagnetic waves, exothermic reactions, etc.) transforms a potentially explosive atmosphere, into an explosion-hazardous location. Electrical
equipment is a source of ignition energy and therefore, to prevent the initiation
of explosions, is specially manufactured in an antiexplosive construction.
An important category of antiexplosive electrical equipment, safe for any
source of ignition (explosion), is intrinsically safe, and has positive safety, generating a stop signal for remote control port failures [2].
• Intrinsic safety provides a level of safety for electrical equipment that, in abnormal or normal operation, cannot initiate potentially explosive atmospheres.
• Antiexplosive/antideflagration is a safety level that an electrical equipment is
included in a special case so that in normal or abnormal condition it cannot
transmit from the inside out, enough energy to initiate a potentially explosive
atmosphere.
• Hazardous area is an area where there is a risk of explosion.
• Safety barrier is a module that ensures that input/output is intrinsically safe.
• Positive input port security is a port quality of a remote-control system that,
for any malfunction, generates a stop signal for the process.
The safety barrier isolates the dangerous area from the safe area. If a safe area
is created using a special enclosure, the entrance and exit are connected by a
safety barrier.
Any personal activity is allowed only in secure areas (locations). For example,
in the case of coal mining underground, jobs are taking place in potentially explosive locations because methane is releasing once the coal is extracted from the
coal massive. Transforming the potentially explosive location into a safe location
is done through two actions as follows:
• Maintaining the percentage of methane in the atmospheres below a level that
is non-hazardous.
• Eliminating any suspected explosion initiation from that location.
The first condition is ensured by airing the locations using ventilation and
constant monitoring of the methane level and the second condition by using explosion-proof construction equipment. To preserve a safe location it is necessary
to maintain the integrity of both conditions, which means using an automated
methane monitoring and control system, and anti-explosive equipment that is
regularly checked to maintain his integrity, by specialized personnel. This method has proven to be effective, accidents due to explosion risks have fallen
sharply. In Figure 1 are illustrated the accident triangle and an antiexplosive
electrical equipment, with intrinsic safety, which isolate the safe area from the
hazardous area, using safety barrier.
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Figure 1. (a) Accident triangle; (b) Electrical explosion-proof barrier equipment.

1.2. Increasing the Safety of People by Deterministic Strategy
Mining for the extraction of coal and other mineral resources is considered an
activity that due to the specificity of the works is very dangerous because of the
occurrence of accidents with drastic consequences on human life and with great
economic damage. Depending on the geological-mining conditions, extraction
of coal from the massive is done through various exploitation methods. Of these,
combine (2), mechanized complex (5) and conveyor (3) have the advantage of
large productivity with reduced physical effort, as shown in Figure 2(a) [4].
As a result of the coal exploitation, empty spaces are created, called “exploited
spaces” (5), where gases such as methane CH4 carbon monoxide CO and carbon
dioxide CO2 accumulates. If the last two gases are met rarely, more in the case of
mine fires, the methane is almost always present by accompanying the extraction
of coal from the massive.
The presence of methane in mine working is dangerous first of all because it
forms explosive mixtures with the air. The maximum intensity explosion occurs
at a methane-air content of 9.5%. If the methane concentration in the air is
greater than 9.5% the combustion is incomplete resulting in carbon monoxide
[5].
Coal extraction in respective of the method requires from the outset to organize the location as a “safe area”. For this reason, gas releases that could create an
explosive atmosphere must be controlled and maintained in a perceived percentage as non-hazardous, and equipment, plant and machinery must be explosion-proof. Under these conditions the area becomes a safe job, the activities can
be carried out under normal conditions, even if the location was potentially explosive.
Based of presentation below was developed a method, named “deterministic
strategy” to conserve the Safe location through eliminating the Risk of explosion.
The risk of explosion can occur only in the following coincidence: there is methane in a hazardous percentage and there is a source of ignition. Methane
sources from the mine are continuously coming from the coal massive that is
being exploited but also from already exploited spaces. Severe methane removal
measures are taken by continuous ventilation, maintaining a non hazardous inferior boundary. This limit is monitored by continuous scanning using a centralized SCADA system [6]. Equally, the equipment is periodically inspected to
DOI: 10.4236/eng.2019.112008
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Figure 2. Exploitation of coal with complex, combines and conveyor (a); Simulation
model (b).

have unaltered safety standards, (no sources of ignition).
Investigations into underground mining and geological research have concluded that systematic tracking in real time as well as maintaining machine and
plant safety is a good way to prevent accidents and disasters. These systems have
greatly reduced the explosion hazards but have not completely removed them so
that unfortunately such incidents are still occurring. An unfortunate example is
presented in the following example [7].
So many years ago, in the evening of November, a catastrophic explosion occurred at Livezeni mine in Jiu Valley, Romania. An entire production sector was
affected, many miners were killed, others injured or blocked by the wave of
rocks. The rescuers have worked continually for days and nights to free their
comrades, but have not found survivors. The explosion resulted in 53 deaths, 27
injured and huge economic damages. The causes were difficult to determine and
explain because the sector was assisted by dozens of gas detectors scanned continuously from the surface by SCADA [8]. The location was safe from the point
of view of the risk of explosions. Although it seems totally unlikely to have the
explosive atmosphere and spark of initiation at the same time, the catastrophe
has occurred and since then, from time to time, the explosions have been both in
the area and in other locations around the world. The question is why? In the
next paragraph we try to answer to this question. The complexity of underground processes, the density of equipment’s, the narrow workspace, the natural
phenomena that are hard to avoid, the imperfections of some machines, the
non-collaborative working of the SCADA scanning system, which allow the
presence of security breaches between detectors, the non-use of human experience, some human errors, form the “random phenomena”, where rare events,
can occur. The random phenomena cannot be analyzed through deterministic
methods but through the “hazard laws”. They are the limits of “deterministic
strategy”.
A new method is proposed in this paper based on Hazard laws named “probDOI: 10.4236/eng.2019.112008
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abilistic strategy” which is developed in the next paragraph. This is based on
“Gauss’ bell” and “The law of large numbers”. This approach permits to get an
interesting result which will be validated by an application. This application use
the network with three sensors, which sensing the uncovered hazardous space by
the SCADA detectors, from exploited space and from cutting coal massive. The
model of process is simulated by CupCarbon platform and based on results is
implemented using Arduino equipments.

2. Probabilistic Events Field and Hazard Laws
2.1. Probabilistic Event Field
In the surrounding world, deterministic phenomena are quite few. Especially,
most hazardous phenomena are random. Their study cannot be done by deterministic methods, and another method, known as the science of hazard, is
needed. It has as a central element the frequency of the occurrence of a certain
result (the ratio of the number of experiments in which the result appears and
the number of all the experiments performed). If many experiments are performed, the frequency of occurrence of the result is its probability. The application of mathematics to the study of random phenomena is based on the fact that,
by repeatedly repeating an experiment in virtually identical conditions, the frequency of occurrence oscillates around a constant number, called “average”. The
average is denoted by m, and the oscillation distance (scattering) around the
mean is called “average square deviation” and is denoted by σ. The degree of
scattering around the mean is called “dispersion” and has the value of σ2. In this
way, an event xi can associate a number, namely the probability of producing it.
In practice, we encounter many situations where a group of events happens
randomly. Without giving a rigorous definition, we say that we are dealing with
a “events field”. The problem of converting an event field to numbers returns
through define a numerical function that is a measure of the possibilities for realizing the events. We can assign a probability of occurring to each events and a
probability function for the entire field. Thus, a “probabilistic events field” is
obtained, to which the laws of the hazard apply. In a probabilistic events field,
we can identify a random variable X that produces events xi, each with probability pi. The function pi = f(xi) is called the distribution law or the distribution of
the random variable X [9]. The best known is the Gauss-Laplace distribution
law, known as Gauss’ Bell because of his form, as a continuous function.

2.2. Gauss’ Bell
This hazard law has the distribution function depending of “m” and “σ” and the
expression:

f ( x) =

1

σ 2π

−( x − m )

e

2

2σ 2

(1)

In relation (1) x is the event and f(x) its probability.
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From Figure 3 it can be seen that the random variables are grouped around
the average, for example at m ± σ the probability of occurrence is 68%, and at a
distance of ±3.29 σ the probability falls below 1/1000. In this case the event is
very rare, it would seem impossible. Still under certain conditions these events
happen and unfortunately with very serious consequences.

2.3. The Law of Large Numbers
Because we have little information, we can hardly determine the arithmetic
mean of a number of random values. In fact, in the probabilistic event fields, the
arithmetic mean of a sufficiently large number of events loses its character by
chance and becomes secure. Probability’ Law of Bernoulli, known as the “Law of
Large Numbers”, states that in a field of probabilistic events the arithmetic average of events is a constant “m/n” if the number of attempts n is large enough.
The probability P, as the modulus of the difference between the relative frequency of the event E in the case of the n experiment (n sufficient large) from
which we succeed m and the probability p of the event E, is lower than of the
number ε, positive arbitrarily.

P ( m n − p < ε ) ≥ 1−1 ε 2n

(2)

Law of large numbers (theoretically): In the case of a large volume event field,
if a n volume selection is made and favourable results are obtained, then with a

Figure 3. Gauss bell and random variable distribution mode x.
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probability close to the unit, we can say that the probability of the event is given
by the relative frequency m/n. Therefore, if in the study of the phenomena for
which we cannot determine a priori the probability p, it can be expressed experimentally by the relative frequency m/n of the considered event, which is the
theoretical justification of the use of the relative frequency instead of the probability. For practice it is important to know the conditions in which the combined action of several random factors leads to a result that is not random, so
that we can predict the unfolding of the studied phenomenon. Such conditions
are given in the theorems known as the law of large numbers.
Law of Large Numbers (Practical): Under the law of large numbers we will
understand the assertion that, with a probability close to 1, a certain event will
occur, which depends on an arbitrarily large number of elementary events, each
of which has a small influence on the phenomenon considered in the ensemble.
For example, the experiment of throwing a coin of n times and recording the
number of occurrences of same face k, leads to k/n = 1/2 if n is large enough.
Mathematician Pearson threw a coin of n = 12,000 times and obtained the value
of k = 6019 times, which gives a k/n = 0.5016 frequency close to the probability
of 0.5. A more practical version of the Law of Large Numbers is the following: If
it is carried out in independent experiments, in each experiment the probability
of E is p, with the number of occurrences of event E is m and ε ≥ 0 being an arbitrarily small number then:
m

lim n →∞ P  − p < ε  =
1
n



(3)

In other words, if an experiment is repeated by a sufficiently large number of
times n, under identical conditions and m is the number of favorable results
then the relative frequency is stable, that is m/n and varies around the probability p.

3. Developing the Probabilistic Strategies
At the end of Paragraph 2, we presented a catastrophic explosion scenario at a
coal mine where the location seemed safe in terms of accident risk, being assisted by dozens of gas detectors scanned continuously automatically from the
surface by SCADA. Causes were difficult to determine because it seemed unlikely that there was explosive atmosphere and initiation spark at the same time.
Although it seems totally unlikely to have the explosive atmosphere and spark of
initiation at the same time, the catastrophe has occurred.
The complexity of underground processes, the density of equipment’s, the
narrow workspace, the natural phenomena that are hard to avoid, the imperfections of some machines, the non-collaborative working of the SCADA scanning
system, which allow the presence of security breaches between detectors, the
non-use of human experience, some human errors, form the “random phenomena”, where rare events, can occur. The random phenomena cannot be analyzed through deterministic methods but through the “hazard laws”. They are
DOI: 10.4236/eng.2019.112008
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the limits of “deterministic strategy”.
Let us say that in the “random phenomena” there is a “probabilistic events
field” that takes place according to the hazard laws. In the following, we will
present some consequences resulting from the hazard laws applicable in the case
of catastrophic events like the above on which is based the Probabilistic strategies.
• It seems that by means of monitoring and controlling the safety of activities
in potentially explosive areas is ensured up to the maximum limit of the
Gauss’ bell with the probability of 99.9%. The uncovered Gaussian Bell Zone
has the probability of 0.1% (1/1000) in which incident events are considered
to be virtually impossible. The above statement is true if accident-related
events take place within a reasonable time (for example weeks, months).
• If, in a reasonable time, hundreds of events favorable of accidents can occur,
they will not lead to a catastrophic accident. But long time favors the hazard.
• A consequence of the large numbers law could be as follows: “A crash event
can happen if the unfolding takes place over a long period and the number of
events accumulates beyond the limit”.
• The relation (3) that defines the law of large numbers can be interpreted differently: A very rare but not impossible event, with the probability of “p”, can
occur if a large enough number of attempts is made “n” of which “m” attempts are successful. The above interpretation and relationship allow us to
determine in certain assumptions the number of attempts n as a rare event to
occur, and from here, until we expect the event to occur if a number of events

k occurs in a given time, one month, (deviations from compliance with security regulations).
Tm =

m
k( p +ε )

(4)

The relationship allows the calculation of the duration in months (Tm) after
which the event is likely to reappear.
Let us consider a hypothetical case of producing an explosion in a location
that seemed safe and determine the value n and hence the probable time to repeat the event. In the hypothesis p = 10−3, ε = 10−3, m = 1, k = 15 results Tm >
33.3 months, Tm = 2.7 years.
It follows from the above that the protection measures need to be further improved, which should be treated with all seriousness. Applying the probabilistic
strategies act for increasing the duration of repetition or the complete elimination of the phenomenon through measures such as:
• Performing equipment with few defects and requiring a small number of interventions.
• Qualified staff with great expertise in interventions.
• Improving the SCADA scanning system by using the WSN sensor networks.
• Resetting the Probabilistic Events Field to eliminate the cumulative number
of events that cause non-compliance with security conditions.
DOI: 10.4236/eng.2019.112008

101

Engineering

E. Pop et al.

• This last measure involves changing the monitoring and control strategy by
using the Internet of Things (IoT) alternative. Some mining companies have
also announced that they are in the advanced phase of implementing [10]
[11] [12].

4. Modeling/Simulation and WSN Implementation
Below we will present an example of modeling/simulation and implementation
of a WSN network in the case of underground coal extraction.
Figure 2 shows an example of coal extraction using mechanized support (a)
and the process monitoring scheme (b) containing the SCADA and the WSN
network. Such an approach limits the risk of accidents through the SCADA
scanning system of the S sensors and provides a more secure location locally
through the WSN network of the W sensors [13]. The modeling/simulation it
was implemented on the CupCarbon platform as follows [14].
The real world of the mining site was designed based on the technological
model shown in Figure 2 together with the SCADA S sensors.
Based on human experience, the methane from the free space 5, the coal front
1, the hopper 4 and the conveyor 6 were determined. In this way, a mobile element, simulating the evolution of methane, runs in this way. In this regard, the
three WSN Wi (i = 1, 2, 3) sensors arranged in a star topology and transmitting
to a final router connected to IoT were implemented. The model is shown in
Figure 4 and the simulation results are shown in Figure 5 and Figure 6 for two

Figure 4. Model with WSN sensors in star connection.
DOI: 10.4236/eng.2019.112008
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Figure 5. Simulation results for methane emission: (a) combine cutting.

Figure 6. Simulation results for methane emission: (b) conveyer and silos.

situations: first when the intermediate sensor 2 detects the methane from the
coal massive after cutting with the combine and the second when methane
DOI: 10.4236/eng.2019.112008
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comes from bunker and the belt conveyor. The two sensors are programmed to
receive data from the work environment, to cooperate with each other and to
transmit them to the gateway’s final receiver. The receiver is programmed to retrieve the data and upload it to the internet or IoT [15] [16].
Thus, process managers and coordinators get real-time information and decide what they need to do. Finally, the model for the simulation results is run
and code is generated for implementation on the Arduino platform [17] [18]
[19].
Figure 5 and Figure 6 show the simulation of monitoring and control of the
potentially explosive location shown in Figure 2 using a WSN network with
3-star sensors for methane detection at combine cutting and methane emission
from silos [20] [21] [22]. The implementation was done using 3 methane sensors
made with MQ-2 type camera and Arduino equipment.
To extract the information from the coal massive, to the main gallery, two
routers were connected to each sensor, as presented in the simulation scheme.
The block diagram and deployment scheme are shown in Figure 7 and contain 3 sensors, 6 routers and 1 receiver, the latter being the gateway for the Internet or IoT connection [23].

5. Conclusions
• The explosion triangle consists of the existence in the atmosphere of the following conditions: 1) certain highly flammable substances, such as methane;
2) enough oxygen to keep the explosion; 3) sources of energy to initiate the
explosions.

Figure 7. Control with WSN: (a) block diagram; (b) implementation scheme.
DOI: 10.4236/eng.2019.112008
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• Potentially explosive atmospheres in the case of the first two conditions.
• Risk of explosion or hazardous area if all three conditions are present.
• A safe area where explosion cannot occur and cannot be transmitted outdoors to initiate another explosion.
• The risk of explosion can occur only in the following coincidence: there is
methane in a hazardous percentage and there is a source of ignition.
• Deterministic strategy is a method to conserve the safe location through eliminating the risk of explosion. Severe methane removal measures are taken
by continuous ventilation, maintaining a non hazardous inferior boundary.
This limit is monitored by continuous scanning using a centralized SCADA
system. Equally, the equipment is periodically inspected to have unaltered
safety standards (no sources of ignition).
• Deterministic strategy has greatly reduced the explosion hazards but has not
completely removed them so that unfortunately such incidents are still occurring from time to time.
• The “random phenomena”, where rare events can occur, are favored by the
complexity of some processes like from underground. The random phenomena cannot be analyzed through deterministic methods but through the
“hazard laws”. They are the limits of “deterministic strategy”.
• A probabilistic strategy is a new method proposed in this paper based on
Hazard laws like “Gauss’s bell” and “The law of large numbers”.
• The probabilistic strategy allows extending the safety of the personnel beyond
the limits provided by the deterministic strategy.
• The theoretical results are validated by an application using simulation
through CupCarbon platform, WSN sensors and Arduino equipments.
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