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Security on a Cryptographic Model Based on Chaos

Jun WEI*?, Xiaofeng LIAO?, Jiyun YANG ?

!Department of Medical Information Engineering, Zunyi Medical College, Zunyi 563000, China
’Department of Computer Science, Chongqing University, Chongging 400044, China

Abstract: The application of chaos in cryptography has attracted much attention; however, most of them
were cracked soon after publications. To find why they are so weak under the attack to their chaotic signal
streams, some chaotic cryptosystems were investigated. A mathematical model was then derived from these
cryptosystems. Attack and corresponding improvement were deployed based on the model. The research is
validated with a cryptanalysis on a chaotic encryption scheme presented by LI S J in Physics Letters A.
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Figure 1. Synchronization Sequences Cryptosystem
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36 85 24 57 73 45 95 08 .18 43 98 02 .04 .11 26 .61
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