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Abstract 
Visual cryptography is a method of encrypting an image into several en-
crypted images. Conventional visual cryptography can display only monoch-
rome images. We previously proposed a color visual cryptography method 
that uses the interference color of high-order retarder films and encrypts one 
secret image into two encrypted images. In other words, this method can only 
encrypt one image at a time. In this paper, we propose a new method that en-
crypts two color images using interference color. 
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1. Introduction 

In recent years, various optical cryptography techniques have been proposed for 
information security [1]-[7]. Visual cryptography is a method of encrypting an 
image into several encrypted images. The basic algorithm of visual cryptography 
was reported by Naor and Shamir [8] and Kafri and Keren [9]. This algorism is 
very effective because no information about the secret image leaks from each 
encrypted image. In conventional visual cryptography, each encrypted image is a 
random distribution of black-and-white subpixels. The secret image is observed 
by superimposing the encrypted images. 

Many types of visual cryptography have been proposed [8]-[19]. Conventional 
visual cryptography reduces the contrast of the secret image because its encryp-
tion is based on a spatial coding that requires multiple subpixels to modulate 
light intensity. The polarization encoding technique solves this problem. This 
encoding technique enables the encryption of each pixel in a secret image into a 
corresponding single pixel in the encrypted images [1] [2] [3] [12]. A simple po-
larization encoding technique that does not require optical systems was also re-

How to cite this paper: Qin, H., Matsusaki, 
T., Momoi, Y. and Harada, K. (2017) Dual 
Visual Cryptography Using the Interference 
Color of Birefringent Material. Journal of 
Software Engineering and Applications, 10, 
754-763. 
https://doi.org/10.4236/jsea.2017.108041 
 
Received: May 24, 2017 
Accepted: July 16, 2017 
Published: July 19, 2017 
 
Copyright © 2017 by authors and  
Scientific Research Publishing Inc. 
This work is licensed under the Creative 
Commons Attribution International  
License (CC BY 4.0). 
http://creativecommons.org/licenses/by/4.0/   

   
Open Access

DOI: 10.4236/jsea.2017.108041  July 19, 2017 

http://www.scirp.org/journal/jsea
https://doi.org/10.4236/jsea.2017.108041
http://www.scirp.org
https://doi.org/10.4236/jsea.2017.108041
http://creativecommons.org/licenses/by/4.0/


H. Y. Qin et al. 
 

ported by Imagawa et al. [13]. A visual encryption device using high-order re-
tarder films was also reported by Kowa et al. [14]. These methods can only be 
applied to binary images. The limited ability to display colors is also a problem 
of visual cryptography. Improved visual cryptography for gray-scale images was 
reported by Blundo et al. [15]. Visual cryptography for color images has also 
been reported [16] [17] [18] [19]. Color visual cryptography technique is useful 
for various applications, but color subpixels reduce the image contrast of the se-
cret image. To overcome this problem, we propose using interference color. In-
terference colors are an important source of information for the microscopic 
observation of birefringent materials [20]. Interference colors are also used as 
educational tools [21] [22]. We use interference color to display multiple color 
images. Each color is controlled by the phase of retardation of the retarder films. 
We calculate the interference color of birefringent materials sandwiched with 
two polarizers, and polarization decryption is performed using stacked films. 
Encrypted images are portable, and manual alignment of the films is easy be-
cause the total number of pixels is small. Multiple color subpixels are not needed 
to modulate the color light intensity. We have already reported a color visual 
cryptography using the interference color of high-order retarder films [23]. In 
this paper, we propose a new method that encrypts dual color images using in-
terference color. 

2. Principles of Dual Visual Cryptography Using  
Interference Color 

This section describes the principles of visual cryptography using interference 
color. In the conventional method, we share a secret image through two en-
crypted images. Figure 1 shows the principle of our proposed polarization-based 
color visual cryptography. Table 1 lists the basic information of the retarder 
films we used in this research. Conventional λ4 retarder films are used for the 
140 nm retarder films, and conventional λ retarder films are used for the 560 nm  
 

 
Figure 1. Conventional encryption using interference color. 

 
Table 1. Retardation films used in this research. 

Retarder film type Rotate angle Symbolic Retardation (nm) 

λ  0˚ 0λ


 560 

λ  90˚ 90λ


 −560 

4λ  0˚ 0
4λ


 140 

4λ  90˚ 90
4λ



 −140 
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retarder films. Two encrypted images (shares 1 and 2) are inserted between two 
crossed polarizers. Each pixel of the shares is composed of retarder films. 

Here, ( )1,1pixel  of shares 1 and 2 have different phase retardations. Share 1 
consists of a λ retarder film rotated by 0˚ and a λ/4 retarder film rotated by 0˚, in  

that order. This configuration is expressed as ( ) 0 901 1,1 ,s λ λ =  
 

 in this paper.  

For share 2, ( )1,1pixel  is similarly expressed as ( ) 0 902 1,1 ,s λ λ =  
 

. Pixel 
( )1 1,1s  has a 420-nm retardation, and the interference color displayed with the 

crossed polarizer is orange. Moreover, ( )2 1,1s  has the same retardation of 420 
nm, and the interference color displayed with the crossed polarizer is orange. 
The total retardation is 840 nm when we stack ( )1 1,1s  and ( )2 1,1s , and the 
interference color displayed with the crossed polarizer is yellow. Pixels ( )1 1,1s  
and ( )2 1,1s  form one pixel of the shares-dispersed form of ( )1 1,1i  of de-
coded image 1. These interference color phenomena make our visual cryptogra-
phy method possible without any loss of contrast. 

In this paper, we consider a method to display another image by sliding the 
share, as shown in Figure 2. For example, ( ) 401 1,2s λ =  



 has a 140-nm re-
tardation, and the interference color displayed with the crossed polarizer is gray. 
The total retardation is 560 nm when we stack ( )1 1,2s  and ( )2 1,1s , and the 
interference color displayed with the crossed polarizer is blue. In this way, the 
output color changes from yellow to blue by sliding share 1. The two combina-
tions of ( ){ ( )}1 1,1 , 2 1,1s s , and ( ){ ( )}1 1,2 , 2 1,1s s  show two different colors, 
and this method can be used for dual visual cryptography. This method requires 
an external pixel column to be added to share 1, and needs to control the inter-
ference color used for multicolor visual cryptography exactly. The calculation of 
these interference color phenomena and the proposed method are presented in 
the next section. 

3. Calculation of Encrypt Images 
In this paper, we only use λ or λ/4 retarder films with rotation angles of 0˚ or 90˚, 
as shown in Table 1. Calculation of the interference color has been described in 
the past [23] and this method is based on it. In this method, we can use eight col-
ors for each pixel of the secret image, as shown in Table 2. For example, assume 
we have image data consisting of sRGB values. The first step is to convert these 
data into L*a*b color space. The next step is to find the nearest L*a*b value for 
each image pixel using the squared difference in Table 2 for the eight colors. Fi-
nally, the original color is exchanged with the nearest L*a*b value color. 
 

 
Figure 2. Proposed encryption method using interference color. 
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After converting the original image into eight colors, we encrypt it. Concrete-
ly, suppose we have images A and B of size 2 × 2, as shown in Figure 3. Step 1 is 
to create a column of pixels (2 × 1) randomly from the eight colors as share 1’s 
first column of pixels. The random retardations have a positive or negative value. 

Step 2 is to calculate the first column of share 2. We use values obtained by 
subtracting the first column of image A from the first column of share 2. Using 
steps 1 and 2, we hence encrypt the first column of image A. Step 3 is to slide the 
first column of share 2 onto the second column of share 1. We use the values 
obtained by subtracting the first column of image B from the first column of share 
2 as a second column of share 1. Using step 3, we encrypt the first column of 
image B. Next, we slide share 1 back and repeat step 2. We use the values obtained  

 
Table 2. Eight colors and their details. 

Color Components Retardation(nm) L*a*b 

 No film ±0 (0, 0, 0) 

 
0 0
4 4,λ λ  
 

 ±280 (99, −8, 17) 

 
0 0

4,λ λ  
 

 ±700 (79, −57, −11) 

 
0 90

4,λ λ  
 

 ±420 (72, 20, 79) 

 
0 0 90

4, ,λ λ λ  
  

 ±980 (73, 70, −23) 

 
0 0 0

4, ,λ λ λ  
  

 ±1120 (78, −90, 29) 

 
0 0 0

4 4, ,λ λ λ  
  

 ±840 (93, −23, 78) 

 
0λ  


 ±560 (37, 70, −89) 

 

 
Figure 3. Proposed encryption method. (a) Steps 1 and 2; (b) step 3. 
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by subtracting the second column of image A from the second column of share 1 
as the second column of share 2. Then, we encrypt the second column of image 
A. In this way, we repeat these steps until there are no more pixels of the image 
to encrypt. 

Figure 4 shows examples of the calculated combinations of retardations and  
 

 

 
Figure 4. Calculated combinations of retardations and colors. (a) Combinations of im-
ages A and B; (b) shares 1 or 2 when the retardation values are positive; (c) result when 
Figure 4(b) is subtracted from Figure 4(a); (d) shares 1 or 2 when the retardation values 
are negative; (e) result when Figure 4(d) is subtracted from Figure 4(a). 
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colors. Figure 4(a) shows the combinations of image A and B when all the re-
tardation values are positive. Figure 4(b) shows the retardations and colors of 
shares 1 or 2 when the retardation values are positive, and Figure 4(c) shows 
results of subtracting the value of Figure 4(b) from the value of Figure 4(a). 
Figure 4(d) shows the retardations and colors of shares 1 or 2 when the retarda-
tion values are negative, and Figure 4(e) shows results of subtracting the value 
of Figure 4(d) from the value of Figure 4(a). 

The pseudo code for our proposed encryption method is listed in Table 3. 
We need to design the value of s1 so that it does not exceed the range −2240 

to 2240 nm. Line 17 in Table 3 can be written as  

( ) ( ), 1 , , , , , , , ,1 2 1 1i j i j i j i j i j i j i j i j i js B s B A s s B A+ = − = − − = + −        (1) 

using the equation written in line 16. Equation (1) is an arithmetic sequence, and 
can be rewritten as  

( )
1

, ,1 , ,
1

1 1
k n

i n i i k i k
k

s s B A
≤ −

=

= + −∑                   (2) 

Here, 11i,s  is defined within the range −1120 to 1120 nm. To ensure all the 
values of s1 do not exceed the range −2240 to 2240 nm, the value of  

( )
1

, ,
1

k n

i k i k
k

B A
≤ −

=

−∑  must not exceed the range −1120 to 1120 nm. Lines 6 - 11 in  

Table 3 are designed to satisfy this condition. 

4. Experiment 

We designed and simulated two secret images using the algorithm shown in Ta-
ble 3. The two secret images used in this experiment are shown in Figure 5(a)  
 
Table 3. Algorithm to compute two shares from two images. 

Input: secret image A of size (n, m) and secret image B of size (n, m) 

Output: share s1 of size (n, m + 1), share s2 of size (n, m) 

1. Define zero matrix S of size (n, 1) 
2. For j = 1 to m do 
3.   For i = 1 to n do 
4.     a = nearest retardation to Ai,j of the eight retardations in Lab color space 
5.     b = nearest retardation to Bi,j of the eight retardations in Lab color space 
6.     While ( )i i, j i, jS B A+ −  not in [−1120, 1120] 

7. ( )* randomly set 1 or 1a a= −  

8. ( )* randomly set 1 or 1b b= −  

9. i, jA a=  

10. i, jB b=  

11. i i i, j i, jS S B A= + −  
12. For i = 1 to n do 
13.   Randomly set pixel ,11iS  to one of the eight retardations with a positive or negative sign. 
14. For j = 1 to m do 
15.   For i = 1 to n do 
16. , , ,2 1i j i j i js A  s= −  

17. , 1 , ,1 2i j i j i js B  s+ = −  
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and Figure 5(b). These figures show the retardation value of each pixel (nm) 
and the calculated color of the pixels. First, we set pixel 11i,s  randomly from the 
eight retardations using the algorithm in Table 3. Next, we calculated shares 1  
 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure 5. Simulation of dual visual cryptography. (a) secret image A; (b) secret image B; (c) 
share1; (d) share 2. 
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(a)                                     (b) 

 
(c)                                    (d) 

Figure 6. Experimental results of dual visual cryptography. (a) Share 1; (b) share 2; (c) 
secret image A; (d) secret image B. 
 
and 2 accordingly. Figure 5(c) and Figure 5(d) show the calculated share 1 and 
share 2 images. 

We also made a prototype of the dual visual cryptography using polarizers 
and retarder films. Figure 6(a) and Figure 6(b) show shares 1 and 2. Share 1 is 
composed of 10 × 11 pixels, and share 2 is composed of 10 × 10 pixels. The pixel 
size is 12 × 12 mm2. By stacking shares 1 and 2, secret image A and secret image 
B are decoded by sliding share 1, as shown in Figure 6(c) and Figure 6(d). 

5. Conclusion 

In this paper, we proposed a new method of dual visual cryptography using the 
interference color of a birefringent material. The resolution and contrast prob-
lems in conventional visual cryptography were overcome by polarization 
processing. We calculated the combinations of interference colors for dual visual 
cryptography, and a prototype of a dual color visual cryptography device using 
interference color was developed. Two secret images are decoded by sliding the 
share. This method solves the resolution and contrast problems of visual crypto-
graphy and demonstrates the potential of interference color in visual cryptogra-
phy. 
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