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Abstract 
In this paper, a new method has been introduced to find the most vulnerable 
lines in the system dynamically in an interconnected power system to help 
with the security and load flow analysis in these networks. Using the localiza-
tion of power networks, the power grid can be divided into several divisions of 
sub-networks in which, the connection of the elements is stronger than the 
elements outside of that division. By using our proposed method, the probable 
important lines in the network can be identified to do the placement of the 
protection apparatus and planning for the extra extensions in the system. In 
this paper, we have studied the pathfinding strategies in most vulnerable line 
detection in a partitioned network. The method has been tested on IEEE39- 
bus system which is partitioned using hierarchical spectral clustering to show 
the feasibility of the proposed method. 
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1. Introduction 

In the past few years, the power systems analysis has been evolved and improved 
from the traditional method of analysis, like Kirchhoff’s, law into new methods 
that have better coverage on the more competitive problems. These methods do 
not look at the network as a whole identity but as a set of discrete or more inde-
pendent fragmented partitions that each can be studied with more independence 
compared to the other sub-networks. 

Several methods have been introduced to perform the partitioning in power 
networks. Schaeffer [1] reviewed some methods and definitions on graph clus-
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tering including the hierarchical and divisive global clustering. Raak et al. [2] 
used Koopman mode analysis (KMA) to partition the network using voltage of 
the buses. Although this method classifies the network based on the load flow 
properties of the bus, it lacks the ability to consider the network as a physical 
entity while doing the partitioning. Spectral clustering is more preferable be-
cause of its ability to consider the physical properties of the network in cluster-
ing [3] [4] [5]. Eigenvectors of the network matrix are also proper measures in 
finding the groups of vertices in which the edge density is higher than the aver-
age [6]. It is helpful in finding the strongest connected components in the net-
work which are the possible sub-networks. The decentralized networks can help 
to perform the analysis in different aspects of the power systems. For example, 
Chavali et al. [7] used factor graphs to find the dependencies between the 
neighboring areas, or Raakelt et al. [8] used KMA again for modal decomposi-
tion and network partitioning.  

There have been some graph based methods to find the contribution of each 
generation unit in the power flow of each line, such as [9], where AC load flow 
has been used to analyze the network. It is a negative aspect of this method be-
cause it cannot analyze the network without the load flow. Despite this fact, this 
method can help to find better solutions for the local marginal prices in the 
presence of harmonics in transmission level, as they can increase the prices [10]. 
It is also useful in placement and assignment prediction of pump storage systems 
for the generation units in which, the hydro storage is designed based on the 
contribution of the generation unit in the system [11]. 

The method we are presenting in this paper is focused on finding the most 
vulnerable lines in a partitioned system. These lines have the most effects in in-
creasing the connectivity of the network. The disconnection of any of these lines 
can affect the reliability of the system and reduce the robustness of the system. 
There are existing papers that have investigated this problem [12], but not in a 
method that utilizes a partitioned network. This method uses the partitioned 
network using spectral clustering as a case study to find the lines with the high-
est influence and importance in the interconnection of the network. 

In this paper, Chapter 2 discusses on the basics of the methods used in this 
paper on different levels of analysis. Chapter 3 focuses on the analysis of the re-
sults obtained using methods obtained in previous chapter. Chapter 4 studies the 
39-bus system using the proposed method, and Chapter 5 summarizes the no-
velty and contribution in this paper. 

2. Basics of Methodology 

The complexity of power systems is one of the main issues that prevents the re-
searchers to analyze large networks conveniently. The absence of localization in 
finding the most vulnerable line in the system can lead to missing some impor-
tant points such as the physically localized networks by higher transmission level 
lines. Considering this, a method can be developed to translate the network 
graph into a more understandable network in which the analysis can be per-
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formed in different levels of connection, and the results can be joined together 
for further analysis. 

2.1. A Proposed Weighting Strategy 

A very large power systems network is difficult to understand if it is not analyzed 
using graph analysis methods. The problem of finding the most vulnerable line 
in the system is one of the most flexible problems that can be looked at it from a 
different perspective. The main stream in the methodology of finding the most 
vulnerable line in the system using the graph partitioning is to identify the line 
most involved in network connection. Based on this approach, the assigned 
weight of a line is highly proportionate to the number of paths it is involved in 
the system. Figure 1 shows this idea in which i, j, and k represents three distinct 
nodes and the weights on each edge (which will be referred as lines) are integer 
values. 

The weights assigned to each line is represented as the number of paths in 
which line is presented to connect the two nodes i and j. By referring to this 
weighting system, it can be found that the line i-k has the highest weight. This 
implies that, this line has the highest importance in at least i to j connection. 
This weighting system is a good impression for a system that aims to find the 
most sensitive line in the system represented in (1) for the general line m-n. 

,
ij

mn ij mn
p P

W w
∈

= ∑                           (1) 

where, Wmn,ij is the total weight of the line between the two nodes m and n con-
sidering all the paths between the nodes i and j, wmn is the assigned weight for 
the existing paths p in the set of all the possible paths Pij between the nodes i and 
j that goes through the line m-n where it is defined in (2) where l is defined as a 
loop. 

{ }, ,!ij pP i j p l p= ∈ ∃ ∈                      (2) 

By expanding this method into other nodes of the graph, new weights can be 
calculated to add up to the current weights. As an example, for the three nodes 
system, the total of three different pairs of the nodes i, j, and k can be found to 
be used in the method. In this case, the weight for each line is the sum of the  
 

 
Figure 1. Line weighting example applied to a simple network of three 
nodes and three lines for the paths between the nodes i and j. 
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numbers they appear in the paths between all the pairs, which is shown in Fig-
ure 2. Based on (2), the weight for the line i-k will be equal to 3 which is higher 
than the value for the other two lines. This shows the level of importance for this 
line in the network. Using this weighting method, a ranking can be made to dif-
ferentiate between different lines. The two lines connecting k to j have the same 
weights, which makes them to be in the same level of importance after i-k line. 
This method can be extended into more complex problems. 

ij
mn mn

i V j V p P
W w

∈ ∈ ∈

= ∑∑ ∑                         (3) 

where, Wmn is the total weight of the line between the two nodes m and n, V is 
the set of the nodes, wmn is the assigned weight for the existing paths p in the set 
of all the possible paths Pij between the nodes i and j if goes through the line 
m-n. If the line from m-n is not present in any path from the node i to j, wmn will 
be considered zero. 

2.2. Higher Level Analysis 

In a more complex graph which has more nodes and edges, implementing a 
simple weighting strategy can be misleading due to reducing the depth of analy-
sis in the network. Partitioning the network graph is a very useful method in 
examining the vulnerability analysis in big networks. Using this idea, the analy-
sis can take place in a specific partition independent to the rest of the network. 
In the higher level, the network can be analyzed based on the previous level 
output. Figure 3 shows a schema of the idea to be used in the pathfinding me-
thod. In this model, the network is a two-level graph. 

The first level analysis is the level with the highest resolution. This analysis is 
conducted to find the weights of a more compact network like the sub-networks. 
In the sub-networks, the nodes can be classified into two main classes of termin-
al and non-terminal nodes. Terminal nodes are the nodes directly connected to 
one or more other sub-networks. Terminal nodes can represent the sub-net- 
works in the outside network. 

The second level analysis is conducted in the network with a lower resolution 
compared to the first level analysis. This network consists of the network of the 
sub-networks terminal nodes and the edges connecting them. The sub-networks  
 

 
Figure 2. Line weighting example applied on a simple network 
of three nodes and three lines for all the possible paths be-
tween the pairs of the nodes. 
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Figure 3. The example model of three clustered networks. The 
terminal nodes of i, p, r, n, l, and j are at the end of the bold 
lines that connect the sub networks. 

 
play the role of the new nodes in the higher-level network, and the paths be-
tween them can be summarized into all the possible paths between them. In this 
case, the sub-networks (a), (b), and (c) are the new super-nodes of the second 
level network which are connected by the lines between the terminal nodes of i, 
p, r, n, l, and j. Therefore, the second-level network has three super-nodes and 
three edges. This topology can be more complicated for different problems. 

The second level analysis can be applied to any other number of higher levels 
with lower resolutions. However in this paper, two level analyses are considered 
more favorable in terms of computational complications. 

3. Two Level Analyses 

The vulnerability analysis of the power systems can use the foretold method to 
find the most sensitive line in the network. To justify the results of the first and 
second-level analysis together, the path finding methods should be enhanced to 
find the lines that appear in the most paths. Depth first search (DFS) method is a 
reliable method to find all the possible paths between two nodes. Since DFS sa-
tisfies the constraint of including only distinct nodes in any path, it has been 
used in this paper. After partitioning the network, the method will try to find all 
the path between any two nodes in the network to assign the weights to the lines. 

The first step is to find all the possible paths between any pair in each of the 
sub-networks. The paths will be stored in a database. Then, between all the 
stored paths, the lines passing through other paths will be discovered. For exam-
ple, in Figure 2, the upper path of i to j, interacts with the upper path from k to 
j. Thus, it can be implied that the total number of paths between i and j is the 
multiplication of the number of path from i to k and k to j presented in (4). 
Another interesting case is a loop that exists in the path finding method. In this 
case, the loop can be modeled as a super node and the effect of the loop will be 
ignored. 
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The second level analysis takes place after the first level. In this step, the super 
nodes and the lines between the sub-networks are considered as the new net-
works. The path between each of the terminal nodes will be found, and its sum 
with the paths in the sub-networks is considered. 

ij H nP P P= ×Π                           (4) 

where, ijP  is the total number of paths between the nodes i and j, PH is the 
number of path between the nodes in the high-network, Pn is the number pf path 
in the sub-network n, and S is the set of sub-networks. 

Based on the Formula (4), the total number of paths is the multiplication of 
the number of paths in each sub-network, if that sub-network can be a distinct 
super node in the higher-level graph, and the number of the paths in the high-
er-level. Also, the same rules on the exceptions apply to the higher levels, such as 
a terminal in a sub-network with a single terminal does not import the lower 
level network into the higher-level network. This enforces the idea of the super 
node described earlier in other works. The other rule is that, the path between 
the terminal nodes of a sub-network that is participating in a higher level and 
participates more than once in the path cannot share an edge in the 
sub-network. The paths found using the foretold rules will be distinct, and the 
weights assigned to the lines using them are accountable. 

4. Case Study 

To check the feasibility of the proposed model, a case study was performed on 
IEEE 39-bus system. Hierarchical spectral clustering was used in order to parti-
tion the network into 4 sub-networks [5] as shown in Figure 4. This partitioning  
 

 
Figure 4. Graph view of IEEE 39-bus system clustered into 4 sub-net- 
works. The terminal nodes are connected by the dashed lines. 
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shows 6 lines connecting the terminal nodes which is minimal for connecting 4 
sub networks with the total of 10 terminal nodes shown in Figure 5. The re-
sulted network is an undirected and unweighted graph which is qualified for the 
simulations. 

The proposed method was applied to the 39-bus network. The Demand and 
Generation units create two different classes connected through the lines in 
sub-networks and the higher-level network. Totally, 21 demands and 10 genera-
tions are placed on different buses which their placement is presented in Table 
1. 

To better understand the effect of the proposed method, as a demo, the me-
thod was tested on the connections between the generation at the bus 39 and the 
demand at the bus 16 for the added weight of 1 for every time the line is in a 
path between these two buses. Table 2 shows the result of this analysis for the 
first 8 vulnerable lines. Based on the analysis, the line between the buses 3 and 4 
and the line between the buses 13 and 14 have the highest scores to be the most 
vulnerable lines in connection between the power injected by the bus 39 and the 
power absorbed by the bus 16. These two lines have appeared in the paths be-
tween the buses 39 and 16 for 22 and 20 times respectively. Any disconnection of 
these two lines reduces the robustness of the network more than disconnection 
of the other lines if the buses 39 and 16 are the only buses in the system injecting 
or absorbing power. 

A useful update to the program can be performed by considering the line in-
ductances. The higher inductance means lower permeability for the injected 
power to go through the line. By using the reverse inductance values of the lines 
as the weight, the most vulnerable line will shift to the line between the buses 5 
and 6 with the weight 5000. The next more vulnerable line is the line between  

 

 
Figure 5. Simplified IEEE 39-bus system into 4 sub-networks. The dashed 
lines represent the connections between the terminals and the solid lines show 
the paths between the terminals inside the sub-networks. 

 
Table 1. Generations and demands in IEEE 39-bus system. 

 Bus Number 

Generation 30, 31, 32, 33, 34, 35, 36, 37, 38, 39 

Demand 1, 3, 4, 7, 8, 9, 12, 15, 16, 18, 20, 21, 23, 24, 25, 26, 27, 28, 29, 31, 39 

Terminals 2, 15, 16, 17, 18, 22, 23, 24, 25 
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the buses 7 and 8 with the weight 2826 which shows a significant difference be-
tween the first two important lines. The line 5 to 6 owes this importance to its 
high appearance in the paths between the buses 39 and 16. The new result is 
presented in Table 3 for the first 10 important lines. 

By considering all the generations and demands, the complete network was 
tested for the constant weight of 1 and the reverse of the lines inductance values 
which their results are presented in Table 4 and Table 5. As it is clear, for the 
constant add up weight of 1, the line from the bus 6 to 11 has the most vulnera-
bility probably due to its importance in connecting the left and right of the larg-
est sub-network. 

When the inductances are considered, the line between the buses 5 and 6 still 
has the highest importance. This importance stems from the low inductance of 
the line and its placement that supports the line between the buses 5 and 6 in a 
variety of paths. 

By removing the most vulnerable line between the bus 5 to 6 from the net-
work, in presence of inductance values, running the simulation shows that the 
line from the bus 7 to 8 is still the most vulnerable line with the total effect of 10  
 
Table 2. Simulation results based on the proposed model between the generation at bus 
39 and demand on bus 16 based on equal weighting strategy. 

From To Weight Effect in Percent 

3 4 22 6 

13 14 20 6 

39 9 18 5 

15 16 16 5 

16 17 14 4 

7 6 13 4 

2 25 12 4 

10 13 10 3 

 
Table 3. Simulation results based on the proposed model between the generation at bus 
39 and demand on bus 16 based on weighting influenced by inductance values. 

From To Weight Effect in Percent 

5 6 5000 15 

7 8 2826 8 

6 11 2439 7 

10 13 2325 7 

13 14 1980 6 

15 16 1702 5 

16 17 1573 5 

17 18 1463 5 

6 7 1413 4 

2 25 1395 4 
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Table 4. The lines weights based on the proposed method considering all the generations 
and demands in the network based on equal weighting strategy. 

From To Weight Effect in Percent 

6 11 5154 5 

13 14 4912 4 

8 9 4667 4 

14 15 4645 4 

9 39 4550 4 

15 16 4489 4 

3 4 4349 4 

1 39 4313 4 

2 1 4242 4 

2 25 3983 4 

 
Table 5. The lines weights based on the proposed method considering all the generations 
and demands in the network based on lines inductances. 

From To Weight Effect in Percent 

5 6 1,326,538 12 

7 8 743,695 7 

10 13 676,511 6 

6 11 628,536 6 

13 14 486,336 5 

15 16 477,553 5 

17 18 470,365 5 

2 25 463,139 5 

16 17 426,853 4 

6 7 371,413 4 

 
percent which shows 3 percent increase compared to the presence of the line 
from 5 to 6. If the network is considered without the inductance values and con-
stant add up weights, the most vulnerable lines will move to the lines between 
the buses 4 and 5 also 8 and 9 respectively, which is a huge difference. This is 
because of disconnection happening between left and right of the sub-network. 
This shows that the vulnerability analysis is a dynamic method and with removal 
of any line in the network, its results may change. 

5. Conclusion 

In this paper, the importance of path finding in clustered networks was investi-
gated in vulnerability analysis of the power systems. A method was developed in 
which the terminal nodes were connecting the sub-networks and were partici-
pating in the sub-networks. The sub-networks acted as a super node in the sys-
tem to simplify the low-resolution representation of the system. Assigning the 
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weights to the lines based on their appearance in the different connections con-
veyed a compelling measure on the importance of the lines. At this stage, the 
network was tested on IEEE 39-bus system clustered by hierarchical spectral 
clustering into 4 sub-networks. The constant weights or the weights induced by 
the line inductances showed different behaviors in the simulations and showed 
different lines as the most vulnerable lines. Although considering the constant 
weight is meaningful in some problems, inductance values are more meaningful 
in power system networks as they reversely affect the importance of the line be-
tween its neighbors. 
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