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Abstract

Trusted computing allows attesting remote system’s trustworthiness based on the software stack whose in-
tegrity has been measured. However, attacker can corrupt system as well as measurement operation. As a
result, nearly all integrity measurement mechanism suffers from the fact that what is measured may not be
same as what is executed. To solve this problem, a novel integrity measurement called dynamic instruction
trace measurement (DiT) is proposed. For DiT, processor’s instruction cache is modified to stores back in-
structions to memory. Consequently, it is designed as a assistance to existing integrity measurement by in-
cluding dynamic instructions trace. We have simulated DiT in a full-fledged system emulator with level-1
cache modified. It can successfully update records at the moment the attestation is required. Overhead in
terms of circuit area, power consumption, and access time, is less than 3% for most criterions. And system

only introduces less than 2% performance overhead in average.

Keywords: Integrity Measurement, Remote Attestation, Software Vulnerability, Trusted Computing

1. Introduction

Nowadays, computer under different platforms interacts
with each other through internet environment. Although
this provides convenience and increased functionality, it
is necessary to securely indentify software stack running
in remote systems. Effective remote attestation mecha-
nism has drawn lots of research interests. Trusted Com-
puting Group (TCG) first standardized the procedure to
launch a remote attestation [1]. As defined, the protocol
consists of three stages: integrity measurement, integrity
logging, and integrity reporting [2]. The function of in-
tegrity measurement is to derive a proper measure that is
an effective representation of a given platform status. In
order to narrow down the range of such measures,
Trusted Computer Base (TCB) is defined as hardware
components and/or software modules whose integrity
decides the status of a whole platform. Consequently,
integrity measurement can simply based on measures
from the TCB, which reduce performance overhead in
measurement and attestation. Integrity logging is the
process of storing aforementioned integrity measure in
protected storing space. This process is not mandatory,
but highly recommended to reduce the overhead due to

Copyright © 2010 SciRes.

repeated calculation for integrity measurement. The last
step, which is called integrity reporting, is to attest sys-
tem based on the stored or calculated integrity measures.

Computer systems emphasize different security goals
per contexts. While system integrity is more important in
one situation, the other may concern more about data
privacy. Integrity measurement is strongly related to se-
curity policy applied to specific computer system and
consequently results in different attestation mechanism.
TCG'’s specification describes an integrity measurement
during system’s booting process. This mechanism is
called “trusted boot”. At the very beginning, a hardware
signature, which is stored in some security-related hard-
ware components, is used as the root of the trust. Current
hardware vendors design Trusted Platform Module
(TPM) to provide such functionality. As each entity is
loaded into memory, the integrity measures on the bina-
ries are calculated one by one and form a trust chain at
last. Unlike secure booting, system takes measurements
and leaves them to the remote party to determine sys-
tem’s trustworthiness. TCG’s attestation based on such a
trusted booting is also called binary attestation [2].

Other integrity measurements still follow TCG’s
“measure-before-load” principle. Property attestation and
semantic attestation both try to extract the high level
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property or semantic information from binary measure-
ment. So it will be more efficient and effective to vali-
date whether a security policy is hold or violated on such
a measured property a priori. IBM’s Integrity Measure-
ment Architecture (IMA) based on the TCG’s trusted
booting extends the approach into application software
stack. IMA is now a security module provided by Linux
kernel since version 2.30 [3].

A good integrity measurement should be able to derive
a reliable measure that represents the status of computer
system. From the resulting measure, a challenger (the
remote entity which is interested in attesting the system)
should be able to tell the system’s updated security-rela-
ted capability such as whether the memory has been ever
corrupted by attacker, or whether programs can be prop-
erly executed in isolation, or whether cryptography keys
are securely stored, and so on. On the other hand, meas-
urement procedure should be transparent to the local user
and introduces little performance overhead.

Current integrity measurements face problems of gath-
ering sufficient history information on what has been
done to the computing device. When each entity is
loaded into memory, measurement of its binary codes is
recorded. However, there will be a “measurement gap” at
the moment when measurement results are requested.
System status may be different from the recording in
measure. Furthermore, measurements are made directly
on program’s executable code residing in main memory.
There exists another “behavior gap” between instructions
executed in the processor and executable codes in the
memory. The integrity measure of executable code in the
memory can be a good measure to represent the system
state. However, as different attacks occur from internet,
this is becoming less sufficient for a remote challenger.
For those programs running for a long time, such as
server programs, a static measurement prior to execution
may have little relation to the system status at the current
moment. As a result, more accurate measurement, which
can include program behavior, needed to tell challenger
all history of bad behavior. This results in a better deci-
sion on trustworthiness of the system.

However, with more information included, overhead
to measure programs’ state increases. As a result, some
measurements are targeted to specific data, such as proc-
essor control data, function pointer in memory, network
traffic, intrusion detection, and so on. Measurement is
often restricted in order to utilize only limited amount of
information. Consequently validation of system against a
certain security policy introduces little performance
overhead. This policy-driven attestation or validation
schemes are largely based on limited information spe-
cific per intended attack scenarios. The problem is that
although it is efficient in their proposed situation, port-
ability of such measurement is very low. In different
situation, attestation may require a big modification

Copyright © 2010 SciRes.

which also exerts a large performance penalty.

In order to provide updated integrity measurement as
system evolves, we propose an original dynamic instruc-
tion trace measurement (DiT) to include in the metric
dynamic instructions-level behaviour in the processor
with the help of simple micro-architecture modification.
However, instruction-level trace can vary from time to
time, with some part of the program being executed more
frequent than the other. Directly recording the processor
behavior causes lots of performance overhead and with-
out increasing any accuracy. In stead of applying meas-
urement in processor, we still perform the operations on
the memory. As a result, most function interfaces pro-
vided before, such as the ones proposed in TCG or
IBM’s IMA, can be maintained.

Cache is an evolutionary design building a bridge be-
tween the memory and processor to reduce access delay.
However, in this paper, we modify the structure of the
instruction cache to the one similar to the data cache. The
consequence is that instructions can also be written back
to the memory. As program continues its execution, code
region in its address space no longer stores codes loaded
before execution but records instructions which are exe-
cuted. We improve the integrity measurement for trusted
computing in the following aspects:

1) Extending the measurement scope. When the secu-
rity-sensitive program is loaded and starts execution, DiT
writes back instructions into memory. Consequently,
binary code located in its address space records instruc-
tions which are actually executed.

2) Facilitating attestation for different security policy.
DiT only replaces static measurement with dynamic one.
As a result, it changes little on the high level interface
and provides a better general solution to diverse scenar-
i0s.

3) Writing back instructions does not require the in-
volvement of operating system. Thus, DiT builds a con-
nection between what has seen inside processor and what
resides in memory. This procedure does not require
trusting operating system, which in some cases can be
corrupted by attackers.

The paper is structured as follows. Section 2 presents
the background on trusted computing and integrity meas-
urement. In Section 3, we present DiT’s design in details.
To avoid potential hazards from attacks, we propose
several hardware-wise recommendations in Section 4.
The experimental results and analysis are given in Sec-
tion 5. Finally, the related work and conclusion are made
in Section 6 and Section 7.

2. Background
2.1. Trusted Computing

Trusted computing deals with computer system in a haz-
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ard environment. Though there is lack of ubiquitous
definition of trust, this paper refers the one from Trusted
Computing Group (TCG) specification. Trust is men-
tioned as the expectation that a device will behave in a
particular manner for a specific purpose [2].

Trusted Computing Base (TCB) is specified as any
hardware and/or software components within the inter-
ested platform, whose safety can affect the status of the
whole system. The assumption is made that if TCB is
safe, system can be trusted. However, TCB’s compo-
nents vary from systems. In some situations, it may work
with integrity validation mechanism; as a result, run-time
critical data values are included in TCB. However, on
other situations, execution of security-sensitive programs,
such as encryption/decryption operation, is important to
system’s proper function; some architecture components,
which guarantee privacy of such application program,
are chosen in TCB. TCG has summarized diverse appli-
cation scenarios and concludes that it should include the
following two characteristics:

1) Isolated Execution, or protected execution. The
computing platform should be able to equip security-
related application program with an isolated environment.
As a result, no other legacy programs can access or cor-
rupt information it relies on. To achieve this property,
many researchers adopt the virtualization approach or
hardware extension to legacy computer architecture [4].

2) Remote Attestation. Each computing platform
should be able to provide mechanisms to: (1) securely
measure TCB’s safety state; (2) protect measure log
stored locally; (3) transmit measure to remote challenger.

2.2. TCG’s Binary Attestation

TCG defines a binary attestation to provide a trusted
booting. Whenever an entity is loaded into memory from
the moment machine is physically turned on, TPM ap-
plies cryptographic hash function, say Hash, on its ex-
ecutable code to make a measurement result, say M. The
binary measurement for each entity is logged separately.
Additionally, each measurement is also stored in one of
Platform Configuration Registers (PCRs) in TPM by
making the cryptographically extend operations with
PCR’s current value, PCR,, i.e., new PCR values PCR; . ;
= Hash(PCR{M), where|denotes concatenation. When
verifier requires attestation, TPM sends measurement
logs (in local hard disk) and the corresponding PCR
value to the verifier. He will recalculate hash result based
on measurement logs. The comparison between newly-
computed hash result and PCR value can tell whether
untrusted behaviour within the environment has ever
modified PCR value, measurement log, or executable
code itself.

Using binary attestation facilitate verification in mainly
two aspects. 1) measurement with such format hides

Copyright © 2010 SciRes.
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many different high-level implementations and reduces
the complexity to calculate measure log and PCR value;
2) It successfully separates measuring and verification.
Attestation does not try to prevent a system from illegal
behaviour that might compromise system. It only records
the history of loaded code, securely sends them to the
verifier and leaves the verifier to make trustworthiness
decision.

2.3. Integrity Measurement on the Application
Program

Starting from the root of trust provided by TCG, Integ-
rity measurement architecture (IMA) from IBM takes the
first step to extend measurements from booting process
to application level programs. IMA is provided as a
software module to Linux kernel from the version 2.30.
It provides measurements regarding to current system’s
software stack. The whole project provides integrity
measurement but does not propose any detailed attesta-
tion mechanism. Measurements provide evidences sh-
owing whether system is corrupted by certain rootkit
attacks or not.

IMA measures each individual component before it is
loaded. With the help of extend operation, trusted boot-
ing forced execution to follow only one legal order.
However, in application level, programs can execute
different threads in parallel; program order does not re-
lated to trusted condition any more. So IMA groups
measure together instead of applying extend operation
one by one.

But IMA’s is following TCG’s “measure before load-
ing” principle, therefore it inevitable maintains short-
comings of the binary attestation, such as its ineffective-
ness to reveal hardware attacks or the software attacks
after the program is loaded and executing.

3. Architecture Extension to Measure
Instruction Level Behaviour

3.1. Design of Integrity Measurement in
Application Level

DiT is based on IBM’s IMA which provides comprehen-
sive measurement over software stack. In IMA, all ex-
ecutable codes and chosen structured data are included in
the measurement log. Any data which are loaded by op-
erating system, dynamic loaders, or applications with
identifiable integrity semantics are hashed. Measurement
can be made automatically at the moment when codes or
data are loaded into main memory. As programs continue
their execution, kernel is able to measure its own
changes. Similarly, every user level process can measure
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its own security sensitive inputs, such as its configuration
files or scripts. The consequent 160 bit value from hash
calculation becomes an unambiguous identity for such
software module. Challenger can distinguish different
file types, versions, and extensions by this unique fin-
gerprint.

As system evolves, IMA collects hash results into a
measurement list which is stored locally. The integrity of
this list is of a great importance. Therefore, IMA uses
TPM to prevent any modifications made on measurement
list. Platform Configuration Register whose value can
only be changed by physically system rebooting or TPM
extend operation provides protected storage. Extend op-
eration is applied on each value stored in the measure-
ment list. Since it is impossible to restrict application-
level softwares into a small number of orders, order of
each value in the list is not used to validate the trustwor-
thiness of the system.

3.2. Writing Back the Instructions

Although IMA provides measurement of all loaded soft-
ware, it still follows TCG’s “measure-before-loading”
mechanism. As a result, “metric gap” and “behaviour
gap” can largely degrade efficacy of measure log.

The “metric gap” occurs when measurement does not
represent the updated state of the system. Application
program can run for a long time, such as server program.
So it may be a long period since the measurement is
made. During this time interval, memory is possible to be
corrupted. Attacks, who can take root privilege, can
modify loaded executable codes. However, it is possible
to detect such modification when the codes are being
executed again. This is the basic assumption made in
former tamper resistance design [5]. As executable code
is hashed again, resulting measure will be different.
However, attestation is made asynchronously to system’s
operation. It is possible that attestation is made before
executable codes are hashed again. As a result, meas-
urements may give challenger a misinformation about
what is running at the moment.

Figure 1 makes a comparison between three meas-
urement mechanisms: DiT proposed in this paper, IMA
and Aegis which is a typical secure processor design to
achieve tamper evidence and resistance environment [5].
When IMA measures executable code, it makes com-
parison to values which are calculated before. In Aegis,
if software’s execution relies on a program, the meas-
urement of this program is calculated again and com-
parison is made to former calculated value. In these two
situations, the challenger may still get measurements
from which the system can regarded as trusted but actu-
ally the memory is already corrupted.

“Metric gap” can be resolved by applying a measure to
executable code at the moment of attestation is made

Copyright © 2010 SciRes.
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Program Execution Procedure (O @ @
[ Load ]—»[Execute}—‘—O—-'—>m
! (Measure i Measure
DiT | ¥» & f--» &
} \\validate) 4 Validate
E Measure
IMA ] ¥ - |
v Lval '
: a ldate i Measure
- | &
t ——pl
( Aegis ] *»Measure}--» Validate

(@ Represent the event of possible attacks which corrupt memory
(@ Represent the event that remote attestation is required
(® Represent the event the program is used by other application

Figure 1. “Metric Gap” occurs in the design of IMA and
Aegis.

(which is also reflected in Figure 1). However, “behav-
iour gap” can further introduce more severe problem.
This describes the fact that static codes in memory are
different from instructions executed in processor. But it
is instructions executed in processor finally corrupt the
system. On the other words, executing instructions are
truly represent the trustworthiness of the system. What
makes things worse is that many attacks do not rely on
the modification on program’s executable code to launch
malicious behaviour any longer. For example, buffer
overflow attack has diverse implementations. One of
them is to insert codes directly in stacks which make
detection only possible for a very short period of time.
Challenger should also be able to know such deleterious
execution since this system is vulnerable to attacks in the
future.

No matter how attacks exploit software vulnerability,
it finally needs to execute its code in the processor. As a
result, researchers also propose to records behaviour in
the processor. To reduce performance overhead, they
only analyse behaviour of critical instructions, such as
indirect branch or critical data. Measuring those data
may work for certain security policy but lacks of port-
ability and extendibility to future unknown attacks.

Measuring all instructions is a challenge. Instructions
are fetched from memory, but dynamic execution flow
varies from situation to situation. It is impossible to pro-
vide limited number of unique state to represent safety of
such execution. On the other hand, collecting all possible
states are computationally impossible to make.

DiT does not directly measure all executed instruction
in processor. It maintains large part of original measure-
ment interfaces which measure codes in memory. What
DiT successfully makes is to extend architecture’s pipe-
line to build connection between processor and memory
(Figure 2). It proposes to store back instructions into its
original locations after they are fetched into pipeline. The
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Figure 2. Strcture to measure dynamic instruction trace.

purpose is to resolve “behaviour gap” between processor
and memory. This is not an intention to record all possi-
ble run-time execution paths but to store instructions
which are truly executed into measure log.

With such modification, what to measure and when to
measure have to be carefully designed. Program’s ad-
dress space consists of data region, code region, and
stack to record program execution context. In IMA, all
executable code and part of related data, which are dy-
namically loaded by operating system, are measured
(Figure 3). DIiT will cover all code regions, data regions
and stack as long as there are some instructions being
written back to them.

Due to attacks, instructions can come from other loca-
tions rather the code region. This not only makes DiT to
expand measurement range to include memory region
such as stack, but also require it to add several temporal
points to make such measurement. We can still use the
aforementioned buffer overflow as the example. Stack
contents vary as program enters into different contexts.
Malicious code hidden there may soon be overlapped by
unrelated information, such as parameter passed by fol-
lowing function call. As a result, malicious code should
be measured on time before it is eliminated by legal
ones.

To insert proper temporal points is a trade-off between
detection ability and performance overhead. The per-
formance overhead in original integrity measurement
mechanisms is amortized, which is due to the fact that
hash calculation is made at the frequency of program
loading. From many former anomaly-detection ap-
proaches, successful corruption usually results in some
changes in instructions level behaviour, such as cache
miss, prediction miss and so on [6]. Furthermore, hash
operation, which calculates memory code, is easily per-
formed in parallel with program’s normal operation. In
the current work, one inevitable measurement is added.
DiT launches the measurement at the moment of attesta-
tion requirement is made, which at least resolve the met-
ric gap between measure and system state.

Copyright © 2010 SciRes.
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Figure 3. Behavior gap occurs due to attacks or dynamic
generated code.

3.3. Introduce Randomization through the Use
of Cache

Most personal computers usually have two level caches.
Instruction and data are divided in the level-1 cache
while level-2 cache is usually a unified cache which
stores them together. DiT includes cache into the proce-
dure of writing back instructions to the memory which
“reverse” the procedure when instructions are fetching
from it. In order to make write back work, instruction
cache should be appended with few state bit just as data
cache does.

By replacing structure of individual cache to the one
of data cache, processor actually does not need to have
the actual action of “writing back”. It only needs to set a
corresponding status bit and leave the work to cache and
memory management unit. Whenever cache miss occurs,
instruction cache first stores values in cache entry back
to the memory and then read other instructions instead of
overwriting it directly.

Usually, it is hard to predict cache miss. This random-
izes the time to write back instructions. As a result, an-
other level of protection which prevents attacks from
learning this measurement and hide its malicious codes
can be made. Besides, this operation does not need the
involvement of operating system. Even when OS is not
trusted, such as the kernel is corrupted, writing back op-
eration can always be executed properly.

Current micro-architecture design can further help our
design to write back instructions. Since level-2 cache is
unified, only level-1 instruction cache requires modifica-
tion. And the modification is restricted to small number
of status bits added to each cache entry. As a result,
overhead on chip area, power consumption and access
time to cache entry (which is also called cache hit la-
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tency) is reasonable. Furthermore, instructions usually
holds much better locality references than data cache
which results in much less cache miss. Consequently,
performance effect from writing back instructions is also
possible to be restricted to a small amount.

4. Further Micro-Architecture
Recommendations

With the proposed design, DiT is able to measure large
amount of program’s execution. However, it may still
miss some situation due to current operating system de-
sign as well as diverse attacking mechanism. In this sec-
tion, we propose several extra hardware recommenda-
tions to further resolve those issues.

4.1. Adding Measurement Point

With the aid of DiT, measurement will be recalculated
with program’s execution. There is still a possible hazard
that attacker replaces correct codes to the malicious ones
(that he injects before) in memory to avoid proper meas-
uring (similar to the way he/she can insert malicious
code) after malicious codes are stored back. As a result,
adding more measurement points is necessary to provide
another protection level on DiT itself.

The cache miss or branch prediction miss indicate a
behaviour change in instruction level, which can be used
as a point to recalculate measurement. To further reduce
performance, we propose to make the measurement at
the moment when the potential attacks are going to hap-
pen. However, from current study in software vulnerabil-
ity, to detect the proper attacking potential is proved to
be another difficult issue. As program is running, its ad-
dress space records its execution state through the use of
stack and/or heap and so on. However, its code space
remains stable. Operating system design provides a good
protection when it launches different code space to exe-
cute, such as the design of context switch. However, at-
tackers successfully inject or exploit new or existing
code space to avoid reliable operation provided from
operating system.

As a result, we can make measurement when instruc-
tions are written back to the memory location which is
outside of the code region (not address space) for the
current running programs. As each program is loading its
code, we can records its physical address in memory into
a table and store it in a memory management unit. A
comparison between written back instruction and each
physical address of a code region can indicate which
program this instruction is belong to. If it does not be-
long to any legal program, we can raise an exception. On
seeing this exception, measurement is not also necessary
since action of avoiding measurement is made.

Copyright © 2010 SciRes.
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By such architecture recommendation, DiT can achieve
the validation such that every instruction executed in
processor should be from executable code space which is
properly loaded into memory before. Consequently, DiT
can prevent injected code attacks while making meas-
urement.

4.2. Measuring the Run-Time Generated Code

Different from compiler which generates executable
codes, interpreter executes machine instructions on the
fly. In our proposed design, integrity measurement is
only capable of measuring binary codes of interpreter
itself, dynamic codes generate by interpreter to processor
are not recorded (Figure 3). On the other hand, more
popular attacks begin to adopt this mechanism. Such
attacks, including sql injection, cross script attacks,
dominate current web applications. This presents a big
challenge to provide accurate measurements to remote
challenge, as malicious behaviours are extracted from
user input and getting execution one instruction by an-
other. Measuring executable codes from memory be-
comes impossible.

When instructions are generated from interpreter, DIiT
finds that there is no source memory location to which
such dynamic instructions can transmit. Our proposed
method is to “deceive” the interpreter that the dynamic
executed codes is actually dynamic loaded. As a result, it
can follow the predefined procedure to make such meas-
urement.

This is achieved by creating a new memory region
which can be linked to the memory space of interpreter’s
process. Current operating system, such as Linux kernel,
provides safe interface to dynamically add or remove
memory region from process’ address space. It will be
easy to include such secondary code region to inter-
preter’s address space.

This is equivalent to adding a container to store dy-
namically executed code; however, the measurement will
not be possible at the “load” time, since the container is
empty at this moment. Only at the end of execution when
all executed codes are written back, proper measure is
going to be made on the full container.

5. Experiment and Result Analysis

In order to analyse applicability of DiT, two sets of ex-
periments are conducted respectively. The first one simu-
lated measurement mechanism, especially the situation to
hash program’s code upon asynchronous attestation.
Then another set of experiments are made to detect hard-
ware and performance overhead caused by modification
on level-1 instruction cache.
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5.1. Implementing Measurement

Different from IBM’s IMA which implements all integ-
rity measurements within Linux kernel, we implement it
in the hardware level. DiT is integrated into Bochs which
is a full-fledged open source x 86 PC emulator. It is used
to emulate entire system from x 86 architecture to virtu-
ally instrumented monitor.

Through our experiment, we find that write back in-
structions to memory causes some instability for emu-
lated system. As a result, DiT focuses on certain target
program and only stores its on-fly instructions into m-
emory. As mentioned before, TCB provides an isolation
execution environment for the security-related programs.
By implementing writing back instructions for only in-
terested program, we believe that DiT can more practi-
cally simulate TCB’s execution model.

We install Gentoo Linux with the kernel of version
2.6.29 in the emulation. To track process information,
kernel is modified so that hardware emulator becomes
aware of software context switch. Since version 2.6.x,
kernel introduces the late binding for the context switch,
so both exec () and sched () functions are modified. Con-
sequently, process identity, such as Process ID and
Process name is updated into a global variable as soon as
process is created and loaded into memory.

Besides the operating system modification, we also
implement several virtual debugging monitor. One of the
most critical interfaces which DiT inserts is the one that
halts the execution of current program in emulated oper-
ating system and hashes the code region in the address
space of current active process. This efficiently emulates
the situation that measurement is made upon the attesta-
tion request is sent from remote challenger.

5.2. Performance Overhead

In order to make instructions cache to write back, several
extra status bits are required to each cache entry which is
similar to the structure in data cache. Since in most mi-
cro-architecture design, level-2 cache is designed as a
unified cache, only level-1 instructions cache needs
modifications. To make a comprehensive analysis of
such change, area, power consumption and access time is
emulated under CACTI 5.0 [7]. The parameter of un-
modified cache is the same as the one used in Table 1,
which is also used in SimpleScalar for performance ex-
periment. Five extra bits are added to each entry of the
instruction cache to implement the write back mecha-
nism. With the simulation results given from Table 2,
largest power overhead is less than 10%. Overhead of
other criterion is actually ignorable. Especially, modifi-
cation has little effect on access time of level-1 cache.
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Table 1. Architecture parameters.

Parameter Value
thch/dispatch/issue 4
width
Instruction window 128 entries
register update unit size 128 entries
Load/Store Queue 64 entries

1-cache 128K 1 way set-asso., 1-cycle hit time

D-cache 128K 1 way set-asso., 1-cycle hit time

L2 cache L_Jmfled, 1M, 4 way set-asso, 6 —cycle hit
time

Memory 100 cycles access time, 2 memory ports

4 Int ALUs, 1 Int MUL/DIV, 4 FP

Function unit Adder, 1 FP MUL/DIV

Table 2. Area, power and access time overhead for modified
L1 cache.

Overhead
criterion

Modified L1
Cache

Normal
L1 Cache

Technology

Overhead
node

Area (mm”~2) 2.59811765 2.66909173  2.73%

90 nm Power (W)  5.23044172 5.23787143 0.142%

Access time (ns) 1.40756434 1.40756434  0.00%

Area (mm”2) 0.36714162 0.36929974  0.588%

32nm Power (W)  3.54005779 3.87976541  9.59%

Access time (ns) 0.43442463 0.43875809  0.998%

We tested SPEC2000 benchmarks running in Simples-
calar which models an out-of-order superscalar processor
[8]. Reference inputs are adopted and we skip instruc-
tions of the number which is specified by SimPoint [9].
Writing back instructions are not supported in Sim-
plescalar, as a result, we modify source codes of sim-
outorder (the out of order simulators) such that right after
each time a read access is performed to the level-1 cache,
a write access to the same entry in the cache is launched.
The parameter to run Simplescalar is given in Table 1.
We collect all number of level 2 cache access and
cache misses for each program in SPEC 2000. The num-
ber of level-2 cache access varies to different programs.
In eon, perlbmk and vortex, the modified level-1 cache
increases more than 50% of level 2 cache accesses. But
for other benchmarks, the change is not that obvious. We
only select the increase of level-2 cache access with
more than 0.01% among all 26 programs (Figure 4).
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Figure 4. Normalized Level-2 cache access and cache misss.

Although there are big increases in level-2 caches ac-
cess, this does not simply increase the corresponding
cache miss. All cache miss due to the modification of
level-1 cache is increased with less than 1%. This is
probably due to the fact that level-2 cache holds a good
locality references for instructions. As a result, perform-
ance overhead for all benchmark programs is ignorable
as shown in Figure 5. The largest performance overhead
measured in IPC is less than 5%.

6. Related Work

6.1. Tamper Resistance Design

Execute Only Memory (XOM) has included whole me-
mory space in the trusted computing base as most adver-
saries launch the attacks to corrupt memory [10]. In or-
der to guarantee both integrity and privacy of the data in
memory, encryption components are included in the leg-
acy architecture design. Data transmitted from processor
to memory is encrypted and reversely, they are decrypted
for execution in processor

Aegis [5] follows the same assumption that memory
can not be trusted. It hashes executable code when a
program is loaded into the memory for execution. At this
moment, any other code and data that the program relies
on is checked to guarantee that the program is started in a
trusted environment. In the situation that operating sys-
tem can not be trusted, Aegis introduce security related
module and hardware component into the legacy proc-
essor. Tamper resistance design does not make assump-
tion on how memory is corrupted thus it is able to detect
simple hardware attacks.

Tamper resistance design is similar to our approach in
the way of measuring untrusted code. However, they are
holding the assumption that detection of static code can
be found on moment the software is used again. As men-
tioned before, attestation can be made before next-use of

Copyright © 2010 SciRes.

Figure 5. Comparison of IPC number with normal Level-1
cache and modified L1 cache in processor.

software modules, so directly adopting tamper resistance
approach introduces “metric gap”. On the other hand,
they are unable to measure program’s runtime behaviour
as well.

6.2. Integrity Measurement

TCG first standardize the procedure to make a remote
attestation, besides, it also recommends an integrity
measurement methods which is efficient during system
booting. This binary attestation can only record what the
programs are running on the platform and use the iden-
tity and the loading order of programs to system state
after booting.

IBM’s IMA, Integrity Measurement Architecture, in-
serts measurement interface into Linux kernel. As each
program is loaded into memory, its executable code is
hashed. When a program is further loading other codes
or security-critical data structure, measurement is made
as program transfer its control flow. However, software
vulnerability which is exploited by attackers during each
individual program’s execution can also spoil measure-
ment.

Based on the observation that modifications made in
kernel space is usually permanent, Loscocco et al. pro-
pose to measure dynamic data structure which is critical
to kernel control flow [11]. Such dynamic data structure
is called contextual information, which is used to repre-
sent the state of the whole computing system. But this
method is not efficient to be used in the user space op-
erations.

6.3. Property Driven Remote Attestation

Binary measurement has the advantage of easy calcula-
tion and application-independence. Since hash calcula-
tion is irreversible, directly exploiting such metrics pro-
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vides a big challenge and performance overhead. As a
result, different attestation, which adopts different met-
rics, is proposed.

With specific security policy being set for the attesting
system, property attestation and semantic attestation [12-
14] propose to derive system high level information in-
stead of the pure software stack. The extracted metrics
can be directly used against security policy. Measure-
ment methods may be implemented differently, but
measurement is decided by security policy. As security
policy changes, it is less flexible to change measurement
implementation accordingly. As they indirectly include
validation part into attesting platform, attesting plat-
form’s performance overhead is increased and validation
procedure is also put under the hazardous environment.
We propose DiT which designs an application-inde-
pendent measurement which separates validation and
measurement just as binary attestation does.

Some other researches also consider that program’s
run-time behaviour as a validation metrics, however,
with many limitations. Alam et al. propose a behaviour
attestation method [15]. However, the behaviour is de-
fined as the quality of service the system can provide,
connection latency, and so on. Consequently, this attesta-
tion implementation designed for web services only
which lack the portability to be applied to other applica-
tions programs.

7. Conclusions

Ever since TCG standardized the procedure to launch a
remote attestation, how to exchange the trust measure
efficiently between computer systems under diverse pla-
toforms has been a popular open research issue. Locally,
attesting mechanism derives integrity measure based on
software stacks on which trust decision is made. TCG
introduces a binary attestation during system booting and
many integrity measurement implementations are pro-
posed following the “measure-before-loading” principle.
Those measurements do not take into the account the
actions after each program begins its execution. As a
result software vulnerability which can corrupt both sys-
tem status as well as measurement operation can intro-
duce the “behavior gap” and the “metric gap” between
program runtime behavior and consequent measurement.
DiT, the dynamic instruction trace integrity measurement,
is proposed as assistance to the current integrity meas-
urement methods. By changing the structure of instruc-
tion cache, instructions are stored back into memory
when cache miss occurs. As a result, code region in pro-
grams address space actually contains dynamic instruc-
tions trace executed in processor. By applying integrity
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measurement based on this change, DiT successfully
include most updated system state to the moment when
attestation is required.

We have experimented this attestation mechanism in
bochs, a full-fledged emulator, with a current updated
version of Linux kernel installed. We have successfully
simulated the procedure of measuring program’s code (or
trace) at the time when attestation is made. To further
analyze the change made in level-1 instruction cache,
Cacti is exploited to check area, power consumption and
access time overhead. SPEC2000 benchmarks are run on
the modified Simplescalar to analyze the performance
overhead. As we only limit our small modification in
level 1 instruction cache, the overhead in terms of circuit
area, power consumption, and access time are all rea-
sonable, and also the performance overhead is marginal.
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Abstract

With the rapid progress of the image processing software, the image forgery can leave no visual clues on the
tampered regions and make us unable to authenticate the image. In general, the image forgery technologies
often utilizes the scaling, rotation or skewing operations to tamper some regions in the image, in which the
resampling and interpolation processes are often demanded. By observing the detectable periodic distribution
properties generated from the resampling and interpolation processes, we propose a hovel method based on
the intrinsic properties of resampling scheme to detect the tampered regions. The proposed method applies
the pre-calculated resampling weighting table to detect the periodic properties of prediction error distribution.
The experimental results show that the proposed method outperforms the conventional methods in terms of

efficiency and accuracy.

Keywords: Image Forgery, Resampling, Forgery Detection, Intrinsic Properties of Resampling

1. Introduction

In recent years, with the rapid progress of image proc-
essing software, it becomes a great challenge to verify
whether the digital image is tampered or not because the
image processing software can create a sophisticated
digital forgery and leave no visual clues on the tampered
regions. For example, the Liberty Times newspaper in
January 2008 (newspaper in Taiwan) published a photo-
graph shown in Figure 1(b) in which the picture “Miss
Wang” had been removed intentionally.

In general, the digital forgery detection methods can
be roughly categorized into the active [1-4] and passive
methods [5-16]. In the active methods [1-4], the digital
watermarking or signatures are hid in the image for the
purpose of authentication [1-4]. In addition, the embed-
ded watermarks need to be robust enough to resist the
various kinds of image attacks. On the contrary, the pas-
sive approaches [5-17] do not need any prior information
for the forgery detection and can be further categorized
into the methods of detecting copy-pasted regions, defo-
cus blur edges, resampling, sensor noise pattern, differ-
ent lighting conditions and block artifact inconsistency.

In [5], the author provided a method to identify the
digital forgery regions that are copied and pasted from
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the same image by applying the method of block match-
ing. However, the matching process can fail if the tam-
pered region is cropped from different images. Zhou et al.
[6] proposed a method to identify the digital forgeries by
using the edge preserving smoothing filter in which the
manual blur edge is discriminated from the defocus blur
edge and the erosion operation is applied for detecting
the manual blur edge. Another typical method developed
by Popescu [7] detected the digital forgeries by tracing
the characteristic of the resampled signals. The major
concept of this method is to apply the EM (expectation/
maximization) algorithm to acquire the resampling coef-
ficients and then calculate the resampling probability
map. Based on the spectral analysis of the probability
map, the magnitude peak can be used to identify the for-
gery patterns. Moreover, Popescu [8] utilized the specific
interpolation coefficients of color filter array for each
brand of digital camera to identify the digital forgery.
Kirchner [9] proposed a more efficient method by di-
rectly applying the converged resampling coefficients to
detect the tempered regions. As same as tracing the pe-
riodic characteristic of the resampled signals, Prasad [10]
and Mahdian [11,12] proposed their method to extract
the periodical property of the resampled signals based on
analyzing the periodic characteristic of the covariance of
the second order derivatives. In [13,14], Lukas et al.

JIS



12 C.-C.LIEN ET AL.

(@

(b)
Figure 1. (a) The original image; (b) The tampered image.

proposed a method that utilize the imaging sensor noise
as a unique stochastic characteristic to detect the forger-
ies. Johnson et al. [15] discovered that the light condition
of the tampered area will be inconsistent to the original
image. For the compressed image, Ye et al. [16] pro-
posed a method based on the different block artifacts
caused by different quantization tables.

Generally, each kind of digital forgery detection me-
thod can solve only one kind of forgery pattern. In this
study, we only address on the detection of resampling
forgery. Two related researches addressed on the detec-
tion of resampling forgery are the methods proposed by
Popescu [7] and Mahdian [11]. However, there exist two
major drawbacks in the above-mentioned algorithms. For
the Popescu’s method [7], high computation cost in the
iterative computing procedure is required. It takes almost
5 minutes to generate the probability map for the image
with resolution 512 x 512 pixels. For the method pro-
posed by Mahdian [11], we found that the derivative
kernel used in [11] will destroy the periodicity of the
correlation function at the high texture regions. Hence, in

Copyright © 2010 SciRes.

this study, we try to investigate and analyze the intrinsic
properties of resampling scheme and develop a new
more efficient algorithm based on the intrinsic properties
of resampling.

Based on the periodical property that the original val-
ues can be selected from the resampling process, some of
the reconstructed values would exactly overlap the
original values in resampled signal and then the error
between the predicted value and the resampled value
would be very small. By analyzing the prediction error
distribution generated by the weighting tables from dif-
ferent resampling rates, we can detect the digital forger-
ies. To enhance the periodical property, the projection
operation is used for creating one-dimensional prominent
periodical patterns. In addition, both of the vertical and
horizontal predicting error variations are considered si-
multaneously.

The rest of this paper is organized as follows. In Sec-
tion 2, two typical forgery detection methods are de-
scribed. In Section 3, a new forgery detection method
based on the intrinsic properties of resampling is pro-
posed, which can detect the tampered regions more effi-
ciently. In Section 4, we present the efficiency and accu-
racy analyses among the proposed method and other ap-
proaches. Finally, we summarize the contributions and
future works in Section 5.

2. Related Works

In this section, two typical forgery detection methods for
the resampling forgery techniques are introduced. These
methods detect the forgery by tracing the interpolation
clues of resampled signal

2.1. The Popescu’s Method

A well known forgery detection method proposed by
Popescu [7] assume that the interpolated samples are the
linear combination of their neighboring pixels and try to
train a set of resampling coefficients to estimate the
probability map. In this method, a digital sample can be
categorized into two models: M; and M,. M, denotes the
model that the sample is correlated to their neighbors;
while M, denotes that the sample isn’t correlated to its
neighbors. The resampling coefficients can be acquired
by the EM algorithm. In the E-step, the probability for
M; model for every sample is calculated. In the M-step,
the specific correlation coefficients are estimated and
updated continuously. The detailed description of the
forgery detection algorithm is described in the sequel.

2.1.1. E-Step

The conditional probability for sample y [i] belonging to
M, model is calculated by the following formula.
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2.1.2. M-Step

Minimize the quadratic error function defined in Equa-
tion (2) by updating the correlation coefficients « it-
eratively.
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where o(i)= Pr{y[i] € M1|y[i]}.

After applying the Popescu’s method to the image, we
can obtain a probability map. The peak ratio of fre-
quency response of the probability map can be used to
identify the digital forgery. Figure 2 illustrates that the
peaks of frequency response exist in the tampered image.
On the contrary, no peaks exist in the original image
shown in Figure 2(a).

2.2. The Mahdian’s Method

Another method proposed by Mahdian and Saic [11] de-
monstrates that the interpolation operation can exhibit
periodicity in their derivative distributions. To emphasize
the periodical property, they employ the radon transfor-
mation to project the derivatives along a certain orienta-
tion. The radon transformation is defined as:

Figure 2. The frequency response of the probability maps
generated from Popescu’s method for the original image,
resampled images with up-sampling rate 10% and 20%
respectively.
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pD* {b}(x,y) = [ [D* {b(x, )}l ®3)

where, b (X, y) denotes the pixel in the block with size of
R x R and D*{*} denotes the derivative kernel of order 2.
The radon transform along angle ¢ (0 ~ 179°) is de-
fined in Equation (4).

Py (X)= T |D2{b(x, y)}| -(X'cos@

—y'sing,x'sin 6+ y'cos ) dy’

(4)

After projecting all the derivatives to one direction and
forming 1-D projection vectors, the autocovariance func-
tion can be used to emphasize the periodicity and defined
as:

Re (k)=Zi:(p€(i+k)—p_g)(pg(i)—p_g) ®)

Then, the Fourier transformation of Rpg are also

computed to identify the periodic peaks which can indi-
cate the existing of digital forgery. The simulation results
are shown in Figure 3. It shows that the resampled im-
age can have strong peaks in the frequency response of
the derivative covariance.

3. Forgery Detection Using the Resampling
Intrinsic Properties

There exist two major drawbacks in the above-mentioned
algorithms. For the Popescu’s method [7], high computa-
tion cost in the iterative computing procedure is required.
It takes almost 5 minutes to generate the probability map
for an image with resolution 512 x 512 pixels. For the
method proposed by Mahdian [11], we found that the
derivative kernel used in [11] can reduce the periodicity
of the correlation function at the high texture region.
Hence, in this study we try to investigate and analyze the
intrinsic properties of resampling process and develop a
new more efficient algorithm. The system flowchart is
shown in Figure 4 and the detailed function for each
block will be described in the following subsections.

3.1. Intrinsic Properties of Resampled Signal

In this section, we firstly introduce the procedures of
general resampling process. The up-sampling process is
illustrated in Figure 5(a) and the original values are de-
noted as red bars. Figure 5(b) shows that interpolation
operation fills the empty points with the linear combina-
tion of the adjacent signals’ values which are denoted as
yellow bars. Finally, the samples selected for decimation
process which are denoted as blue bars are shown in
Figure 5(c). Through the observation of the resampling
process, it gives us an important clue to design a new

JIS



14 C.-C.LIEN ET AL.

®

(©)

@)

(d)

(h)

Figure 3. (a) The original image; (b) Resampled image with
up-sample rate 20%; (c) The magnitudes of row-based de-
rivative projection for 6 = 90°0of (a); (d) The magnitudes
of row-based derivative projection for 6 = 90°of (b); (e)
The auto-covariance of (c); (f) The auto-covariance of (d);
(9) The frequency response of (e); (h) The frequency re-
sponse of (f).

forgery detection algorithm, i.e., the original value will

appear periodically in the resampling process. According

to this property, the new detection scheme can be devel-
() oped that will be illustrated in the Subsection 3.2.
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3.2. Periodicity of the Prediction Error

Every resampled value denoted as blue bar in Figure 5
can be approximated by the linear combinations of the
adjacent original values denoted as red bar with different
weights according to their positions, i.e., the weighting in
the linear interpolation algorithm is propositional to the
distance to their neighbors. Here, we pre-calculate the
weighing table (shown in Table 1) for each resampling
rates. If the resampling rate is known, then the original
values can be approximated by the linear combination of
the interpolated values. Based on the periodical property
of the original values selected from resampling, some of
the approximated values would exactly overlap the ori-
ginal values in resampled signal (see the green bar in
Figure 6). Ideally, the error between the predicted value
and the resampled value would be very small at the posi-
tion where the original value is resampled (the green bar
in Figure 6). Moreover, the variation of the prediction
error will distribute periodically. The weighting table WT

[i],1 =1, 2,..., N, should be calculated in advance for
Input image
pe Sa
Horizontal

Vertical resampling

rate predictiont resamp_lmg rate
prediction
|
|
v h 4

Prediction error
variation analysis

Prediction error
variation analysis

Peak searching < threshold» Original image

> threshold

Tampered Image

Figure 4. Flowchart of the proposed forgery detection sys-
tem.
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Figure 5. An example for illustrating the intrinsic property
of resampled signal. The scaling factor used here is 6/5. (a)
The up-sampling for the original values (red bars); (b) Lin-
ear interpolation denoted as yellow bars; (c) Down sam-
pling of signal in (b). The resampled signal is denoted as
blue bars. The blue bars labeled the white node denote that
the original values are chosen.

Figure 6. The values (red bar) could be predicted by the
resampled values (blue bar). After a certain periodical time
interval, the predicted value will overlap the original value
denoted as green bar.

Table 1. Weighting table for resampling rate 6/5.

WT_[i] WTg[i]
1 1/6 5/6
2 2/6 4/6
3 3/6 3/6
4 4/6 2/6
5 5/6 1/6

each resampling rate. The prediction process is described
in Figure 6.

In Figure 6, the interpolated values can be computed
as:

B =R, x WT [i-1] + R x WT,[i-1] (6)
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Then, the predicted resampling values can be comput-
ed as:

B, —R'WT, [i
- S
ore, =R, = B, - pre;‘\/\-/TL [i]
WT, [i]
)
By — pre; WT, [i]
pre, =Ry = W, [|] =By,

Finally, the prediction error within the certain sliding
window can be computed as:

Prediction error =|B,,, — pre,| (8)

For the case of resampling rate 120%, the difference
between pres and B, will be very small. When the sliding
window for calculating the sample prediction is moving
(shown in Figure 7), the prediction error will increase
and then decrease to the minimum value until the sliding
window moves to the next periodical position (By,
B,;...). Such a periodical property makes the sequence of

prediction error distribute periodically shown in Figure 8.

In order to enhance this property, the projection opera-
tion is also performed for every row and column (two
directions are considered separately) before we utilize
the frequency analysis to detect the forgery patterns
(peaks in frequency response). If the test samples are not
resampled or the wrong weighting table is selected, the
distribution of prediction error would be irregular.

Figure 7. The sliding window for calculating the sample
prediction using the pre-calculated weighting table.

Copyright © 2010 SciRes.
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Figure 8. (a) The original image; (b) Resampled image with
up-sampled rate 10%; (c) The magnitudes of row-based
prediction error variation projection of (a); (d) The magni-
tudes of row-based prediction error variation projection of
(b); () The frequency response of (c); (f) The frequency
response (d).

To develop an automatic forgery detection method,
there are two main criteria should be considered. The
first one is the position where the peak occurs and the
second one is the peak ratio. According to the different
weighting tables (different resampling rate) for the for-
gery detection and the specific periodical property for
each resampling rate, the expected position where the
peak occurs could be forecasted. Then, we can match the
peak position to the forecasted position where the spe-
cific resampling rate generates for identifying the exis-
tence of digital forgery. If the ratio is larger than a speci-
fied threshold, we can identify that existence of digital
forgery. Finally, the flowchart of the proposed system is
shown in Figure 9. To detect the tampered region, the
image is scanned from left-top to right-bottom with dif-
ferent block sizes. In each block, the proposed method is
applied to detect the tampered regions.

4. Experimental Results

In this section, the efficiency and accuracy for Popescu’d
method [7], Mahdian’s method [11], and the proposed
method are analyzed. The experimental database is con-
structed with 160 gray level images with resolution 512
x 512 and each image is partial tampered in BMP format.
The image tampering is based on the resampling process
with the different bi-linear sampling rates: 105%, 110%,
120% and 125%. The forgery detections are performed
by scanning the image with the block size of 128 x 128
pixels.

Before analyzing the accuracy of forgery detection, we
firstly describe the detection rules for the Popescu’s [7],
Mahdian’s [11], and our methods. Here, the forgery de-
tection of Popescu’s and Mahdian’s methods is deter-

Copyright © 2010 SciRes.
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Figure 9. The flowchart of the proposed method.

mined by evaluating whether the ratio of peak-to-average
frequency response is larger than a predefined threshold
value or not. The ratio of peak-to-average frequency re-
sponse is defined as:

magnitude,

maximum

magnitude

average

Popsecu = RMahdian =

For our method, the forgery detection is determined by
evaluating whether the ratio of forecasted peak-to-average
frequency response is larger than a predefined threshold
value or not. The ratio of forecasted peak-to-average
frequency response is defined as:

_ magnltUdeforecasled position

our

magnitude

average

The resampled image with rate 120% shown in Figure
10(a) is used as the tampered image for analyzing the
detection accuracy for the three methods. Figure 10(b)
shows the probability map produced by the Popescu’s
method and Figure 10(c) shows the frequency response
of the probability map. Figure 11(a) shows the radon
transformation of the derivative along horizontal direc-
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tion generated by Mahdian’s method and Figure 11(b)
shows its auto-covariance. Figure 11(c) shows the fre-
guency response of the auto-covariance values. Based on
the proposed method, the prediction error generated by
the novel algorithm is shown in Figure 12(a). Figure
12(b) presents the frequency response of the prediction
error. An obvious drawback of the Mahdian’s method is
that the weak periodical patterns occur at the high texture
regions shown in Figure 11(c). The accuracy analyses of
forgery detections for different resampling rates are ana-
lyzed in Table 2.

(©)

Figure 10. (a) The tampered image; (b) The probability
map generated by the Popescu’s method; (c) The frequency
response of (b).

Copyright © 2010 SciRes.

ET AL.

@

(b)

©
Figure 11. (a) The radon transformation output of Figure

13 by the Mahdian’s method; (b) The autocovariance of (a);
(c) The frequency response of (b).

The ROC curves with different up-sampling rates for
Popescu’s, Mahdian’s and our methods are shown in
Figure 13. In this Figure, the detection accuracy of
Popescu’s method is the highest one and the detection
accuracy of our method is close to the Popescu’s curve.
However, our method is the fastest one that will be men-
tioned later. The detection accuracy of Mahdian’s me-
thod is the lowest because the detection accuracy is af-
fected by the high texture regions.
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Figure 12. (a) The prediction error of the tampered image shown in Figure 10, which is generated by the proposed method; (b)
The frequency response of (a).

Table 2. The accuracy analysis for the methods of our, Popescu’s and Mahdian’s with 40 resampled images for different

rates.
Popescu’s method Our method Mahdian’s method
Up-sampling 5% 10% 20% 25% 5% 10% 20% 25% 5% 10% 20% 25%
Positive 40 40 40 40 40 40 40 40 40 40 40 40
Negative 40 40 40 40 40 40 40 40 40 40 40 40
True positive 40 39 40 40 38 39 40 40 21 22 37 37
True negative 40 40 40 40 35 37 38 38 25 33 28 30
Accuracy 100%  98.7% 100%  100%  91.2%  95%  97.5% 97.5%  57.5% 68.7% 81.2%  83.7%
Ty . 0 . ‘
0 1 0 0.5 1
FPR FPR
(@ (b)
Y ‘ 0= . L
0 1 0 0.5 1
FPR
(© (d)

Figure 13. The ROC curves of (a) Up-sampling 5%; (b) Up-sampling 10%o; (c) Up-sampling 20%; (d) Up-sampling 25%.

Copyright © 2010 SciRes.
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In addition, we compare the efficiency among Pope-
scu’s [7], Mahdian’s [11] and our methods with the PC
of 1.8 GHz. The efficiency analysis is shown in Figure
14. Here, we perform the efficiency analysis from block
size 64 x 64 to 512 x 512 and assume there are 21
weighting tables for 21 resampling rates used in [7]. Be-
cause the iterative EM algorithm is very time-consuming,
the efficiency of Popescu’s method is the lowest. On the
contrary, the highest efficiency is presented in Mahdian’s
method because the operations in his method are very
simple. It’s worthy to conclude that detection accuracy
and efficiency of our method can approach both of the
benefits of Popescu’s and Mahdian’s methods.

Figures 15-16 show the detection results of the pro-

©

©

Figure 14. Efficiency analysis.

(d)

Figure 15. (a) Original image; (b) Image with up-sample rate 5%; (c) Forgery image composed from (a), (b); (d) Detection

result with 64 x 64 block size; (e) Detection result with 128 x 128 block size.

Copyright © 2010 SciRes.
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©

(d)

Figure 16. (a) Original image; (b) Forgery image composed from up-sample (a) 10% and put the bottle near beside; (c) De-
tection result with 64 x 64 block size; (d) Detection result with 128 x 128 block size.

-posed method for different resampling rates with two
block sizes. In Figure 15, the man’s head in Figure 15(b)
is cropped and replaced the head region in Figure 15(a)
to synthesize the forgery image shown in Figure 15(c).
Figure 15(d) and Figure 15(e) show the detection result
with 64 x 64 and 128 x 128 block sizes. Figure 16(a)
shows an original bottle image and Figure 16(b) shows
that a resized bottle is put on the left side of the tampered
image. Figures 16(c) and 16(d) show the detection re-
sults with different block sizes. Here, we observe that the
detection accuracy for the smaller block size is lower
than the accuracy with larger block size because more
periodical patterns can be collected in larger blocks.

5. Conclusions

In this paper, we propose a novel method based on the
intrinsic properties of resampling scheme to detect the
forgery regions with the pre-calculated resampling wei-
ghting tables and the detecting of periodic patterns for
the vertical and horizontal prediction error. In Popescu’s
method, high accuracy can be obtained with high com-
putation cost. On the contrary, in Mahdian’s method, the

Copyright © 2010 SciRes.

detecting accuracy can be affected on the high texture
regions. The detection accuracy and efficiency of our
method can approach both of the benefits of Popescu’s
and Mahdian’s methods. The detection accuracy of our
method is about 95% and the time for detecting a 512 x
512 image needs only 50 seconds.
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Abstract

The novel reinforcement to the data glove based dynamic signature verification system, using the Photomet-
ric measurement values collected simultaneously from photo plethysmography (PPG) during the signing
process is the emerging technology. Skilled forgers try to attempt the genuine signatures in many numbers of
trials. The wide gap in the Euclidian distances between forgers and the genuine template features prohibits
them from successful forging. This has been proved by our repeated experiments on various subjects using
the above combinational features. In addition the intra trial features captured during the forge attempts also
differs widely in the case of forgers and are not consistent that of a genuine signature. This is caused by the
pulse characteristics and degree of bilateral hand dimensional similarity, and the degrees of pulse delay.
Since this economical and simple optical-based technology is offering an improved biometric security, it is
essential to look for other reinforcements such the variability factor considerations which we proved of worth

considering.

Keywords: Photo Plethysmography, Data Glove, Signature Verification, Multimodal Biometrics

1. Introduction

Enhancements to the signature verification systems has
been suggested by many researchers [1-3] and bio signal
based security features are also considered as a unique
alternatives for applications that require some document
evidence like signing cheques and security documents.
The signal based biometrics in the only applicable means
for people with physical disability [4].

Making use of multimodal biometric technology which
provides unique and robust identification features for
every individual is in great demand in security environ-
ments that require high quality authentication methods.
Using PPG wave forms to distinguish individuals using
their biometric component was suggested by researchers
in 2007 [5] and is employed in protected applications like
e-transactions and access control mechanisms.

As a fortification to the current signal based dynamic
signature verification system, we have used a new me-
thod by using the combination of the plethysmographic
component along with the data glove signals to make the

Copyright © 2010 SciRes.

authentication process more robust and distinctive.

The possibility of skilled forging is reduced by the
PPG feature that brings in the hand and heart dimensions
of an individual into the signature feature vector. In order
to further reinforce the effectiveness of the system here
in this research work we have considered the intra trial
variation approach to further validate the signature proc-
ess. This method assures the elimination of skilled forg-
ing by a multi level authentication.

2. The Equipment

The plethysmographic system, a simple equipment that
functions on the intensity of light reflected from the
skin’s surface. The red cells count below the skin is con-
sidered to determine the volume of blood in the particu-
lar area. The recorded signal posses the measurement of
changes in venous blood volume and the arterial blood
pulsation in the arterioles, hence representing the heart
rate. There are two values supplied by the system and are
the measurements of transmission and reflectance. A sam-
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ple signal produced by the PPG is shown in Figure 1.

Similarly, the data glove is used for dynamic signature
verification and that is easy to use, free from image and
material of signature medium as well as no scanning
processes is required. It involves only a direct acquisition
of signals from the subjects while they write down their
signatures, preprocess it, extract the feature, match it to
classify and decision making. The data glove offers the
users comfort, ease of application, and it comes with a
small form factor with multiple application drivers, high
data quality, low cross-correlation and high frequency
data lodging. It measures finger flexure (2 sensors per
finger) as well as the abduction between fingers. The
system interfaces with the computer via a cable to the
USB port (Platform Independent). It features an auto
calibration function, 8-bit flexure and abduction resolu-
tion, extreme comfort, low drift and an open architecture.
It can also be operated wirelessly to interface with the
computer via Bluetooth technology up to 20 m distance.

Similarly, the data glove is used for dynamic signature
verification and that is easy to use, free from image and
material of signature medium as well as no scanning
processes is required. It involves only a direct acquisition
of signals from the subjects while they write down their
signatures, preprocess it, extract the feature, match it to
classify and decision making. The data glove offers the
users comfort, ease of application, and it comes with a
small form factor with multiple application drivers, high
data quality, low cross-correlation and high frequency
data lodging. It measures finger flexure (2 sensors per
finger) as well as the abduction between fingers. The
system interfaces with the computer via a cable to the
USB port (Platform Independent). It features an auto
calibration function, 8-bit flexure and abduction resolu-
tion, extreme comfort, low drift and an open architecture.
It can also be operated wirelessly to interface with the
computer via Bluetooth technology up to 20 m distance.

One glove fits many hands since it is made-up of
stretchable material “A”.

The data Glove and the signature verification process
using the glove is shown in Figure 2. The output of the
probe is fed into the serial port of a pulse oximetry mod-
ule (from Dolphin Medical, Inc.) Measurements were
taken for 50 signatures from 14 sensors of the data glove,
and four led’s of plethysmogram fixed on the subject as
seen in Figure 3.

3. The Fusion of Photo Plethysmography
System with Data Glove Signals

3.1. Subjects and Signal Acquisition Methods

In this study, the data glove signals and photo plethys-
mographic signals were recorded from 6 volunteered

Copyright © 2010 SciRes.
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Figure 1. The PPG signal pattern during one signature.
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Figure 3. The plethysmogram.
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subjects. Two subjects were considered as original sign-
ers and other four were the skilled forgers. The data
glove signals and the peripheral volume pulses (PPG)
were sampled at 61 Hz. Both the signals were recorded
from the subjects simultaneously while they were sign-
ing.

The subjects were selected among our co-researchers
and the average age of the subjects is 34.

The dynamic features of the data glove signal com-
prises of

1) Distinctive patterns to an individual’s signature,

2) The hand dimensions,

3) Time taken to complete a signature process,

4) Hand trajectory dependent rolling.

These factors contributes to the feature of the signal
captured from the data glove and make it more suitable
to trust for use in signature verification since it provides
data on the dynamics of pen movement and the individ-
ual’s hand dimensions. Along with these four compo-
nents that represent a person’s identity, the heart rate re-
flected by the plethysmographic signals is also measured
as the fifth component to reinforce the system’s distinct-
iveness. The photometric signal consists on the volume
of blood that flows through the blood vessels per pulse
during every beat of the heart.

3.2. Experimental Setup

The recordings of signals are arranged in such a way that

one of the subject writing original signatures was al-
lowed to sign 50 original (own) signatures and the sub-
jects who are assigned to forge are allowed to observe it
to do the skilled forgery [6].

The forgers are given generous exercise to forge
against the two genuine signatures by giving special ses-
sions to practice the original signatures. The subjects are
seated in a comfortable chair located in a sound protected
room. The data glove was fixed on their right hand and
the photoelectric probe was fixed to the index finger of
their left hand.

All the subjects appointed for forging were allowed to
sign 50 forge signatures one by one each with the help of
a tracing paper placed on the original signatures after
successful training. The subjects were asked to write the
signatures, in two sessions, with an interval of 24 hours.
Fifty signatures were collected per subject in one session.
The skilled forging of the original signatures from forg-
ing subjects were also collected in the same intervals.
Forging with 50 signatures per original subject takes a
total of 100 signatures per session for two original sig-
natures.

The PPG signal during the signing in process was also
recorded for every subject from all the 14 electrodes
embedded in the data glove.

Hence there were 200 original signatures and 800 for-
gings were recorded and considered for analysis. Simi-
larly 1000 simultaneous PPG recordings were also in-
cluded in the analysis.

Figure 4. The data glove signal pattern during one signature.

Copyright © 2010 SciRes.
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3.3. Preprocessing and Feature Vector
Construction

The dimension of each recordings of hand glove signal,
A is of order nby m, where n is the number of electrodes
and m is the number of sequential samples per second. n
was fixed as 14 throughout the experiment, and m differs
in milliseconds as the intra and inter subject vary in sig-
nature timings. A sample of the plotted handglove sig-
nals are shown in Figure 4.

The dimension of every PPG, matrix B is j by k, where
j is the number of LEDs and k is the number of sequen-
tial samples in one second. Throughout the experiment, j
was fixed as 4 and k was taken up to the exact time
length of m.

To condense the dimension and to reduce the effects
of overlapping spectral information between noise and
signature features, singular value decomposition (SVD)
approach was applied to both matrix A and B.

Since there is a real factorization for any real nX m
matrices, The SVD of matrix A & B are is given by

A=USV’ 1)
B=RFQ" @)

where U (m by m), R (j by j) Q (k by k) and V (n by n)
are orthogonal matrices and S (m x n) and F (j x k) are
the diagonal matrices. The columns, u; and v; of U and V
are the left and right singular vectors respectively, and
the diagonal elements of o; of S are called the singular
values. The columns, r; and g; of R and Q are the left and
right singular vectors respectively, and the diagonal ele-
ments of o; of S are called the singular values.

Next, the singular values for each signal are arranged
on the main diagonal in such an order:

0,20,20,20,,="=0,=0 (3)

The singular values calculated from the Matrix A are
considered as the total Energy of matrix A. [7], and are
measured in the direction of ith left singular vector of the
matrix A.

E[Al=]AL =20 20 )

Similarly through SVD, the diagonal entries o, are

the singular values of any matrix A, A can be written as
the sum of rank one matrices as r = rank (A).

A=Y uiciy (5)

where (u;, g, V) is the ith singular triplet of matrix A.The
oriented energy of matrix A, Eq is measured in direction
q is delineated as

E,[Al=r.(a"a) 6)

In general the energy Eq measured in subspace Q €
R™ is given as

Copyright © 2010 SciRes.
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The SVD can be related to the minima or maxima of
the oriented energy distribution as follows.

anEUB Eq [A] = Eul [A] = 012 (8)
Min,.s Eq [A] = B [A] = 07 9)

From this it is proved that the oriented energy meas-
ured in the direction of the ith left singular vector of the
matrix A is equal to the square of ith singular value.
Hence it is determined that the singular value decompo-
sition protects the characteristics of the source signal
matrix given by the m signal samplings from n elec-
trodes.

Matrix B, used to incorporate PPG representation was
also subjected to exactly similar SVD process to estimate
the singular values for use in feature vector.

The average size of the glove signature matrix is
(14,234) as well as the average size of the PPG signal
matrix is (4,234). After the application of SVD the fea-
tures are reduced to (14,1) and (4,1) respectively.

We were used the I-largest singular values of A as well
as g-largest singular values of B as feature contents rep-
resenting every single data glove signal and PPG respec-
tively. Therefore, the entire signal A is now represented
by a highly discriminate feature vector of length A (I)
and the entire PPG is represented by B (q). These | and g
largest singular value features of A and B contain the
feature component of the subjects’ unique signature 1D
that discriminates the original from forge signatures. To
minimize computational complexity, we set the | value to
be five and q to 2 throughout these experiments, subse-
quent to its superior performance during our preliminary
simulations.

Fs=[A....A | (10)

Fp=[B...8, ] (11)
wherei=1,J=5andq=2;
The fused feature
F=[F.F] (12)

s? p

reflects the pattern of integrated signature components
with the heart rate variability for further matching and
classification.

3.4. Matching and Classification

The reference signature along with the reference PPG Fg
(Genuine Factor) was computed from a set of reference
enrollment samples. The pair having minimal overall
angle to the rest of signature, PPG pairs was selected as
the reference signature to which all the comparisons
where carried out. The genuineness of any factor pair F;
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is decided by the similarity factor (SF) to both the com-
ponents of Fg & F;are calculated as the angle between
their principle subspaces.

4. Results and Discussions

Figure 5 gives Euclidean distance between the genuine
reference signature PPG fusion factors with other genu-
ine signature and forge signatures with the corresponding
PPG of the subjects. The Euclidian distance is calculated
using

d =2 5a(x -t )2 (13)

Ten random sample distances across the two sessions
were shown taken for considerations and other signatures
were also giving similar results. These results were re-
ported in our previous works [4].

The Equal Error Rate (EER) can be calculated if and
only if a set of False Acceptance rate (FAR) and False
Rejection Rate (FRR) are available. In this experiment,
both are found to be zero and hence could not able to
draw a curve of FAR and FRR to find the intersection
point which is EER.

As an enhancement to this system we intended to find
the consistency of the signatures written by the forgers
with that of the consistency of the genuine signatories.
This is to identify the best forger and later this factor
may be used to enhance the authenticity of the entire
system using the distinct quality of inter trial coherence.

Table 1 shows the results in terms of Euclidian dis-
tance between the signatures cum PPG fusion template to
every subject’s with their own signature cum PPG fea-
tures found in different trials. We found that the consis-
tency of the genuine signatory is consistence and all the
other four skilled forgers were not able to retain their
consistency across the trails. This can be seen from the
zigzag lines from Figure 6.

The performance of the data glove declines with the
reduction of sensors. The performance degradation with
the reduction of electrode channels from the hand glove
were reported in our previous works [8] to minimize the

hardware and volume overheads in data processing. But
the proposed technique of this paper helps to eliminate
the said problem by providing strong reinforcements
provided in two levels. The first one being the PPG fac-
tors and the second one is the intra trial variability. Table
1 shows the values of intra trial variability with the cor-
responding reference temples of every subject.

In all the ten trials the Euclidean distance is calculated
against the templates of the individual subjects’ training
to write the same signature. The proposed signature and
PPG combination is not altered through out the experi-
ment.

Figure 5. Euclidian distance between genuine signature +
ppg factors and forgery.

Figure 6. Intra trial variability shown in euclidean distance
across ten trials among individual forgers compared with
the intra trial variability of genuine features.

Table 1. Intra trial variations in euclidian distance between individual templates to corresponding individual signatures.

Triall Trial2 Trial3 Trial4 Trial5 Trial6 Trial7 Trial8 Trial9 Triall0  Average Rnd
Genuine 34370 9934 10759 15392 21582 15866 11819 875.38 27423 19917 16793
Forgerl 165410 53161 198290 191950 215300 28236 218790 83738 118500 201180 147455
Forger2 44223 51702 12488 8906.1 33876 54862 21046 15533 12128 6096.4 26086
Forger3 46886 127180 103760 123760 165250 46779 75789 129740 62206 124990 100634
Forgerd 82633 82805 249120 62179 73780 68638 138800 81469 49637 184130 107319
Copyright © 2010 SciRes. JIS
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Figure 7. Variability rates against the number of trials.

This wide gap between the intra trial variability shown
in Figure 7 reveals that this factor can be considered as
an improvement factor in reinforcing the robustness of
data glove + PPG based signature verification system.

5. Conclusions

The proposed intra trial variability measurement of
multi-modal signature + PPG based signature verifica-
tion system, is found to be reliable in strengthening the
identification of genuine subjects of Data glove based
signature verification system. The novelty lies in two
levels of using PPG factors and its augment to the ro-
bustness of the data glove features as well as the count-
ing of Intra trial variability factors against the reference
signatures. In feature the data glove may be fabricated as
additionally accommodating the PPG sensor to make it
easy for everyone. This technique is verified with the
present easy modeling of data glove signals using SVD.
Two sets of singular vectors produced by SVD are fused
as the feature, where the primary set is from data glove
with the maximum energy of the signature during the
process of signature writing, and the secondary set is
derived from the photometric signals extracted by PPG
simultaneously during the process has been presented.
These selected set of vectors are known as the principle
subspace of data glove output matrix A and PPG output
matrix B respectively. These principle subspace set are
used to model a reinforced signature feature robust
against any forge attack.

This research work is a venture to demonstrate the in-
tra trial variability factor enhances the signature verifica-
tion system that uses the PPG as its combination. This
novel system is much potential to offer a sensitive high
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level security for applications like banking, electronic
commerce and legal proceedings, than the existing simi-
lar systems. On the other hand this founding strongly
supports the reduction in hardware by manufacture data
glove integrated with PPG with minimum sensors so that
the size of the equipment can be made simple and effi-
cient for handling by a single hand. Since the possibility
of reducing the feature size by means of reducing sensor
in the data glove as well as reducing timing in the PPG,
we can achieve a low cost signature verification system
suitable to a common user in common place.
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Abstract

Steganography techniques are used in Multimedia data transfer to prevent adversaries from eaves dropping.
Synchronized audio to audio steganography deals with recording the secret audio, hiding it in another audio
file and subsequently sending to multiple receivers. This paper proposes a Multilevel Access control in Syn-
chronized audio steganography, so that Audio files which are meant for the users of low level class can be
listened by higher level users, whereas the vice-versa is not allowed. To provide multilevel access control,
symmetric polynomial based scheme is used. The steganography scheme makes it possible to hide the audio
in different bit locations of host media without inviting suspicion. The Secret file is embedded in a cover
media with a key. At the receiving end the key can be derived by all the classes which are higher in the hier-
archy using symmetric polynomial and the audio file is played. The system is implemented and found to be
secure, fast and scalable. Simulation results show that the system is dynamic in nature and allows any type of
hierarchy. The proposed approach is better even during frequent member joins and leaves. The computation
cost is reduced as the same algorithm is used for key computation and descendant key derivation. Steg-
anography technique used in this paper does not use the conventional LSB’s and uses two bit positions and
the hidden data occurs only from a frame which is dictated by the key that is used. Hence the quality of stego
data is improved.

Keywords: Steganography, Multilevel Access Control, Synchronized Audio, Symmetric Polynomial,
Dynamic, Scalable

1. Introduction

Transmission of audio files is very important for many
applications and it is found that this transmission takes
place through an insecure medium. For a live session
where on the go audio transmission takes place, efficient
techniques should be used. One way of preventing the
dissemination of secret audio is through digital audio
stenography. This protects valuable information from
unauthorized persons. For real time audio transmissions
the secret data is recorded and send subsequently to the
receivers. For hiding the message there is a need for a
secret key that is available with all receivers. This key
has to be changed to preserve forward and backward
secrecy. There is an additional very important require-
ment called the multilevel access control. There are
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many scenarios in which situation arises, that only some
users should be able to hear the data or all higher level
users should also be able to hear the message that are
relayed to the descendant users. To implement such a
multilevel access control in steganography symmetric
polynomial approach is used. In most existing schemes,
key derivation is different from key computation. Key
derivation needs iterative computation of keys for nodes
along the path from a node to its descendant, which is
inefficient if the path is long. In this scheme, both opera-
tions are same by substituting (different) parameters in
the same polynomial function assigned to node v. Thus,
the key derivation efficiency can be improved. Our
scheme also supports full dynamics at both node and user
levels and permits any random access hierarchies. More
importantly, removing nodes and/or users is an operation
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as simple as adding nodes and/or users in the hierarchy.
A trusted Central Authority (CA) can assign secrets (i.e.,
polynomials) to corresponding nodes so that nodes can
compute their keys. Also, nodes can derive their descen-
dants’ keys without involvement of the CA once poly-
nomial functions were distributed to them. In addition,
the storage requirement and computation complexity at
the CA are almost same as that at individual nodes, thus,
the CA would not be a performance bottleneck and can
deal with dynamic operations efficiently.

The rest of the paper is as follows, Section 2 deals
with related work Section 3 gives an insight into multi-
level access control problem. Section 4 gives the system
Overview, Section 5 describes the audio steganography
method Section 6 deals about the symmetric polynomial
approach Section 7 shows the simulation results and Sec-
tion 8 gives the performance analysis and Section 8 con-
cludes the paper.

2. Related Work

2.1. Related Work in Steganography

Information hiding using steganography [1] relates to
protection of text, image, audio and digital content on a
cover medium [2-5]. The cover media in many cases has
been an image [1]. Aoki presented a method in which
information that is useful for widening the base band is
hidden into the speech data [6]. Sub band Phase shifting
was also proposed for acoustic data hiding [3]. All these
schemes focus on data that is stored in a hard disk or any
other hardware whereas there are many applications like
military warfare where the audio data is to be given in
real time as in live broadcast system. Techniques for
hiding the audio in real time came into existence [7] and
systems for synchronized audio steganography has been
developed and evaluated [8]. In our scheme secret speech
data is recorded and at the same time it is sent to the re-
ceiver and a trusted receiver extracts the speech from the
stego data using the key which is shared between the
server and the receiver.

2.2. Related Work in Multilevel Access Control

The first multi level access solution was proposed by Akl
et al. [9,10] in 1983 and followed by many others [11-
21]. These schemes basically rely on a one-way function
so that a node v can easily compute v’s descendants’
keys whereas v’s key is computationally difficult to
compute by v’s descendant nodes. In this paper, we pro-
pose a new scheme based on symmetric polynomials for
synchronized audio data. Unlike many existing schemes
based on one-way functions, our scheme is based on a
secret sharing method which makes the scheme uncondi-
tionally secure [21,22]. Also, this multilevel access con-
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trol requires two types of key operations: (1) key com-
putation. A node v computes its own key and (2) key
derivation. A node v computes its descendants’ keys.

3. Multi Level Access Control Problem

In practice, many group applications contain multiple
related data streams and have the members with various
access privileges. These applications prevail in various
scenarios.

1) Multimedia applications distributing data in multi-
layer coding format. For example, in a video broadcast,
users with a normal TV receiver can receive the normal
format, while others with HDTV receivers can receive
both the normal format and the extra information needed
to achieve HDTV resolution.

2) Communications in hierarchically managed organi-
zations, such as military group communications where
participants have different access authorizations.

3) Multilevel access control can be effectively used in
Audio library and patient monitoring system.

4) E-newspaper subscription service may have multi-
ple data streams. The service provider classifies the users
into membership groups and provides data streams ac-
cording to the subscription.

5) Video multicasting service in which users can sub-
scribe to services with different video quality.

Defense messaging systems where the server sends mes-
sages and one or more can see the message according to
the access rights.

In these applications, group members subscribe to dif-
ferent data streams, or possibly multiple of them. Thus, it
is necessary to develop group access control mechanism
that supports the multi-level access privilege, which is
referred to as the Multilevel Access Control.

4. System Overview

Multilevel Access Control applied to real time audio to
audio steganography is useful for organizations which
have a hierarchical structure. e.g., in the Indian Military
system the following hierarchy exists in “Figure 1”.

CHIEF OF ARMY

BRIGADIER

MAJOR

CAPTAIN

LIEUTANANT

Figure 1. Military hierarchy.
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In such a type of system, audio messages sent to a
lower class should be heard by the active members of
lower class and also by all active members of the higher
class. It is not only essential to maintain the access con-
trol but the data should be hidden as well. The sequence
of events is as follows.

At the server:

1) Generate a general polynomial.

2) Give a symmetric polynomial to each of the classes.

3) Record the real time audio on a microphone.

4) Use Steganography technique to hide the audio into
another audio.

5) A text can also be hidden in an audio file.

6) The file is encrypted by the class key for whom the
Message is to be relayed.

7) The symmetric polynomial generates a key in this
case. The server takes care to include class dynamics so
the hierarchy can be changed at any time.

8) Users can join or leave a class at all instances. Keys
are recalculated so that Forward and Backward secrecy is
maintained.

9) If the users within the group need to transfer mes-
sage among themselves. The private key of the users is
used.

The above steps are given pictorially in “Figure 2”.

Secret data

stream

PcM™ Take 2 bits from secret data and

perform an operation involving
secret data and key.

Audio
data-cover
file

-

Play cover file as replace 2 bits in each The Stego
it is upto frame x channel starting from data
frame x + 1 by the
value

Symmetric

-

Generate Key for User Class]

Vs

At the receiver:

1) All the active receivers will receive the audio file.

2) If the recipient belongs to the actual intended class
he can use the polynomial to get the hidden audio file
instantaneously.

3) If the recipient belongs to a class lower than the
Actual intended class in the hierarchy, he will not be able
to derive the key .The polynomial derivation method will
give a null value.

4) If the recipient belongs to a higher class he can de-
rive the key and hear to the audio file and in case a text
message was sent it can be seen.

5) The users at the same class can transfer messages
among them.

6) When a user leaves or joins. The new polynomials
are given by the server and the private keys also get up-
dated according to the new polynomial. Other classes are
not affected by this.

7) Service messages can be sent from higher class us-
ers to lower class users.

The above steps are explained pictorially in “Figure
3"

Stego data
frames

Untrusted
receiver

Trusted
receiver

Trusted receiver
belonging to
Lower class

Trusted receiver
belonging to
higher class

Derives key of
lower class

Symmetric polynomial gives
null value

Not allowed to
generate keys

(. J
Symmetric s N
Polynomial Module Audio could not

:I:’ L—  beintelligible
(. J
Generate Key for
User Class

stop
:I: Start listening )

Operation on key to
find frame no x

Use the key to hide
the secret audio

(.

Figure 2. At the server.
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to audio

Operation on key
to find frame no x
——

Figure 3. At the receiver.
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4.1. Features of our Model

Solutions of a synchronized steganography have been
given in past [8]. In this once the stego data reaches the
destination the audio can be listened by the trusted re-
ceiver. Our contributions are

1) The key is used during the embedding process also.

2) The key is not a simple key it identifies a class of
users.

3) If the key used belongs to a low level group in the
hierarchy, the higher level class of user can derive the
key using the symmetric polynomial approach and listen
to it.

4) There can be normal message transfer among the
Group elements and also service messages from higher
classes.

5) Forward and backward secrecy is maintained.

6) It is a dynamic one where new hierarchies can be
introduced, User level and class level dynamics are taken
care.

5. Synchronized Audio to Audio
Steganography

The data to be sent is not available. It is recorded in real
time before starting the steganography scheme. When the
covering media is being played at the same time the au-
dio file is recorded and put into the cover file. The stego
bit stream is then transmitted to the receivers. Multilevel
Access control using symmetric polynomial is used at
this stage to generate the key to make secure transmis-
sion of the audio file. According to the hierarchy the
trusted users are able to retrieve the hidden audio file.In
this system, both of cover data and secret data are di-
vided into fix-sized frames according to pulse code
modulation setting. To cover low size and high phonetic
quality the sampling rate of the hidden audio is set to 8
kHz. Three main processes are involved in the synchro-
nized audio to audio steganography.

1) Using data sampling, acoustic signals are embedded
into another audio.

2) Bit Embedding: The key used helps in hiding the
audio file in bit positions and once the bit positions are
found data is hidden after performing an operation on
secret data and the key.

3) Synchronized Process: Malicious and intentional
attacks can be avoided as the secret data is real time.

5.1. Algorithm

Step 1: Record the Secret Speech Data: The audio files
are divided into fix-sized frames and set to be specific
PCM format. PCM quantification is decided by sampling
rate, sampling size, and sampling channel. The PCM
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property of cover audio wav is set to be 32kHz-16bit-2ch,
while the secret wav data is 16kHz-8bit-1ch.

Formula used for steganography:

Steganography process:

cover_medium + hidden_data + stego_key
= stego_medium

Part of The Wave File Format opened using Notepad:
52 49 46 46 24 40 01 00 57 41 56 45 66 6D 74 RIFF $

@.
Wave Fmt10 00 00 00 01 00 02 00 11 2B 00 00 44 AC
0000 ....... +...D...04 00 10 00 64 61 74 61 00 40 01

0000000000 .... data. @..........

Wave_Format_PCM: 01 11 channel count: 02 00
Samples: 11 2B 00 00 bytes: 44 AC 00 00

Block align: 04 00 bits per sample: 10 00

Step 2: Use Symmetric Polynomial to calculate key of
the class

Step 3: Perform calculation and decide the frame from
which the data is to be embedded.

Step 4: Decide two bit locations in each frame and clear
the bit in the locations.

cmaskl = (2'°°*-1) xor (keybit)
cmask? = (2'°~1) xor (Keybit)
cmask = cmaskl A cmask2

hide the secret data bits into these bit locations by again
performing an operation on the secret data along with the
key. The cover media has two channels so data is written
on both the channels. Other bits are not changed.

Step 5: The next set of data will go to the next frame.
Step 6: Do the repetitive process till the recoding is over.
Step 8: Transmit using sockets.

Step 9: At the receiving end, use the key and play the
audio.

Step 10: If the receiving user belongs to higher class, he
can derive the key and listen to the audio.

6. Symmetric Polynomial Approach

6.1. Symmetric Polynomial

A CA selects a large positive integer P as the system
modulus, p need not be a prime and a threshold number t
so that less than t + 1 users cannot collaborate together to
disclose their ancestors’ keys. Then, the CA can ran-
domly generate a symmetric polynomial in m variables
with co-efficient from Z, in which the degree of any
variables is at most t as:
t t t
P(Xi,Xz,...,Xm) = Z;‘)-Z:‘)...-Zoail’izwuim X1I1XI22 X:rr? (mod P)
h=Ulp= Im =

where a,, ; are randomly generated coefficients by

the CA. The polynomial function P(x,X,,...,X,) is

! m

kept as a secret to the CA. Every class in the hierarchy
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has a polynomial function which is derived from
P (X, X,,...,X,) and the polynomial function is trans-
mitted to each class securely by the CA.

Example for Symmetric Polynomial

The following polynomial function is a suitable example
for symmetric polynomials

w . .
%)= 2 Dy, K
in=
where a;,. i =2a

Lin (i dp .. in)
For all permutations x of {1,...n}
For example,
suppose n =3 and w = 2,
Let iy, iy, i3 be as follows

Qg00=13

Q001= Ao10= A100= 3

Q0,02= 020 = A200= 7

Qo1,1= A101 = A110= 4

8012= Ap21 = A102= 201 = A210= 8
Q022= 8202 = A220=9

Q2= 812 = 8p1=11

8222=5

6.2. Polynomial Function

To derive proper keys in the hierarchy, the CA generates
some publicly known numbers

1) n random numbers s; associated with C; for i = 1,
2, ...nand 2) and (m — 1) additional random numbers r;
forj=1,2,..,m-1

(Note: s; and rj belong to Zp).

For each class C; with an ancestor set S =

{C,.C,,....C;, } where ij is an ordinal number such that

1<i;#i<n, class Ciis given a polynomial function, g;

derived by the CA as,
gi(xmi+2’xmi+3""’xm):P(Sl'Sll’slz S

Xon+20 X s3s -2 Xy )

mi+2 'm;+31

A symmetric polynomial based scheme:

A'is an set of n classes — {C;, C;, C3,..., Cp}

B is a set of ancestral classes of set A.

B= {Sl, Sz, 83, veey Sn}

mi is calculated as the number of the ancestral classes m;
= |Si|. We choose m such that m > max{m;, m,, ..., m,} +
1. Here m is the number of parameter in the polynomial
function P, where P is to construct our multi level access
control scheme.

We illustrate with a sample hierarchy “Figure 4”
Here we have nine classes
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{Cy, Cz, C3, Cy, Cs, C, Cy, Cg, Co}

Ancestral classes’ sets are

S1={o}, S2= {0}, S3={Cy, C2}, Sa = {C2}

S5 = {Ca}, Se = {Cy, Cy, Cs},

S7={Cy, C;, C5, Cs}

Sg = {C», C3, Cs}, So = {C», Cs}

From the previous step, we need to choose m such that

m > max{my, mp, ms, ..., Mg}. Let us choose m = 7, it
will allow to expand the hierarchy without changing the
value of m.

Symmetric polynomial, we are using here is as follows

P(X1'Xz""xm) 22 Zt:al Jig ey !

i=0i,=0 in=0

X, X2 ... X mod P
Here t is threshold number. We can classify our work
into two Key Calculation and Key Derivation.

Key Calculation:

We can calculate key K; of class C; as follows

Ki=P (58,8, 008,88 e Spma ) ()

Key Derivation:
In key derivation, we are using a term Sj/l which is

S0 =5 /(SU{CH)={CmCmer- iy |

Consider a class C; which is ancestor to class C; and key
Kj can be calculated by C; as,

K;=0 (sj,s(j/i)l,s(j/i)z,...,s(j/i)rj 187,801 8 2 )

_P(s,,sj,s,,sI iy veeen S S Sz e Sty

51'S 2""’S m-mi-Z-rj)

)
Example Key Derivation
Consider that Cs is an ancestor class to class Cs.
Figure 4. A typical hierarchy.
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Then K; can be derived by Cj; in the following steps.
Sus = {Cq}
K7=P(s,,5,,5,,5,,5,,5,45,")

Key Calculation for the Classes using Equation (1)
Ki= P(s A A A A

FERLOT VY /A P S

( 21731740750 )
=P(s,, 1)
( r,r r4)
(55:8,,5,, 0.1, 15,1, )
(
(s,
=P(sy,

Ka=P S8, 8,, L 1,
Ks=P
Ke=P(s;,5,,S,,S;F, 2,3)
K7=P(s,,s,,5,:5;, S,

7<
-U
w
o
w
o
cn

)
S5, n)
)

Kg_P(s $,15,,551 S, S5

9111521 Y3

Key Derivation of class 7 by class 3 using Equation
)
S3= {Cl,CZ}
S7= {Cl,Cz,Cs,C4}
S3U {Cs} = {Cl,Cz,Cs}
S3/7= {C4}
K7=P(s,,5,,5,,5,,5,, [, 1,)

Which is equal to the key calculated by class7 itself.
Key Derivation of class 3 by class 7 using Equation
)
S3= {C1,C2}
S7= {Cl,Cz,Ca,CA}
SU :{C7} :{Cl,Cz,C3,C4,C7} 3)

S713={p}
K7="P(s,,5,,5,,5,,5;,5,,5,")

7193 2193139

It can be seen that when the class derives its own key
and when a ancestor of this class derives the key same
parameters are passed in the polynomial but the combi-
nation differs when a wrong ancestor derives the key, the
parameters are not the same.

The default values, we have taken are
m=7,P =2147483646,s, =5,5,=10,53=13,5,=9, S5
=6,5=22,5,=18,5=30,5=39, =11, r, =12, r3=
13, r;=14,r5=15,r=16, r; = 17, rg = 18, rg = 19 (in-
stead of s” we have used r)

For a small Hierarchy “Figure 5”, with more than two
classes, we can easily illustrate our key calculations,
where each class consists of several users.
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CLASS 1 USER11
I
USER12
CLASS 3 |
USER13
CLASS 2 |
USER14
I I
CLASS 4 CLASS5 CLASS 6

Figure 5. Sample hierarchy to illustrate calculations.

Key Calculations:

The parameters to be passed for calculating group key
class2are P(S,,1,1,, 1,1, 1, 1)

Group key class C, = 699615258

1) Private key for user 21 = 699615258 + (699615258/21) =
732930270

2) Private key for user 22 = 699615258 + (699615258/22)
=731415951

3) Private key for user 23 =699615258 + (699615258/23) =
730033312

4) Private key for user 24 = 699615258 + (699615258/24)
= 728765893

Key Derivation:

Deriving the group key of class C, using its ancestral

class C,
S;={} Si={s.}
Sj|i can be calculated as
Syz = {5.}|(S,U {C,}) Set Difference S, = {®}
The parameters to be passed for deriving the key of class
C4 using C,
Key: p(52134| rl, rza r31r41 r5):
=1947982264

p(10,9,11,12,13,14,15)

Private Keys are used for local communication.
6.3. Class Level Dynamics

6.3.1. Adding a Class
When a new class C, is added, we need to verify whether
m value satisfies the new node constraints

1) If m < max{my, m,, ..., my, m:} + 1, a new m value
will be generated so that m > max{mg, my, ..., my,, m} + 1.
Also, the CA will regenerate a new polynomial functions

P (X, Xy, ..., X, ) accordingly. In addition, all polyno-

1 'm
mial functions of classes are recomputed and retransmit-
ted securely.
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2) If m > max{my, my, ..., m,, m} + 1, the CA selects a
random number s, for the new class C, so that a new
polynomial function g, can be computed and transmitted
to class C, securely. However, if class C; is added as a
parent class of any existing classes, we need to modify
keys of C,’s descendant classes to prevent class C, from
obtaining old keys of its descendant.

6.3.2. Deleting a Class
When a class C, is removed from the hierarchy, we need
to determine whether the class C; is a leaf node or a par-
ent node. Here, a leaf node is defined as a node without
any descendant:
1) class C, is a leaf node: The CA can simply discard
the public parameter s, without changing any other keys.
2) class C, is a parent node: Once class C, is deleted
from the hierarchy, we cannot allow it to compute keys
of C,’s descendant classes using polynomial function g;.
We need to prevent class C, from accessing its descen-
dants’ resources.

6.3.3. Moving a Class
A class C, can be moved from one node to another node
in the hierarchy. There are four cases:

1) leaf node to another leaf node: the CA simply re-
computes new polynomial function g, according the new
hierarchy and securely transmits g, to C,.

2) leaf node to parent node: the CA recomputes poly-
nomial functions of class C, and C,’s new descendant
classes according to the new hierarchy. The CA securely
transmits polynomial functions to the affected classes;

3) parent node to leaf node: the CA recomputes poly-
nomial functions of previous descendant classes of C,
and class C, according to the new hierarchy and then,
securely transmits these polynomial functions to the af-
fected classes

4) parent node to parent node: the CA recomputes
polynomial functions of previous and present descendant
classes of C, and class C, according to the new hierarchy
and then, securely transmits these polynomial functions
to the affected classes.

6.3.4. Merging a Class

Two or more classes can merge together and become one
class C,. Similarly, the CA needs to find previous and
present descendant classes of the merging classes. The
CA randomly chooses a new number sr and then, gener-
ates polynomial functions for all corresponding classes.

6.3.5. Splitting a Class

A class C, splits into two classes C;; and C,,. Depending
on whether C; is a parent node or leaf node, the CA has
to determine what previous and present descendant cla-
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sses are associated with these classes (C;, C,; and Cy,).
The CA then selects two new numbers sj; and s and
generates polynomial functions for these affected classes.

6.3.6. Adding a Link

If two classes C, and C, are linked together, we establish
a new direct parent-child relationship between two
classes, say class C; is the parent of class Cy. There are
two different cases: 1) class C, was an ancestor of class
Cy through other classes. The CA does not need to per-
form anything; and 2) class C, is the only parent for class
Cy in the new hierarchy. The CA selects a new number Sy,
and generates new polynomial functions for class Cy and
its descendants classes. The CA securely transmits new
polynomial functions to these affected classes.

6.3.7. Deleting a Link

If two linked classes C, and C, are disconnected, we de-
stroy a direct parent-child relationship between two
classes, say class C, will not be the parent of class Cy in
the new hierarchy. Again, there are two different cases: 1)
class C, is still an ancestor of class Cy through other
classes in the new hierarchy. The CA does not need to
perform anything; and 2) class C; is not an ancestor for
class Cy in the new hierarchy. The CA selects a new
number Sy, and generates new polynomial functions for
class Cy and its descendants classes. The CA securely
transmits new polynomial functions to these affected
classes.

6.4. User Level Dynamics

In this scheme, every class represents certain access
privileges. Also, a group of users in a class can share a
key if they belong to the same class. For example, all
users in class C; can compute the keys of class C; and its
descendant classes. Dynamic user operations deal with
how a user can join in a class or leave from a class, and
possible displacement from one class to a different class.
They all require the class key to be changed after any
user operation is completed so that the issue of backward
secrecy and forward secrecy can be addressed. Specifi-
cally, our scheme can revoke a user from a class C;. It is
as quick and efficient as to join a user in the class C;.
Both operations require that the CA randomly select a
new public parameter s; for C; and recompute a new
polynomial function g; by using the new s;. Since the
polynomial function g;is newly produced, other polyno-
mial functions and keys are also recomputed for the de-
scendant classes of Cj. This will guarantee both back-
ward secrecy and forward secrecy. The efficiency can be
improved if backward secrecy or forward secrecy is not
required. Another common user operation is to allow a
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user to move from one class C; to another class Cy. Here,
the CA will randomly choose two new public parameters
s; and sk for C; and Cy so that new polynomial functions
and keys are recomputed and transmitted to C;, Cy and
their descendants respectively. Thus, both backward se-
crecy and forward secrecy are guaranteed.

6.4.1. User Join

Every time if a single user wants to join a group the CA
just allows the user to be added to the hierarchy and gen-
erates a private for that user by providing the corre-
sponding group key. When a new user joins the hierar-
chy, it should be provided with a group key and there are
no changes to be made on the user’s key.

6.4.2. User Leave

When a user wants to leave from the hierarchy the CA
change the group key by making changes on anyone of
the following changing the polynomial or changing the
value factor P.

7. Simulation Results

The system is developed using .NET and found to be
secure and fast. The system takes care of USER level and
class level dynamics. The large number of numbers pre-
vents a possible guessing. e.g., for a eight parameter
polynomial, 16! (i.e., 10922789888000) combinations
possible. Bursty leave and join operations also are possi-
ble and the system can be used for any hierarchy. The
outputs are shown in Figures 6-10.

J.N.BEGUM ET AL.

8. Performance Analysis

Performance and security: Each user u; will receive

g = f(S,%,..%,)=0(x )
=Dl XX
=0 i,=0
The time complexity for computing the group key is O
(W*"). An important measure for a secure group com mu-
nication scheme is the number of rekeying messages.
Suppose that t users will be joining the group. The TA
will send k and g; to each of them respectively (2t mes-
sages) and broadcast one message to tell which users are
joining. The total number of rekeying messages is O (2t).
Suppose that t users are leaving the group. The TA only
broadcasts one message to tell which users are leaving,
thus the number of rekeying messages is O (1). Suppose
that t users are joining and another v users are leaving
the group, the total number of rekeying messages is still
O (2t).

As for the security of the scheme, if w + 1 class col-
lude, then they can Figure out the function f entirely.
Therefore, the scheme is w-resilient. Moreover, if less
than w + 1 classes collude, they cannot get any informa-
tion about the key, i.e., any value in the key space looks
like a valid and equiprobable key to these colluding users.
It follows that the scheme is unconditionally secure.

X

2100+

8.1. Memory

Each user will be able to calculate the key based on the

= - [[=]
=-cl = Class1
= c2 User12
- i
&5 User 14 Mame of the selected node
6 Path of the Selectezd node
Calculated Group kes 17808556416
S] Calculated piivate ke 1551152453
Send data to stegano maduls
Statistics of class 1 Statistics of class 2 Statistics of class 3 Statistics of class § Statistics of class &
Group key of
Class1::17886564160
Private key of user
11:1951152453
COMMUNICATE USER JOIN/LEAVE
Selected group - Group key Not yet calculated
Select v
v v v v
Enter user name
uoricats grouricals
Figure 6. Users and classes.
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Figure 8. Communication among same class.

polynomial and hence very less memory is used. All pa-
rameters are publicly available and using the same
method keys of lower hierarchy can be derived by sub-
stituting the corresponding parameters as given by the
derivation module. The steganography module does not
involve any storage for storing the already recorded data
as always data is recorded and subsequently sent to the
receivers. The size of the cover medium does not in-

Copyright © 2010 SciRes.

crease because only two bits are used in each channel.

8.2. Computation Cost

When the user joins there is no need for recalculation
because the recorded message has already been played.
When a user leaves a group key is recalculated and given
to the class. Private keys are generated from this. The
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* \nave File

~ Record a Wave

|C:\User5\KM PhDesktop WEYILODU VILAMYADU wav

Enter the key [1234

Hide ] |

Save Resultas IC:\Users\KMP\Desk‘top‘out wav

Hide Text jhai. how are you

Figure 9. Hiding the message.
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Enter the key [1234 F{;}Drﬂ Recorded: 16324
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Hide Text |hai, how are you

Hide Message

Figure 10. Recording the message.

value of the new key involves not a change of parameters
but a change of mod P value. Hence each class will be
able to get a new polynomial value by passing the same
parameters. Any left user will not be able to get the key.
Only one key is used during creation of stego data. The
higher class users need not remember the keys of all their
descendant classes but rather using a simple scheme de-
rive the exact parameters to generate the key. Hence the
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computation cost is reduced.

8.3. Communication Cost

The P value is changed by the Trusted Authority and
when the users try to calculate the key the new key will
be generated. The computation cost is reduced because,
the class users are not bothered about the key transmis-
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sion. Once the polynomial is given the users can calcu-
late their own key.

8.4. Dynamics

Class joining, Class leaving, Dynamic Hierarchy and New
user joining a class are all done by the trusted authority
in a phased manner thereby allowing the scheme to scale
to greater hierarchy. Additionally local messaging and
service messages are taken care in this system.

8.5. No of Rekeys

To calculate the no of changes might be made on the
user’s key based on user join/leave. Key must be chang-
ed when a new user is being joined/left from the hierar-
chy In the Hierarchy “Figure 11” for analyzing the no.
of rekeys there are 50 classes and Let every classes con-
sists of four users each, then we can calculate an unique
key for every class based on this group key, we can gen-
erate a private key for every single user.

Classes:

Totally fifty classes of eight levels

Figure 11. Hierarchy analyzed for calculating the no. of
rekeys.
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Users:

Every class is consists of 4 users

User joins:

Every time if a single user wants to join a group the
CA just allows the user to be added to the hierarchy
and generates a private for that user by providing the
corresponding group key. The secrecy is maintained as
the audio is real time.

User leave:

When a user wants to leave from the hierarchy the CA
change the group key by making changes on anyone of
the following Changing the polynomial, or by Chang-
ing the value factor P. The total no of key changes to
be made = No. of Ancestor classes + 1 as shown in
Table 1.

9. Conclusions and Future Work

9.1. Conclusions

Thus in this Paper, Design And Implementation Of Mul-
tilevel Access Control In Synchronized Audio To Audio
Steganography Using Symmetric Polynomial Scheme is
implemented successfully .The implementation results
show that any type of hierarchy can be introduced and all
dynamics can be done. For a 8 parameter polynomial that
can have use 8 among the 16 values there are 16! com-
binations. Also, nodes can derive their descendants’ keys
without involvement of the CA once polynomial func-
tions were distributed to them. In addition, the storage
requirement and computation complexity at the CA are
almost same as that at individual nodes, thus, the CA
would not be a performance bottleneck and can deal with
dynamic operations efficiently.

Table 1. No of rekeys for user leaving from a corresponding
class.

Class1:1 Class11:4  Class21:5 Class31:7 Class 41:8
Class2:2  Class12:4  Class22:6  Class 32:7  Class 42:9
Class3:2  Class13:4  Class23:6  Class 33:7  Class 43:9
Class4:2  Class14:4  Class24:6  Class 34:7  Class 44:9
Class5:3  Class15:4  Class 25:6 ~ Class 35:8  Class 45:9
Class6:3  Class16:5  Class 26:6 ~ Class 36:8  Class 46:9
Class 7:3  Class17:5  Class27:6  Class 37:8  Class 47:9
Class 8:3  Class18:5 Class28:6 Class 38:8 Class 48:9
Class 9:3  Class19:5  Class 29:7  Class 39:8  Class 49:9
Class 10:4  Class20:5  Class 30:7  Class 40:8  Class 50:9
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9.2. Future Work

1) The Trusted authority can still made secure by chang-
ing the value of the parameters.

2) A symmetric polynomial can be changed by the
trusted authority.

3) Bit selection for steganography can be made by us-
ing some pseudo random generator.
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Abstract

The interactions between attackers and network administrator are modeled as a non-cooperative non-zero-sum
dynamic game with incomplete information, which considers the uncertainty and the special properties of
multi-stage attacks. The model is a Fictitious Play approach along a special game tree when the attacker is
the leader and the administrator is the follower. Multi-objective optimization methodology is used to predict
the attacker’s best actions at each decision node. The administrator also keeps tracking the attacker’s actions
and updates his knowledge on the attacker’s behavior and objectives after each detected attack, and uses it to
update the prediction of the attacker’s future actions. Instead of searching the entire game tree, appropriate
time horizons are dynamically determined to reduce the size of the game tree, leading to a new, fast, adaptive
learning algorithm. Numerical experiments show that our algorithm has a significant reduction in the damage

of the network and it is also more efficient than other existing algorithms.

Keywords: Multi-Stage Attack, Dynamic Game, Multi-Objective Optimization, Adaptive Learning

1. Introduction

The increased dependence on networked applications
and services makes network security an important re-
search problem. Detection of intrusions and the protec-
tion of the networks against attacks is the central issue.
Game theory is an appropriate methodology to model the
interactions between attackers and network administra-
tor and to determine the best countermeasure strategy
against attacks. There are however some difficulties in
directly applying classical game theory, since the attack-
ers’ strategies are uncertain, their steps are not instanta-
neous, the rules of the games might change in time, and
so on. Therefore any game theory based methodology
has to take these difficulties into account.

There are many types of intrusions. Multi-stage at-
tacks are the most destructive and most difficult kinds for
any defense system. They use intelligence to strategically
compromise the targets in a planned sequence of actions,
so the usual methodology designed to protect against
single-stage attacks cannot be used.

Network intrusion response mechanisms have been

The research presented in this paper is supported in part by National
Science Foundation via grants numbers CNS-0615323 and 11P-0758579,
and by Electronic Warfare Associates, Inc. via the grant number
ewagsi-07-LS-0002, and it is conducted as part of the NSF Center for
Autonomic Computing at University of Arizona.

Copyright © 2010 SciRes.

intensively developed and studied in recent years. Sev-
eral authors used Markov Games (MG) as a model and
methodology. Lye and Wing [1] viewed the interactions
between the attacker and the administrator as a two-player
Markov game and modeled it by an intrusion graph. The
recovery effort was considered as the cost of the re-
sponse. The payoff for the attacker was defined by the
amount of effort the administrator needed to spend in
order to bring the network back to normal state. The
equilibrium was obtained by using nonlinear program-
ming and dynamic programming for infinite and finite
horizon games, respectively. The main disadvantage of
this approach is the huge size of the state space which
makes extremely difficult to compute the equilibria.
Shen et al. [2] used a piecewise linearized Markov game
model with estimated beliefs of the possible cyber attack
patterns obtained by data fusion and adaptive control.
They also recognized that larger time-step horizons result
in increased computation complexity. Another approach
is based on Partially Observable Markov Decision Proc-
esses (POMDP) which results in more complex compu-
tation problems. Carin et al. [3] introduced the protection
map and used reverse-engineering methodology to build
an attack graph. Zhang and Ho [4] presented a model to
characterize multi-stage collusive attacks in terms of key
spatio-temporal properties. The attacker’s behavior was
modeled as a reward-directed partially observable Markov
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decision process and the administrator was assisted by
identifying the potential causal relationships between the
different system vulnerabilities. This approach also suf-
fered from serious computation difficulties because of
the very large state space. Liu et al. [5] introduced a dy-
namic game approach based on modeling the Attacker
Intent, Objectives and Strategies (AIOS) which resulted
in a much smaller state space, so this approach is more
efficient than the application of Markovian games. A
similar concept was applied in Siever et al. [6] for the
security of electric power transmission grids, when the
goals of the attacker were used in formulating the at-
tacker’s game, which optimizes the difference of its re-
ward and the amount of power delivered. The objective
function of the defender is the sum of the amount of de-
livered power and a special reward function. The ap-
proach introduced by Luo et al. [7] was based on
POMDP, however a reduced special game tree structure
was used and a new stochastic multi-stage defense algo-
rithm was developed.

All models and algorithms are based on assessing all
damages and costs of the cyber attacks. The uncertainty
in the knowledge of the network, its vulnerabilities, pos-
sible actions and counteractions, damages and costs, etc.
make the mathematical modeling more complicated. In
the economic literature this issue has been known and
treated by the deterministic equivalent, which is a linear
combination of the expected value () and variance

(o?) of a random outcome: x—aoc?, where o shows

the level of willingness of the decision maker to take
risk.

Almost all models of multi-stage attacks are based on
special game trees. It is well-known from the game the-
ory literature (see for example, Forgo et al., [8]) that
such games with full information always have at least
one Nash equilibrium, which can be computed by using
backward induction. This general result however cannot
be used in computer network security, since the game
tree and the possible strategies of the players are not
completely known by all participants. The administrator
and the attacker might believe in different game trees
with different possible actions.

2. Consequence Modeling

We have adopted the approach given in Richardson and
Chavez [9]. The consequence of any attack and any ac-
tion during a multi-stage attack is based on the following
Six steps:

1) Define the categories of impact;

2) State the importance of each category relative to the
others;

3) Define the measures of impact for each category;

4) Define the relationships between physical effects
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and impact measures;

5) Define the system and its users;

6) Define the events in terms of scales and network
system impact.

Impact categories include and not restricted to eco-
nomic, image, safety, security, intelligence, and privacy
concerns. Their relative importance factors can be as-
sessed by any one of the well known procedures from
multi-criteria decision making (see for example, Szi-
darovszky et al., [10]). A common approach of obtaining
the weights is based on pair-wise comparisons, when all
participants in the decision making process are asked to
give relative importance factors for all pairs of categories.
Then the results are summarized into a final set of im-
portance weights either by averaging them or by using
the Analytic Hierarchy Process (AHP). The measures of
the impact in different categories are usually given in
different units, and they can be combined by using
multi-attribute utility theory or weighting method with
normalized evaluations. Performance measures can be
defined for the impact categories, and each performance
measure can be divided into a set of constructed scales
representing the amount of impact the physical conse-
guences have on the network and its users including lost
revenue, repair and/or replacement cost, damage by lost
or stolen information, etc. Any actual attack has impacts
on different categories with different levels. Using the
consequence modeling tool, the overall consequence of
the different types and scales of events on the system and
its users can be assessed into one combined value. This
value has to be computed at all states of the multistage
attack and will be used in the game tree analysis.

3. Game Tree and Decision Nodes

Multi-stage attacks are represented by special game trees.
Figure 1 shows the first two interactions on a game tree.
The attacker is the leader, the administrator is the fol-
lower. The root of the tree is the initial decision node of
the attacker, and the possible initial moves of the attacker
are represented by the arcs originating at the root. These
actions might include attacking the server with different
intensity levels, sending a virus to a group of customers,
etc. At the end point of each arc the administrator has to

Figure 1. Special game tree.
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respond, so they are its decision nodes. After the admin-
istrator’s response the attacker makes the next move, and
so on. This tree continuous until the intruder gives up the
attack or reaches its goals. This tree can become very
large and the payoff values at the decision nodes are un-
certain, therefore the classic method, known as backward
induction, cannot be used in this case.

4. Determining Optimal Responses

The algorithm to be described in this section is an on-line
procedure, it provides the best response of the adminis-
trator at each of its decision nodes, when a multi-stage
attack reaches that particular node of the game tree. So
during an attack the algorithm can be used at each stage
to find the best next move of the administrator starting
just after the first action of the attacker and continuing
until the end of the game.

Consider now a particular decision node of the admin-

istrator and the sub-game tree having this node as its root.

The time horizon for this sub-game tree is obtained as
follows. We have to check all end points of this sub-game
tree where the attacker reaches its goals during smallest
number of steps, so we select the shortest path with
smallest number of arcs from the root to such end points.
The length of the shortest path is the time horizon, and
then all paths starting at the root will be considered only
until this time horizon. The utility function of the at-
tacker is then assessed at all endpoints of this truncated
sub-game tree. The utility function is the linear combina-
tion of the expected payoff of the attacker and its vari-
ance as it was explained earlier. The risk taking coeffi-
cient of the attacker can be updated after each attack,
since the administrator has estimates of the expectations
and the variances of its utility values for all possible
moves and also observes the actual move. The adminis-
trator then has to assess the probability distributions of
the attacker’s actions at all of its decision nodes. The
probability values are computed based on the assessed
utility values of the intruder as well as previous interac-
tions with the attacker. First the probability values are
computed proportionally to the utility values at the end-
points of the different arcs representing the next moves
of the attacker, and if previous interactions provide rela-
tive frequencies, they are averaged with the computed
probabilities. Using these probability distributions the
expectation and the variance of the cumulative impact up
to the time horizon for the administrator can be com-
puted for each of its possible responses, and the corre-
sponding utility values are obtained by combining ex-
pectations and variances with the risk acceptance coeffi-
cient of the administrator. The best response of the ad-
ministrator is the arc which has its highest utility value.
The attacker makes the first move. At the end point of
the corresponding arc the administrator has to respond.

Copyright © 2010 SciRes.

Using the above procedure the administrator finds its
response. Then the attacker makes the next step, and the
best next response of the administrator is obtained again
by using the same algorithm with updated data based on
the information obtained from the previous actions of the
attacker. Then the attacker has the next move, the ad-
ministrator responds by using the same algorithm, and so
on until the game ends, which occurs when the attacker
stops attacking by reaching its goals or giving up.

5. Numerical Example

Figure 2 shows a network structure. It is assumed that
the HTTP server, Database 2, the FTP1 server and the
information in the CEO are the vulnerable components in
the network system, and access to the information in the
CEO s the attacker’s objective. It is also assumed that
the CEO needs services provided by the HTTP server,
Database 2 and the FTP1 server to do its jobs. The at-
tacker can launch multi-stage attacks to obtain the in-
formation from the CEO in many different ways. Then
the administrator can respond to it by selecting from a set
of options, and so on, which leads to the game tree.

Next we assume that in addition to the sensitive data
in the CEO the data in the Accounting is another vulner-
ability of the system. The attacker has now two objec-
tives: the information in CEO and the data in Accounting.
The Accounting also needs services provided by Data-
base 2 and the HTTP server, etc. Our computer study
assumed that the attacker always selects the action lead-
ing to maximal impact, and the administrator always
selects its best action at its decision nodes by using one
of the three tested algorithms.

We applied three methods to find the best responses of
the administrator: One is a greedy algorithm (GA) in
which the administrator completely blocks the traffic of

Figure 2. Network structure.
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Table 1. The performances of the three algorithms.

The total losses of the system Administrator

occurred during the life-cycle of
the multi-stage attacks

GA SO Our
Algorithm Algorithm Algorithm

Single

9 4,694 3,608 2,781
Risk Objective
Seeking

Two

Objective 9,597 6,741 4,689

Attacker

Single

Y 4,694 3,176 2,252
Risk Objective
Neutral Two

Objective 9,597 6,325 4,021

corresponding services on routers, firewall, or disconnect
the machines using managed switches, etc. regardless of
what kind of attack occurs or what is the intensity levels
of the attack. Another algorithm is also myopic, sin-
gle-interaction optimization algorithm (SO) in which the
administrator tries to minimize the loss from the most
current attack at each interaction without considering
future interactions with the attacker. The third algorithm
is the one we developed. The results are shown Table 1.
Two types of attacks were assumed. The risk seeking
attacker worried about only the expectation of the impact
(a =0), while the risk neutral intruder selected a rela-
tively high risk taking coefficient (« =1). The two sce-
narios refer to the cases of one or two objectives of the
attacker. The last three columns indicate the three meth-
ods which were used for comparison. The numbers in the
last three columns of the table show the total losses of
the system with using different methods. Clearly our
method resulted in the smallest overall losses in all cases,
where the loss reduction was 41%, 51%, 52% and 58%
in comparison to the Greedy Algorithm, and 23%, 30%,
29% and 36% in comparison to single-interaction opti-
mization. In assessing the numerical values of the im-
pacts in the consequence analysis, we used only eco-
nomic impact. A more complex consequence analysis
would not alter the main steps of the algorithms.

6. Conclusions

This paper introduced a multi-stage intrusion defense
system, where the interactions between the attacker and
the administrator are modeled as a two-player non-co-
operative non-zero-sum dynamic game with incomplete
information. The two players conduct Fictitious Play
along the game tree, which can help the administrator to
find quickly the best strategies to defend against attacks
launched by different types of attackers. Our algorithm is

Copyright © 2010 SciRes.

an online procedure, which gives the most appropriate
response of the administrator at any stage of the game.
So it has to be repeated at all actual decision nodes of the
administrator. Our algorithm is different than the usual
methods based on decision trees, since at each step only
a finite horizon is considered, instead of expected out-
comes certain equivalents are used and the probabilities
of the different arcs are continuously updated based on
new information. In our numerical example our approach
was compared to two other algorithms and the total net-
work losses were compared. The loss reduction by using
our approach varied between 23% and 58%. The per-
formance of our algorithm is much better than that of
other algorithms based on the results of our numerical
experiments.

7. References

[1] K. Lye and J. Wing, “Game Strategies in Network Secu-
rity,” International Journal of Information Security, Vol.
4, No. 1-2, 2005, pp. 71-86.

[2] D. Shen, G. Chen, E. Blasch and G. Tadda, “Adaptive
Markov Game Theoretic Data Fusion Approach for Cy-
ber Network Defense,” IEEE Military Communications
Conference (MILCOM 2007), Orlando, 2007.

[3] L. Carin, G. Cybenko and J. Hughes, “Cybersecurity
Strategies: The QUERIES Methoddology,” Computer,
Vol. 41, No. 8, 2008, pp. 20-26.

[4] Z. Zhang and P. Ho, “Janus: A Dual-Purpose Analytical
Model for Understanding, Characterizing and Counter-
mining Multi-Stage Collusive Attacks in Enterprise Net-
works,” Journal of Network and Computer Applications,
Vol. 32, No. 3, 2009, pp. 710-720.

[5] P. Liu and W. Zang, “Incentive-Based Modeling and
Inference of Attack Intent, Objectives, and Strategies,”
CCS’03, Washington, DC., 2003.

[6] W. M. Siever, A. Miller and D. R. Tauritz, “Blueprint for
Iteratively Hardening Power Grids Employing Unified
Power Flow Controllers,” SoSE’07, IEEE International
Conference on System of Systems Engineering, Tampa,
2007.

[7]1 Y. Luo, F. Szidarovszky, Y. Al-Nashif and S. Hariri,
“Game Tree Based Partially Observable Stochastic Game
Model for Intrusion Defense Systems (IDS),” IIE Annual
Conference and EXPO (IERC 2009), Miami, 2009.

[8] F. Forgo, J. Szep and F. Szidarovszky, “Introduction to
the Theory of Games,” Kluwer Academic Publishers,
Dordrecht, 1999.

[9] B. T. Richardson and L. Chavez, “National SCADA Test

Bed Consequence Modeling Tool,” Sandia National La-
boratory Report, SAND2008-6098, Albuquerque, 2008.

[10] F. Szidarovszky, M. Gershon and L. Duckstein, “Tech-
niques for Multiobjective Decision Making in Systems
Management,” Elsevier, Amsterdam, 1986.

JIS



Call for Papers

Journal of
Information Security

information Security

ISSN 2153-1234 (Print) ISSN 2153-1242 (Online)
http://www.scirp.org/journalljis

JIS, a quarterly journal, publishes research and review articles in all
important aspects of information security. Both experimental and theoretical
‘ papers are acceptable provided they report important findings, novel
I insights, or useful techniques in these areas.

Editor-in-Chief

Prof. Gyungho Lee Korea University, Seoul, Korea (South)
Executive Editor in Chief
Prof. Lina Wang Wuhan University, China
Editorial Board
Prof. Abbaci Azzedine Université Badji Mokhtar, Algeria
Prof. Chris Cannings University of Sheffield, UK
Dr. Philip W. L. Fong University of Calgary, Canada
Prof. Vic Grout Glyndwr University, UK
Prof. Le Gruenwald University of Oklahoma, USA
Prof. Sun-Yuan Hsieh National Cheng Kung University, Taiwan (China)
Prof. Min-Shiang Hwang National Chung Hsing University, Taiwan(China)
Prof. Sin-Ho Jung Duke University, USA
Dr. Jiejun Kong Scalable Network Technologies, Inc., USA
Dr. Giannis F. Marias Athens University, Greece
Prof. Changwoo Pyo Hongik University, Korea (South)
Prof. Sofiene Tahar Concordia University, Canada
Prof. Yuanjin Yun Federal University of Parana and Federation of Industries of Parana, Brazil
Prof. Kewen Zhao University of Qiongzhou, China

Subject Coverage

JIS aims to provide a platform for scientists and academicians all over the world to promote, share, and
discuss various new issues and developments in different areas of information security. All manuscripts
submitted to JIS must be previously unpublished and may not be considered for publication elsewhere at
any time during JIS's review period. Additionally, accepted ones will immediately appear online followed
by printed in hard copy. The topics to be covered by Journal of Information Security include, but are not
limited to:

Access Control and Anonymity Grid Security

Anti-Virus and Anti-Worms Information Hiding and Watermarking
Authentication and Authorization Intellectual Property Protection
Biometric Security Intrusion Detection

Data and System Integrity Key Management and Key Recovery
Database Security Language-Based Security
Distributed Systems Security Network Security

Electronic Commerce Security Operating System Security

Fraud Control Security Models

We are also interested in short papers (letters) that clearly address a specific problem, and short survey or
position papers that sketch the results or problems on a specific topic. Authors of selected short papers
would be invited to write a regular paper on the same topic for future issues of the JIS.

Notes for Intending Authors

Submitted papers should not have been previously published nor be currently under consideration for
publication elsewhere. Paper submission will be handled electronically through the website. All papers
are refereed through a peer review process. For more details about the submissions, please access the
website.

Website and E-Mail

http://www.scirp.org/journalljis E-mail: jis@scirp.org



Journal of Information Security, 2010, 1, 1-44
Published Online July 2010 in SciRes (http://www.SciRP.org/journal/jis/).

TABLE OF CONTENTS

Volume 1 Number1 July 2010

Micro-Architecture Support for Integrity Measurement on Dynamic

Instruction Trace

) 0 55 s TR € N =TS 1

Fast Forgery Detection with the Intrinsic Resampling Properties

C.-C. Lien, C.-L. Shih, C.ooH. CROUe . vieeee e, 11

Eliminating Forgers Based on Intra Trial Variability in Online Signature Verification

Using Handglove and Photometric Signals

A. Samraj, S. Sayeed, L. C. Kiong, N. E. MastoroKiIS. .......otuuuiiiiiiiiiiieiiie e 23

Design and Implementation of Multilevel Access Controlin Synchronized Audio to

Audio Steganography Using Symmetric Polynomial Scheme

J.N. Begum, K. Kumar, V. SUMathY ..ot 29

Game Theory Based Network Security

Y. Luo, F. SzidarovszKky, Y. AI-Nashif, S. Hariri......oocoieiiiiiiiiiiie e 41

Copyright 2010 SciRes. Journal of Information Security, 2010, 1, 1-44



	JIS1.1 content
	journal information JIS
	1-7800008
	2-7800006
	3-7800002
	4-7800003
	5-7800004


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.66667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.66667
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 807.874]
>> setpagedevice




