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ABSTRACT

Technology has no limits today; we have lots of software available in the market by which we can alter any image.
People usually copies image from the internet and after some changes they claim that these are their own properties.
Insuring digital image integrity has therefore become a major issue. Over the past few years, watermarking has emerged
as the leading candidate to solve problems of ownership and content authentications for digital multimedia documents.
To protect authenticity of images semifragile watermarking is very concerned by researchers because of its important
function in multimedia content authentication. The aim of this paper is to present a survey and a comparison of emerg-
ing techniques for image authentication using semifragile watermarking. In present paper comprehensive overview of
insertion and extraction methods used in different semifragile water marking algorithm are studied using image pa-
rameters, potential application, different algorithms are described and focus is on their comparison according to the
properties cited above and future directions for devel oping a better image authentication algorithm are suggested.

K eywords: Image Authentication; Selective Authentication; Content Recovery; Robustness; Semifragile Watermarking;

Tamper Detection; PSNR

1. Introduction

Many multimedia authentication systems have been pro-
posed in the last few years for ensuring the integrity and
origin of multimedia data such as images. Image authen-
tication is used for verifying the integrity and authentic-
ity of digital images [1]. An image authentication can 1)
detect the tampering activities, 2) locate the positions of
aternations, and 3) repair the corrupted regions auto-
matically. In general, an image authentication scheme
consists of a stamping stage and a verification stage. The
stamping stage derives and embeds the authentication
code to serve as the attestations for the integrity of the
image; the verification stage evaluates the consistence
between the authentication code evaluated from a query
image and the one calculated in the stamping stage to
decide whether the image is altered or not. According to
the processing of the generated authentication code, im-
age authentication techniques can be divided into two
categories. 1) label based systems, 2) watermarking-based
approach. In label based systems, an authenticator is ap-
pended to the original signal for integrity verification of
the protected signal. The authenticator can be a sensitive
function of the signal (e.g. hash) or a set of coarser con-
tent features such as block histogram or edge maps. In
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watermark-based systems, the authenticator is impercep-
tibly embedded in the signal rather than appended to it,
reducing the extra storage requirements of label based
methods. Another advantage of watermark based systems
is that lossless format conversion of the secured multi-
media does not necessarily change its authenticity re-
sults.

The method by embedding authentication codes in an
image itself has the advantage that no extra storage is
needed, that benefits the transmission of theimage [2].

The authentication watermark can be classified to
fragile watermark and semifragile watermark according
to its fragility and sensitivity. The fragile watermark is
very sensitive and designed to detect every possible
change in marked image; so it fits to verify the integrity
of data, and is viewed as an aternative verification solu-
tion to a standard digital signature scheme. But in most
multimedia applications, minor data modifications are
acceptable as long as the content is authentic, so the
semifragile watermark is developed and widely used in
content verifying. Semifragile watermark fragile to mali-
cious modifications while robust to incidental manipula-
tions is drawing many attentions in image authentication.
However, watermark security has not received enough
attention yet. The primary advantage of employing semi-
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fragile watermarking over digital signature and fragile
watermarking technology is that there is greater potential
in characterizing the tamper distortion, and in designing a
method which is robust to certain kinds of processing [3].
Lossless and lossy compression, smoothing, format con-
version and light additive noise, are typically acceptable
modifications since image content interpretation is not
affected but the exact representation during exchange and
storage need not be guaranteed. The alterations on the
documents can occur unintentionally or can be implanted
intentionally. The so-called unintentional or innocent
aterations typically arise from such diverse facts as bit
errors during transmission and storage, or signal proc-
essing operations such as filtering, contrast enhancement,
sharpening, and compression. Intentional or malicious
alterations, on the other hand, are assumed to be due to
an explicit forgery attempt by a pirate with the explicit
purpose of changing the contents of a document [4]. The
main distinction then, is whether the content is altered as
in malicious and intentiona attacks or whether only the
representation, but not the content, of the document is
altered, as occurs in unintentional, nonmalicious cases.
The line of demarcation between these two attacks cate-
gories is, however, not always clear-cut, as it depends
very much on the application domain.

In present paper existing semifragile watermarking
schemes are discussed for image authentication applica
tion. In Section 2 challenges in front of image authenti-
cation watermarking are discussed, Section 3 discusses
what requirements of semifragile watermarking schemes
to combat these challenges are discussed, Section 4 dis-
cusses methods and domain used by different water-
marking schemes, Section 5 presents discussion of semi-
fragile algorithms, Section 6 gives analysis and future
directions, finally Section 7 presents brief conclusion of

paper.

2. Challengesfor Selective Image
Authentication Techniques

Image authentication can be divided in two groups: strict
and selective authentication. Strict authentication is used
for applications where no modifications in the image are
allowed, whereas selective authentication is used espe-
cially when some image processing operations must be
tolerated which are image protecting operations uses Se-
lective authentication based on semifragile watermarking
to provide some kind of robustness against specific and
desired manipulations.

* |tisdesirable in many applications to design a multi-
purpose watermarking scheme. There are three extra
technical challengesin designing such a system. First,
the embedding order of multiple watermarks should
be analyzed in detail. Second, how to reduce the ef-
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fect of the latter embedded watermarks on the former
watermarks is a hard problem to solve. Third, the de-
tection of such watermarks should be independent.

* In applications, such as in law enforcement, medical
image systems, it is desired to be able to reverse the
stego-media back to the original cover media for legal
consideration. Semi-fragility which allows lossy com-
pression or noise disturbing to some extent is required
for an integrated and powerful authentication system.
Itisared tough task to design an effective reversible
semifragile authentication watermark (RSAW) sch-
eme with features as tamper localization, good per-
ceptua invisibility, detection without requiring ex-
plicit knowledge of the original image.

* One design chalenge for authentication watermarks
is to achieve a good balance between robustness
against mild incidental image distortions and fragility
to tampering attacks. A authentication watermark
should protect the integrity of the image content
rather than its exact representation.

* Onedifficulty these algorithm face is the original host
is not available at the receiver side for authentication
verification. In practical applications, the original host
generally has a much larger magnitude than the al-
lowed legitimate channel distortions. The unavailabil-
ity of the origina host makes it hard to differentiate
legitimate distortions from illegitimate ones. This
challenge motivates to investigate the semifragile na-
ture of multimedia authentication [5].

3. Prerequisitesfor Semifragile
Watermark-Based | mage Authentication
Systems

There are certain requirements which are essentia for
any authentication system; these requirements are dis-
cussed here for semifragile watermarking techniques.

e Overemphasis on robustness, questions security is-
sues for authentication applications. A well-designed
semifragile system should, therefore, simultaneously
address the robustness and fragility objective [5].

* The semifragile authentication system must be secure
to intentional tampering. For security, it must be
computationally infeasible for the opponent to devise
afraudulent message.

* Given the watermark is an authenticator, embedding
must be imperceptible.

* The authentication embedding and verification algo-
rithms must be computationally efficient, especially
for real time applications.

* The Peak Signal to Noise Ratio (PSNR) metric is
widely used to measure the amount of difference be-
tween two images based on pixel differences. High
value of PSNR shows the watermarked image has a
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better quality, the difference between the original
image and the watermarked image is imperceptible.

* Recongtruction of atered regions. The system may
need the ability to restore, even partially, altered or
destroyed regions in order to allow the user to know
what the original content of the manipulated areas
was.

* Asymmetrical algorithm: Contrary to classical secu-
rity services, an authentication service requires an
asymmetrical agorithm.

* Tolerance: The system must tolerate some loss of
information and more generally nonmalicious ma
nipulations.

4. Semifragile Authentication Techniques
and Domains

In semifragile watermarking to provide image authenti-
cation it should tolerate image manipulations while de-
tecting content changes. The authentication watermark
used can be fragile to against content changing manipu-
lations while robust to content preserving operations. In
this section various techniques available are discussed in
brief.

4.1. Integer Wavelet Transform (IWT) Domain

Digital watermarking in wavelet transform is one of
study-intensive activities. IWT can be computed starting
from any real valued wavelet filter by means of a straight-
forward modification of the lifting scheme.

It can reconstruct the original image without distortion,
has strong robustness and good invisibility [6-8].

4.2. Principal Component Analysis (PCA)

Principa component analysis (Principal Component Ana-
lysis (PCA)), is a commonly used method based on the
variable covariance matrix of information processing,
compression and extraction [9].

4.3. Discrete Cosine Transform (DCT)
Coefficient in High Frequency Domain

The characteristics of this algorithm are robust, well
hidden and resistant to a variety of signal deformation
resistance. The digital watermark of DCT transform do-
main has inherent ability of lossy compression resistance.
The disadvantage is its large amount of calculation
[10-13].

4.4, Slant Transform

Slant Transform that has the performance of gradually
changing the image signal intensity has been successfully
used for image coding in recent years. The basic idea
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according to the relevance of image signal, the brightness
of aline has performance of unchanged or linear gradient
[14].

4.5. Contourlet Transform

The contourlet transform is a directiona multiscale de-
composition scheme. It is constructed by combining: a
multiscale decomposition followed by a directional de-
composition, thus capturing geometric and directional
information. Finally, the image is represented as a set of
directional subbands at multiple scales[15].

4.6. Quantization Technique

In quantization-based schemes, a watermark is embedded
by quantizing the host. The structure of the quantizer
should provide a compromise among semi fragility, em-
bedding distortion, and security. The basic idea of multi-
stage VQ is to divide the encoding task into successive
stages, where the first stage performs a relatively crude
guantization of the input vector using a small codebook.
Then, a second-stage quantizer operates on the error
vector between the original and quantized first-stage
output. The quantized error vector then provides a second
approximation to the origina input vector thereby lead-
ing to a refined or more accurate representation of the
input. A third-stage quantizer may then be used to quan-
tize the second-stage error to provide a further refine-
ment and so on [16,17].

4.7. Pinned Sine Transform

In PST (Pinned Sine Transform), the image is divided
into overlapped blocks which introduce an inter-block
relationship to the pinned sine transformed images. There-
fore the watermarking of any particular block also de-
pends on its location in the image instead of depending
only on its own content [18].

4.8. Discrete Wavelet Transform

Discrete wavelet transforms (DWT), which transforms a
discrete time signal to a discrete wavelet representation.
It converts an input series Xo, Xi, Xm, iNt0 One high-pass
wavelet coefficient series and one low-pass wavelet co-
efficient series[3,19,20].

4.9. Arnold Transform

Arnold transform has much to do with the size of image.
The amount of calculation will be too much if we recover
the original image [21].

Summary representing algorithms used by different
authors, PSNR values, applications suggested by authors
and verification methods is given in Table 1. Here value
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of PSNR is average PSNR of different images used in
paper.

5. Discussion of Different Semifragile
Watermarking Methods

According to this summary Table 1, algorithms perfor-
mances are similar. The properties of each group of
methods are provided with references to algorithms. In
fact, most of algorithms offer acceptable detection and
localization of image manipulations while restoration per-

formances still need to be improved. Semifragile algo-
rithms show good results for detecting and locating ma-
levolent manipulations while providing acceptable re-
construction performances. Unfortunately, their tolerance
against desired manipulations includes mainly compres-
sion, noise addition and rotation by small angles, whereas,
many of the desired manipulations need to be tolerated in
practice.

Tellate watermarks are semifragile watermarks that
can survive small distortions and minor transformations

Table 1. Semifragile watermarking algorithms.

S.N. Author Insertion Domain

Control Area

Verification Method PSNR Applications

1 Bassen Abdul Aziz (2003) \?V‘a’;’;;;ﬂign;e”ate

2 A Piva(2004) DWT using scrambling

128 x 128 hits  Inverse scrambling 36dB

Benchmarking 44dB  Real work applications

Video surveillance and
remote sensing images

No specific application

3 Yuanliang Tang (2004) DWT domain 8x8block  Coefficient quantization 33dB suggested
4 Guo rui Feng (2005) DCT quantization technique 64 x 64 bits  Chaotic permutation 37.04dB iﬂ:ﬁlmsgf:for
5 AnthonyT.S.(2005)  Pinned sinetransform 8x8block \ormaizedcrossrelation . 4 Satellite remote

7 Zhe-Ming Lu(2005) DWT and DCT

6 NadiaBaziz (2006) Contourlet transform

8  Kurato maeno (2006) Wavelet domain

| W T using reversible

128 x 128 bits  Vector quantization(VQ) 30:553 dB
5128 x 128 hits Error Control Coding

5x 3linteger Threshold criteria used 65 dB

using threshold sensing images.

No specific application
suggested

No specific
application suggested
All natural, printed
and real time images

36.6dB

Law, commerce,

9  Xiaoping liang (2007) semifragile watermark Srdlevel I TWT 43.4dB defense journalism

. ] . Inverse | WT, No specific
10 Xiaoyun Wu (2007) IWT domain 128 x 128 bits histogram shifting 43.4dB application suggested
11 LiBo(2008) D CT domain 8x8block  Normalized correlation 39.1dB No specific

12 Zhu Xian (2008) Arnold Transform

Jean-Philippe Boyer

application suggested

No specific

33.61dB application suggested

Human visual system

13 (2008) DCT transform 8x 8block  Scalar DC-QIM scheme 43 dB
: - . . Semifragile reversible No specific
14  Ching Yu Yang (2009) IWT coefficient biasalgorithm  4x 4 block datahiding 33.91dB application suggested
. No specific
15 Chuhong Fei (2009) DCT 8x8bhlock IDCT 42.9dB application suggested
. : . No specific
16 WenHsin Chang (2010)  Tchebichef moment Human visual system 36.98 dB application suggested
Rafiazullan Chamlawi . Video surveillance
17 (2010) DCT and wavelet transform Correlation method 42 dB and remote sensing
. ) Principal Component analysis . - Copyright and
18 Li Yaquin (2010) using Wavelet transform Correlation coefficient 26.9dB authentication
19 Jordi Serrwa Ruiz (2010) DWT anq vector 8x8block  IDWT 61.37dB Remote sensing images
quantization

20 Hongwen Lin (2011) LSB using quantization
Slant transform and

21 Rui Bapo (2011) channel coding

2 x 2 block

30 x 30integer Inverse slant transform

Color image

38.58dB authentication

Correlation
No specific

37.31dB application suggested
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such as lossy compression, but are destroyed when an
image is heavily modified [3].

As suggested by Bassem Abdel-Aziz high sensitivity
to de-synchronization is inherent in the wavelet trans-
form. Rotation-invariant transforms such as Fourier-
Méellin can be used to overcome that weakness.

Frequency-domain watermarking techniques usually
insert the watermark into the mid-frequency subband
because they are relative robust and have little impact on
the image quality. Watermark embedding by quantizing
the distance between coefficients is more robust than that
by quantizing the coefficient itself watermark is pro-
tected by a private key but aso building relations be-
tween coefficients significantly discourages an adversary
from performing the collage attack [3].

DCT has many important properties that help signifi-
cantly in image processing, especially in image compres-
sion. But does not perform efficiently for binary images
characterized by large periods of constant amplitude (low
spatial frequencies), followed by brief periods of sharp
transitions [10,11,22]. Discrete wavelet transform is hav-
ing higher flexibility in comparison to DCT. Wavelet
domain is used with semifragile watermarks for achiev-
ing better robustness [20]. The wavelet transform has a
number of advantages over other transforms as it pro-
vides a multiresolution description, it alows superior
modeling of the human visua system (HVS), the high-
resolution sub bands allow easy detection of features
such as edges or textured areas in transform domain [9].

The VQ-based watermarking algorithm can reduce the
amount of the data transmitted [17].

In PST the watermark is embedded into the pinned
field, which contains the texture information of the
original image. This important property of the pinned
field provides the scheme with special sensitivity to any
texture alteration to the watermarked image [5]. It is thus
suitable in applications where texture information is
needed. Arnold transform has much to do with the size of
image [12].

PCA is a widely used in many areas like pattern rec-
ognition, quantitative analysis of chemical composition,
multi-component determines the number of components,
the dynamics of the reaction mechanism, etc. [9].

Slant Transformation has the property that intermedi-
ate frequency coefficients unchanged when host image
suffered non-malicious tempered. So it is often used in
image processing [14].

The amount of calculation will be too much if we re-
cover the original image depending on this periodicity, so
the application of Arnold transform is limited. When
compared to the discrete wavelet transform, the contour-
let with their extra feature of directionality yield some
improvements and new potentials in image anaysis ap-
plications[9].
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The quantization based embedding method outper-
forms spread spectrum in the tradeoff between algorithm
robustness and fragility [23].

6. Analysisand Future Directions

It can be inferred from Table 1, amost al algorithm do
well on detecting and substitution and have low rate of
prone to attacks and they offer acceptable detection and
localization of image manipulation while restoration
performances still need to be improved, All algorithms
can detect manipulation to certain content preserving
operation is application specific. To study their relative
performance one should consider following points.

1) The tamper indication must be statistically sound.

2) It should be possible to integrate the tamper over
arbitrary region on images It should be robust to signifi-
cant subset of signal processing attacks [4].

Some observation are made based on these algorithms
are
* A flexible algorithm that allows user to specify list of

desirable and malevolent manipulation agorithm be
implemented. As existing agorithms offer tolerance
against some specific content preserving manipula-
tions.

* A combination of DCT and DWT can be used to im-
prove performance tradeoff between alterations and
can improve PSNR in comparison to DCT.

* An image with many edges and texture could de-
crease algorithm’s performance since it is based on
differences between adjacent fixed in specia domain.
So for images having more texture and edges strength
should have lager value of watermark.

* Frequency domain watermarking is preferred over
spatial domain as it is more robust against image
processing such as image compression.

* Some methods use threshold to decide about image
authenticity. The threshold is supposed to be adapted
to a specific image within a specific region so fixed
value of threshold may create problem.

» Discrete moment functions are preferred over con-
tinuous moment function because they do not nu-
merical approximation capability.

* If there are multiple watermarks used in the applica
tion hiding order must be taken into consideration as
different watermarks will influence each other. How
to analyze the embedding order in general sense is a
problem to solve.

* |n applications such as space explorations, military
investigation and medical diagnosis, where data au-
thentication and original content recovery required at
same time reversible technique can be used [24].

* For each authentication algorithm legitimate and ille-
gitimate transition region is application dependent
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and that the semifragile methodology should employ
this information during the design phase.

* To enhance the watermark invisibility, one can also
introduce some additional local distortion constraint
provided by ahuman visual system (HVS).

* In anumber of sensitive medical and military appli-
cations where perceptual integrity of even fine spatial
detail has utmost importance, aggressive lossy com-
pression can be considered as a malicious attack that
causes loss of vital information. In such a scenario, it
is desirable that watermarks: 1) are robust against
mild compression; 2) distinguish manipulated regions
from other areas; and 3) vanish under aggressive
compression to indicate the loss of significant visua
content [25].

7. Conclusion

In present paper various semifragile watermarking algo-
rithm are studied to verify image authenticity. In addition
to comparison based on image quality matrix, some ob-
servation is also suggested to efficiently develop an effi-
cient semifragile watermarking algorithm for image au-
thentication. As content preserving operations are spe-
cific to application, a practical agorithm that allows us-
ers to specify list of desirable and malicious manipula-
tion can be developed. Moreover, restoration capabilities
need additional improvements.
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