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Abstract

With the rapid developmentjand widesptéad of communication technology,

signal detection has bec

e an Important of security checking. General

equipment such as spedftum analyzer and other the same are bulky, unprofes-
sional, not portable, andexpensive. T solve these problems, a POCKET sig-
nal detection equipment displayed and controlled by intelligent
aper, which is flexible for using Software De-
fined Radio wh 1 integrated single chip broadband RF front-end
and €ontrol scheme which is based on intelligent mobile

Besides, a display and control APP that based on Android

Pocket, Broadband RF Processing Hardware Platform, Smart Phone GPP,
oid APP

1. Introduction

With the personal intelligent mobile terminal and related products are used
widely, it is more and more convenient for information transmission [1]. At the
same time, security of personal privacy and even state secrets has become a pub-
lic concern in the field of security issues [2] [3]. Therefore, abnormal signal de-
tection becomes an important part of security. General special equipment such
as spectrum analyzer and others are large, not portable, and expensive. As a re-
sult, a signal detection equipment that is flexible, portable and easy to operate

has great application value.

2. System Scheme

The equipment architecture of the system has two parts which connected by
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WLAN/LAN and USB, that is integrated broadband RF signal processing plat-
form and ordinary intelligent mobile terminal with special APP [4], as shown in
Figure 1(a). The integrated broadband RF signal processing platform is de-
scribed in this scheme and display APP will be discussed in the software design
part.

The overall architecture of the platform is shown in Figure 1(b). It mainly in-
cludes the following components: built-in antenna and external antenna inter-
face, integrated broadband RF transceiver front end (in addition to broadband

RF transceiver chip, low-noise amplifier LNA at the front of eiving chan-

)
intelligent broadband
RF
processing
platform
N
-
USB
(a)
Int.
Ext. ANT Ext.
ANT Port ANT Port

Integrated

proxdbang
Lol

FPGA DDR2 B
ARM Base
Controler 1
Processor
DDR2_A

.| WLAN USB
CTRL CTRL Power
)
(b)

Figure 1. Overall scheme of the system. (a) System com-

position. (b) Broadband RF signal processing platform
architecture.
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As a functional design of targeted applications, the following functions are de-
signed based on the function of general signal detection.

The different frequency band signal processing can be completed. In the mon-
itoring state, high-speed frequency sweep function, signal search in the whole
band or the specified frequency band and capture of the carrier frequency of
suspicious signal are available [5]. After identifying the carrier frequency, the
device can enter the panoramic IF state and complete real-time spectrum analy-
sis on the captured signal, intelligent identification or differential separation

through the spectrum characteristics, and alarm for the suspigi ignal in time.

The suspicious signal data can be store in time and uplfad to the\@onitoring
management center in receiver [6].

The normal signal is collected as the backgrou

example, it is anti-tamper
sitive electronic informat
Therefore expansion areas

mentioned.

Design

the digital domain including programmable gain, DC bias calibration, etc. As the
device is optimized by orthogonal error calibration and DC bias calibration, the
DC offset and orthogonal error limits of zero-IF architectures are dealt and an
external filter is not necessary as a result [10]. As the single-chip solution is used
in this design to achieve a direct transition from wideband RF to zero IF IQ and
eliminate the development of Intermediate links including frequency conver-
sion, filter, sample and digital up and down frequency, pressure of the subse-
quent baseband treatment is greatly reduced.

The output of the IQ signal connects to FPGA for baseband signal prepro-
cessing through LVDS high-speed link interface which is provided by the chip.
The results are put into the mobile terminal through USB or WLAN/LAN com-
munication interface for display and some other application operation, while its
controlled operation is completed inversely by the mobile terminal through the

communication interface [11]. IQ data can be stored in 2 DDR?2 storage particles
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as data that collected by sensitive signals or the memory of the mobile terminal
through the communication interface for later analysis. As data source of RF
forwarding interference, the store IQ data can also be transmitted as an interfer-
ing signal through the DUC and DAC. IQ data of TX can also be derived from
the mobile terminal or other GPP [12]. Each emission channel has two antenna
feed paths, one of which is low power channel that is connected to the external
transmit receive antenna interface and built-in antenna which is switched by
T/R switch. Another is high-power channel that is passed through an amplifier

and connected to an external antenna via a dedicated exter

interface.

nge of 70 MHz - 6

Hz; receiver sensitiv-

munication interface are
size of 157 mm x 80 mm

phone, as shown in Figure

Figure 2. Pocket broadband RF processing hardware platform
layout and electrical material diagram.
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Figure 3. Po
platform.

devices) by using standard USB interface [16] or WiFi air in-
enytwo mobile terminals with different functions APP are matched
e hardware modules, two different systems with different functions
rated, which is foreseeable and fit to the open concept of software radio.

GPP module [17].

Display and control APP based on Android system is developed, achieving the
combination of traditional control mode and touch screen operation using or-
dinary smart phones [18]. A new idea is presented by the scheme in this paper in
instrument design and display mode.

Pocket oriented engineering implementation scheme is adopt. In the Pocket
broadband RF processing hardware platform, Sanwhich structure is adopt in
physical structure meanwhile the traditional shielding box is replaced by splint
electromagnetic shielding components [19], meeting the needs of electromag-
netic compatibility, supporting the PCB board rigidities, while the size of the
module is greatly reduced as the shield structure constitute the shape of the de-
vice [20]. The assembly diagram of Pocket is shown in Figure 5.

Great application potential is in the technical scheme of this paper as it has the

characteristics of Pocket.
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irst, establish a network environment: the platform is set to Service Socket

and listening to the port; mobile terminals which are connected to the platform
establish Client Socket by platform IP and listening port number (for example:
4060). The underlying operation is achieved through the Android software pro-
gramming.

In the Eclipse environment, XML language is used as the tool of software in-
terface layout design and properties definition with operation handle is created
by the way of “id”. Java language [22] is used to develop the driver of underlying
operation. Message is passed between them via “id”.

The flow chart of software control operation is shown in Figure 6.

The main functions of the mobile client display APP are: frequency panorama
display, full band scanning, subband display, zoom in and out, mark, trace dis-
play, multipoint marking simultaneously, maximum trace, minimum trace,

threshold window lines that can be dragged in time, data preservation and so on.
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| Send CTRL for data regues

Figure 6. Android terminal display and control software flow chart.

4.1. Frequency Panorama Display

The panorama display is shown in Figure 7. Frequency panorama acquisition
data using SCPI instruction: TRAC? TRACEL; mobile terminal APP sends SCPI
instruction to the broadband RF signal processing platform; the spectrum data
group that composed of five hundred amplitude data is returned from broad-
band RF signal processing platform. APP periodically sends SCPI to the spec-
trum analyzer module through a timer, and then the spectrum data instruction
is received by the way of asynchronous thread.

After receiving the data, it is firstly split. Character variable that are composed
of amplitude data are split into 500 double type variables and the five hundred
double variables are assigned to a double array for convenience of storage.

The open source library AChart Engine is used automatically to display spec-
trum curve. The horizontal axis of the curve is sequence of 1 to 500 and the ver-

tical axis is the amplitude value of the spectral frequency point. In the display
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TreasHoldValue: -047.2 dB WANYEE MSA830
WinWidth: 100.0 MHz
AmpBan: 1.0dB

o)
(=]

Ampljtude log/dB |

-100 | | |
0 200 N 400
Frea(s)
StartFreq: 50 MHz CenterFreq: 100 MHz StopFreq: 150 MHz
Span : 000 , 000 RES_BW : 000, 000 V_BW 000 , 000 Sweep : 000, 000

Figure 7. Frequency panorama display.

process, for loop is used to add¥500 ansplitudes to the curve of the data table, and
then the screen iSreffeshed at the same time and the curve that displayed on the
view is updated. Ratagis recéived per second and updated the curve simulta-
neouskys

§ome of the routinsinvolved in spectrum refresh in APP include:

1) The timer flow;

2) Asyichronous receive data thread code;

3) Data refresh.

48 Erequency Band Setting

The starting frequency, termination frequency, the center frequency is set re-
spectively of 1 MHZ, 100 MHZ, 50 MHZ. In order to control the number of
threads, the instruction to set the frequency and the instruction to refresh the
spectrum data are sent to the same thread. Parameters are input through a text
box EditText in the program, and then the format characters for control instruc-
tion are added to constitute SCPI control instructions, and then which is sent to

the spectrum module through the Socket to achieve control.

4.3. Scaling of Spectrum

As spectrum amplification and reduction are controlled through the two-point

slide, it is easy to observe the waveform and in other occasions, which is the special

features of intelligent mobile terminals and not available in general equipment.
Touching and listening module the On Touch Listener is used to control

zoom in and zoom out [23]:
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Ref: dBm
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Figure 8. Threshold window line.

layout.setOnTouchListener(new OnTouchListener()
{
/! @SuppressWarnings("null")
/! @Override
public boolean onTouch(View arg0, MotionEvent argl) {
switch(argl.getAction()){

On Touch Listener mainly includes three parts: Motion Event. ACTION_DOWN,
Motion Event. ACTION_MOVE, Motion Event. ACTION_UP.

They are respectively corresponding to touching screen b¥ finger, sliding on the
screen, leaving the screen. Once action trigger interrupf,“€@ordinates ineluding X

and Y value of the contact point are read to achieve #€tion respomse to the screen.

4.4. Threshold Lines that Can Be Dragged in Real Time

The threshold line window that can be”dragged isi@functién that the conven-
tional signal test instrument does pét hawe, which is anjattempt to combine the
spectrum analyzer with the Android systemAThe inspiration comes from Mark
and the threshold line, as sifown in Figure 8. A&#threshold line can be dynami-
cally dragged with a certain bandwidth, the peak amplitude value can be meas-
ured by dragging. The threghold line that/can be dragged uses operation to touch
the screen as control interfag@pcaptufing the coordinates of the touch point,
converting the cqordimates to the coordinates of the spectrum display module,
comparing the co@rdipétes@iPamplitude value to calculate amplitude value at

the tomwehyppoint, conyerting amplitude value at the touch point into a string, us-

WANYEE MSA830

200 300
Frea(s)

CenterFreq: MHz StopFreq: 3600 MHz
RBW: MHz VBW: MHz Sweep: 1000ms
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ing Text View to display it on the screen, providing feedback control informa-
tion to achieve human-computer interaction.

As the drag triggering of the threshold line is as the same as the drag trigger-
ing of the spectrum view, conflict is presented on the control interface. In order
to distinguish them and control respectively, a long press is used to determine
the drag object in the program. A long press is achieved by triggering the timer
when the screen is touched. If the touch point leaves the screen, the timer event
will be clear. If the time to touch screen is so long that the timer value is greater

than the set time, the event related to the timer will be tri d the drag

object will be converted to a threshold line.

4.5. Sidebar Slide Menu

In order to use more screens to display spe i ays are used
to hide the temporary control in APP.

The first is a pull-up or drop-dow: . rol group are put in

3 —— Structure —— »
la - | [0 Android TV (1080p) = ‘ B - ‘ ¥ AppThem
© MainActivity = ‘ © - 4 RelativeLayout -
[ I:‘ Left_ButtonList (LinearLayout)
a Left_Scrollview
4 I:‘ Left_Scrollview_LinearLayout

[pr] Button29 - "29" E

[pK] Button30 - "30"

[px] Button31 - "31°

[pr] Button32 - "32"

[pr] Button33 - "33"

[px] Button34 - "34"

[pr] Button3s - "35°

[pK] Button36 - "36"

[px] Button37 - "37"

[pr] Button3s - "38"

[pr| Button3g - "39"

[pr] Buttonao - "40"

[pK] Buttonal - "a1”

[px] Buttonaz - "42°

[pr] Buttonas - "a3”
@ Buttondd - "44" i
= Properties :=:=>| ﬂz| B |
Id @ +id/Left_Scrollview E] o
1 At P11 i

Graphical Layout] |5 activity_main.aml

Figure 9. Scroll view.
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Ref: 0dBm
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(b)

Mark2

Figure 10. The control bar view to display or hide alternately. (a) The hidden state of the second level control bar. (b) Display
status in the second level control bar.

The third is the way of the sidebar to use, that is, the control interface is on the
left side of the sidebar and sidebar will be pulled out by sliding on screen from

the left edge to the right, as shown in Figure 11. As the addition of Sidebar is
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relatively complex, open source library Slide Menu is necessary.

The position of the touch point is set to the control interface of the sidebar.
The rightward sliding action can be judged when the touch point is in the small-
er area on the left and the control sidebar is slid to the right. The initialization

code of sidebar is as follows [24]:

@SuppressLint("NewApi")
private void initmSlidingMenu() {

setBehindContentView(R.layout.frame_menu);

mSlidingMenu =
nu();mSlidingMenu.setShadowDrawable(R.drawable.drawer,
nu.setShadowWidthRes(R.dimen.shadow_width);
nu.setBehindOffsetRes(R.dimen.slidingmenu_offset); ]
nu.setFadeDegree(0.35f); SlidingMe-
nu.setTouchModeAbove(SlidingMenu. TOUC

FragmentTransaction
er().beginTransaction();

MenuFragment me

ighly integration, simple architecture and small size.
e that is displayed and controlled by device is proposed and

eving the combination of the traditional control and display
lish touch screen operation by ordinary smart phones. A new idea

de of instruments.

IP and Port Setting

threshold value

B=k Max line

W Min line

£+ Init Data For test

Mark?2

Figure 11. Sidebar view.
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