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Abstract: Investigations on the proof theory and methods of simultaneously provable security under
multi-model helps to construct formally secure cryptographic scheme under multi-environments. Further re-
search is provided on the construction of efficient IBE scheme and provable security under CCA model.
Elementary investigations on pairing-based CCA secure IBE scheme which is provably secure based on RO
and non-RO model were provided. It avoided the induction inefficiency in the previous proofs. Based on the
standard DBDH problem, its provable security under both models is argued. The proposed scheme has low
parameter and ciphertext size, which were composed of four group element respectively. The induction of
security proof is more concise and tight.
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A B BT n (<qp) IKALSE Oracle 5y - JiE 2 11
u (< qp) KR Oracle F[T-FEZ, 58K Phasel,
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BB A R WX
Mo, My € {0,1}" Fl—{i 3-8 47y ID,,, , it DBDH [i]
g oo fE OB 2 I (P.4,B,CT) =
(P,a;P,b,P,c;P,T;) , A JE U 2 B 2 B &
Params=  <q,G,,G,,e,P,B,P, P> Hoop
R =a,P,P,=bP, P, €GB EHEI, 5% D,
[ME—PREIEAE Phasel &1 E 1] (P,a,P,b;P,c;P,T;)
B ATEY ID,, AT AL SRR o
Ryge o M B A INTCRRE ), fdbis B iR
%T%kezq, A5 R =kP-P,-0;, & C=c¢P, B
FEPERGER y € {01}, MiEH Z =(T-M,,,C,kC) o
P L, WeR(P,4,8,C,T) =(P,q;P,b,P,c;P,T))
J& BDH F 04, BIT =e(P,P)™ , 45
Z=(T-M,,C,kC) (e(R,P)°M,,cP,c-kP) =
(e(R.P)°M,.cP.c-P,+¢c-P+c-P)
FEWISC M, S 3L
SN, ik ke Z, FEMGEAL, (R8RS A B,
BLAE G R AN TR B e Gy BEHEIE AN AT [k

o

Challenge:

P,

N
d/w

Phase 2: Mifil Phasel FH#IIEST qpp —1 —1{HLI 1)
B, gy —k-1 {iil DBDH [ B {51158 | qg —n R
.5 Oracle FfT-HEZE A gp —u KR Oracle Fffi-JiE
%, ME—MRHE A AAEEHE DBDH [ 5
(P,a;P,b;P,c;P,T;) ¥t 188 L7y ID,, HEA TAL SRR o

Quess: f5f%, BB AL y IssM o

ST

¥ £ & W DBDH [ @E &H fi
(P,a;P,b;P,c;P,T;) ,i=12,...n , FALLAH B L8 ATHIEr
WAL T, WL A REHBENYS 5, 78
SR A TBCEERE T, #%(R1% DBDH [,

(1) 1E Phase2 [i%5t, ¥ A [UME—RHFIE A
A fig ¥ Challenge [ B 1) <5 6, & 7 > ¥
< (P,a;P,b.P,c;P,T)) , ID,, > #. 4% 8 i , BJ L 21
<(P,4,B,C,T), ID;, >#<(P,a;P,b;P,c;P,T;) , ID, >,
<(P,4,B,C,T), ID; ># A LA 1T Phasel,2 [EECA TS
Oracle Gffifl-fEZMIfE: Oracle Fyff-IER, 1SRRI
B8 T4 101 LGB AL S G R R o

(2) 1r Challenge [%Rt, ¥ij% DBDH [l
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(P,a,P,b,P,c,P,T,) , Bilii& B G LTiess, i
A FEHGR IR Mo, M, € (0", B BBk A7
WIEESC, FIFIRRE A IBORAE ), I HEE—hE )
}14%]fi#1k DBDH [ME: (P, 4,B,C,T) J& BDH [i7T
4L, LA A TTRAEREHE 7 € 0,1} .

PEe ASCHEARS TIRIFHE RO FIE RO BT
o2 MRS B e A28, BT IR b
R MBI IS B 2B, SR
BRI | 22 BUNSLRIT T IR ORT R A i,
EEE B WO R IFIST. SZER 2 i RO B R
LA, H AR DR AL SID-CCA 224K
—EHR, BT SR, RO AR
TR R ST O 2 O T 224
e A L T T 3

4.4 AR TAEDHT

AL B B. Waters 511 IBE HE G700 SLAE
A 2B [141[10]C A IBE fE i[RIk th n] i —
R RO FIE RO B N AJEE e 15 Aue ), &
AT B EHE . (RO BB AT LA
P, =0, i RH BN A EETTY] ) 4 CPA
T NI fE R CCA R N2e4s; fribhen
I, PRERIREE RO I RO f5i4Y [~ 2241 IBE #iil
Fiidh B A BB e R0, MRl TS [141 B
B — A2

1t B. Waters [1)2e 4t Hp[14], B2t il 2
P& = gf_km”’gy, =gy g", i=12,..,n, Hrh
X,x e[0,m=1], y,y;€Z,, m=4q, qFBEHEN
MRS, mon,k Y22 A R, B n]
PAAA W 20 M IS A T A 10 X" B (0= 1,2,..,m)

(BCEE WA PAAE Phasel,2 PREL, 1l K(v) [U1E, 4
Wl 4 X+ in = 0(mod m) [ 445 ME 5 RR 4R A X'
ieV”
Mx, (i=12,.,n) )

FIN, FEHERT X M x; (1 =1,2,...,n)15, ~PIZEHE
WS U xR x; B AN B R E I, T HAHSNEG
INEHREL; SIAMESURESE A AT X, X (i=12,...n)
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f&, {L Challenge WEBk, A WILLZFELHAY V' Ifi5150

F=x'+ ) x, QIR F = km, gl v SEscs e,
ieV”

SRR S R B BB R B 1, iR 2

1- ! o JE{IHb/E Phasel mk Phase2 P¥ELr, F
8(n+1)g

FHEVAI &%, (= 1,2,00m), SO ATLLREE
WAL E=x"+ ) x;modm, # E =0, $5 L v i
ieV”
RGN, FIBEREE G DR 1 TR, R
Bl R S R 2 A
8(n+1)g
(OSBRSS EL X', x, (i = 1,2,...,n (ORI,
TR T, W E A DL
X' x (i=12,.,n), (HIZUR X, x; (i =1,2,...,n ) EEE
FRLA (m Lok ), SHAMHGREEIN S . 1
Challenge [ i P MR I BB 1, 4
TR A S ORI SRR AR PR R 4
.

4+ XA
5. 4 ww

ARSCEEY B. Waters S HIIFIE A BHA AT E Y
TRELRN 2 i R S — g, SR AR
Fiit RO B RO KA [ 2245 2401 IBE #E A4
A I 2RI, H/IMSBR S Bie g AL RO
Bilfik RO ffJ CCA i\ N rJ 344 IBE #EH, @5l
IR —BA R, R YIRS,
JLjt DBDH i, £t RO FIfilk RO B 43 I FE WK
BERIR L, PRI 2R R MG RN AT 4
2 ASHE R B 5 D e — (L ok A R 3 AT
FNA, ANATEA RS B RHE 2 EHIET B
e sy, HPEERELT BB AR, BT ERMRAN
Ujpe
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