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Abstract 
Current climate challenges and energy concerns have urged scientists, re-
searchers, and governments to take action in order to reduce carbon footprint 
and energy consumption. Considering the growing need for energy supplies, 
the reliability and sustainability of power plants are another area of concern 
for communities. Since building is among the major consumers of electricity 
(almost 40%), the energy management strategies have been substantially fo-
cused on demand side management and building operation system. Energy 
efficiency, peak-load management, and demand response are among the most 
outstanding and widespread practices in order to reduce building energy con-
sumption and peak demand. Smart grids and smart meters are considerably 
gaining the attention of policy makers in most developed and developing 
countries. This paper will revolve around these outstanding energy manage-
ment strategies and technologies and their merits and drawbacks in the jour-
ney of current communities towards sustainability. 
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1. Introduction 

Since the Kyoto protocol in 1997 [1] identified global warming as a major issue 
and recognized anthropomorphic CO2 as the major contributor, focus has been 
directed to reduce or eliminate these emissions in order to alleviate climate con-
cerns. A rise in greenhouse Gas (GHG) emissions began with the industrial rev-
olution 250 years ago. Unfortunately, there are increasing releases of GHGs as 
technology progresses and demand for energy is expanding due to developing 
economies such as China and India [2]. For example, total primary energy re-
quirement (PER) in China increased from 570 to 3200 Mtce (Megaton of coal 
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equivalent) from 1978 to 2010 for an annual average growth rate of 5.6% per 
year [3]. This number is estimated to increase up to 6200 Mtce by 2050, while 
more than 70% of this energy is thought to be supplied by fossil fuels, introduc-
ing more CO2 to the environment. This increasing trend has urged scientist to 
take action and to apply and create more energy efficient technologies, detect 
any potential area to increase efficiency in existing systems, and most impor-
tantly to identify and target end users consuming highest amount of energy. 

Energy crisis is a broad issue that needs governmental action as well as social 
engagement. Climate change and society are inseparable; human contribution in 
climate change is undeniable, on the other hand, climate change increasingly af-
fects human welfare. However, researches have shown that societal and individ-
ual engagement in global warming mitigation and their knowledge and motiva-
tion to do so is extremely limited. Public awareness is not merely enough to 
press the illness, private individuals need behavioral engagement; people need to 
understand the cause and consequences of carbon emissions, and should be 
given the ability to reduce their carbon emission in their everyday life or, in oth-
er word, need to be “carbon capable” [4]. Social and lifestyle changes should be 
addressed all over the communities; governments, industries, commercial sec-
tors, academia, and individuals. 

Although social awareness and climate concerns are getting widespread, there 
are some structural, economic, and social barriers hindering societal engagement 
[5]. Smart grids and smart buildings have capabilities to create opportunities for 
consumers to engage in low-carbon lifestyle. They enable policymakers to speci-
fy tariffs in a way that they could motivate consumers to cooperate with smart 
grids and enable both smart grids and consumers to integrate local or centra-
lized renewable energy sources into the electricity network. 

The ramification of global changes is not limited to direct effects on human 
welfare and future life on the planet. It does have some indirect impacts that are 
less emphasized when referring to global warming. The growing population and 
developing technologies surprisingly increase demand for energy supplies. Al-
though power plants expansion is inevitable, the commitments to climate change 
mitigation tends to decrease CO2 emissions. During peak hours, when electricity 
demand is maximum, power plants are more distressed to provide electricity for 
their growing customers. Power outage may occur that is one of the most out-
standing indirect impacts of climate change on people’s life. Power outage could 
even happen because of the extreme weather, resulting from human activities, 
damaging power infrastructures specifically transmission lines. To prevent pow-
er outage, while avoiding power plants expansion, communities need either to 
utilize alternative energy sources like renewable energies or energy storage sys-
tems or to reduce consumptions especially during peak hours. Intermittent re-
newable energy sources are not yet efficient and reliable enough to control 
energy market. Expensive infrastructures and retrofits are required before RESs 
extensive implementation. Energy storage, if available, could provide heat or 
cold for limited hours a day. Energy management and demand response, how-
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ever, are long-term, reliable solutions for current energy and climatic crisis. The 
economic and technical barriers in replacing fossil-fueled power plants with 
RESs shed light on the significance of energy-efficiency, demand reduction, and 
low-carbon activities. In order for communities to reduce their carbon emissions 
and mitigate climate change, to increase overall sustainability and stability, and 
to decrease climate change impact on human being a stable and reliable power 
system is required; Smart grids.  

It is simplistic to assume that the stability that smart grids may create would 
not require human intervention and their societal and behavioral adjustment. 
Smart network include smart buildings and smart users. People, in average, 
spend more than 90% of their time inside buildings and this dependence makes 
buildings and human inseparable. One of the greatest building services in 
HVAC system that is one the largest energy consumers inside building. When 
Demand Response (DR) occurs in a smart building (manually or automatically) 
the temporary reduction in building services (lighting level, heating, cooling, 
and ventilation,) would affect building occupants negatively and would com-
promise their thermal comfort resulting from a reduction in HAVC services 
during peak hours. Consumer’s motivations to cooperate with smart grid (their 
concerns for environment, their own and offspring’s health and safety, or their 
budget) or even their denial to cooperate would have an impact on their expec-
tations and behavioral adjustment. The current paper elaborates on different 
measures and strategies that have been introduced to alleviate climate concerns 
and manage energy consumption and build power network sustainability as well 
as their merits and drawbacks [6]. 

2. Energy Management 

Buildings have been major contributors in current energy crisis and climate 
challenges. N. Motegi in his paper discusses the different measures that are 
common in building industry to manage energy consumption, utility bills, and 
greenhouse gases emissions. Energy efficiency and conservation that mean lo-
wering energy consumption without affecting building services and reduction in 
unnecessary energy consumption respectively are among the most important 
practices. These measures are possible through installing energy efficient equip-
ment and operating building efficiently through manipulating building automa-
tion systems (BAS) and control systems. Industrial energy management, since 
industries consume a substantial amount of energy each day is another growing 
area of research and development. Industrial refrigerators are other major con-
sumers of electricity. Novel technologies, however, try to replace fossil fuels with 
renewable energies and recover waste heat to reduce energy consumption. In [7], 
an industrial, ammonia-water absorption refrigeration system that consumes 
solar or geothermal energy or power plants waste heat as energy supply is ana-
lyzed and cooling effect (down to 233 K) is studied with 12% higher efficiency 
relative to similar fossil-fueled system. In another paper she compares this sys-
tem with a conventional fossil fueled system and a 6% increase in COP was 
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shown through recovering waste heat in expander [8]. 
Second practice is peak load management, which includes demand limiting 

(discharging loads during a pre-defined peak demand) and demand shifting 
(changing the time of electricity consumption). These practices can be achieved 
through energy storage systems installation (like cold or heat storage) or by 
postponing practices like laundry or dish washing to later times like late at night 
when energy consumption is relatively lower. 

The third practice, demand response (DR) shares the same concept with peak- 
load management; however, DR initiates in response to high electricity price or 
high demand and grid limited capacity and it takes benefit of real-time pricing 
and grid reliability data while there is no pre-determined peak-demand. In [9], 
DR is defined as “dynamic and event-driven that can be a short-term modifica-
tion in costumer end-use electric loads in response to dynamic prices and relia-
bility information”. DR will be more discussed in following paragraphs. Figure 1 
depicts and compares the demand saving potential of energy efficiency and de-
mand limiting, shedding, and shifting [9]. 

3. Smart Grids and Smart Meters 
3.1. Definitions 

Since information and communication technology (ICT) has given rise to the 
concept of smart grids and smart meters, the challenge of integrating end users 
with the grid and maximizing this communication network capabilities in terms 
of saving energy, demand, and the environment has been under spotlight. The 
word “smart” is a broad context and when it refers to building or energy system 
it translates to something that is equipped with advanced technologies and con-
trol system, enabling different things to communicate with each other within the 
network and efficiently respond to internal and external signals. Based on this 
definition, smart grid is the modernized and revolutionary regime of existing  

 

 
Figure 1. Examples of load shapes, this chart is conceptual; the data are not 
from actual measurements [9]. 
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electrical grid that is equipped with information and communication technology 
to efficiently produce, transmit, and distribute electricity. Its interaction with 
smart meters within the network improves grid sustainability and stability. Pa-
trick McDaniel defines smart grid as “a network of computers and power infra-
structures that monitor and manage energy usage’’ [10]. 

Smart meter system is a bidirectional communication device between smart 
meter and smart grid that includes smart meter, communication tools, and con-
trol devices. Smart meters can read and record real-time consumption data from 
consumer’s premises and securely communicate data. These devices send feed-
back to power grids and enable them to have secure access to consumption data. 
Moreover, they enable consumers to receive real-time data including real-time 
prices and to adjust their consumption pattern. Smart meters are programmable 
and are equipped with sensors, enabling them to control appliances and other 
electric devices, turn them off and on when needed, control maximum consump-
tion, and so on. Additionally, smart meter is capable of distinguishing among 
different power sources and based on the source type (customer-owned energy 
storage devices or renewable sources, decentralized sources, or power grids) it 
provides billing information. Smart meters can also communicate with each 
other if accessible, compete with neighbors in reducing energy consumption, 
and provide electricity from locale producers if available. The schematic below 
depicts the differences between manual and smart meters [9] [11]. 

Buildings consume approximately 40% of total energy consumption in devel-
oped countries and almost half of this energy (20%) associates with HVAC sys-
tem, providing building occupant’s with acceptable thermal comfort. Assuming 
this large amount of energy dedicated to buildings and occupant’s thermal com-
fort, it is almost impossible to have a sustainable community lacking green, 
smart, and sustainable buildings and HVAC systems integrated to the smart 
energy network [12]. Smart buildings, through involving in Demand Response 
(DR) programs could contribute to electricity network sustainability in the com-
munity; however, engineers and facility managers should be aware of the rami-
fication of this cooperation on building occupants, specifically their thermal 
comfort. Since HVAC systems are the major end-users of electricity they have a 
substantial potential to integrate with DR events. Figure 1 shows a conceptual 
load distribution during day time. 

3.2. Smart Grid Vulnerability 

Developed countries such as Germany, UK, US, Canada, and Australia are com-
mitted to install smart meters in households in order to manage peak demand 
and GHG emissions and to increase electricity network security and reliability 
[13]. Other capabilities are integrating renewable energy sources and even local 
retailers and electricity producers (prosumers) into the smart grids, smart me-
ters, and associated communication technology. However, some drawbacks are 
limiting consumer’s interest and increasing concern over widespread imple-
mentation of smart meters. First, installation, replacement, and maintenance of 
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smart meters require billion dollars to be invested. Moreover, there should exist 
a robust network for all interconnected components and electrical devices (The 
internet of things) to communicate with each other. This is a sizable challenge 
for utility companies as well; they need to adjust with ongoing technology and 
make choices available for customers to cooperate with smart grids [9]. The re-
placement and maintenance expenses can be decrease by using newly developed 
SHM methods which replace the scheduled-based maintenance with as-needed 
maintenance. Guided wave based SHM methods are among these methods which 
has been extensively researched using different methods such as WSFE-based 
UEL [14] [15] [16] and the peridynamics [17] [18]. The climate change has some 
practical implications which limit the predictability of the energy generation. As 
an example, this fact is more emphasized when using wind turbine energy [19] 
[20]. 

Network systems, rather than demanding a substantial investment for dep-
loyment and maintenance, they are prone to malicious cyber and terrorist attack, 
theft, consumer’s misuse of other’s data, etc. Smart meters could possibly reveal 
household’s consumption data while communication, data that carry informa-
tion about occupant’s absence or presence at home. Therefore, smart meter 
struggle with considerable privacy and security challenges while collecting and 
transmitting data that needs to be eliminated before gaining widespread applica-
tions (even though they are already broadly implemented in many countries es-
pecially in Europe). Recent efforts revealed that even existing countermeasure 
techniques do not eliminate vulnerability issues. It is worth to mention that both 
power grids and buildings have been prone to cyber-attack even before their in-
terconnection in the form of the internet of things. However, due to the in-
creased points of entries in a heterogeneous network with interconnected devic-
es and their different capabilities, and because of distributed, multi-agent control 
system in contrast with the hierarchical control system in conventional net-
works, it is complicated to provide a strong and uniform protection for the en-
tire smart network [9] [11]. Figure 2 provides a comparison between conven-
tional and smart methods of energy metering. 

 

 
Figure 2. Conventional vs. smart meters [9]. 
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Data storage and transition is another notable challenge for smart meters. 
Since the storage capacity is always limited, it is important to identify important 
data to store and the storage time period. Data transition that usually occurs 
through low bandwidth brings about a heavy traffic making data storage and 
transition capacity so limited. However, the advantages smart meters offer to the 
power grids and to their customers outweighs its drawbacks and with lots of en-
gineers and researchers struggling hard to improve the existing prototypes and 
minimize their deficiencies a brighter future for smart meters in power grids is 
yet to come.  

Nowadays, with an increasing demand to develop a sustainable community, 
building a reliable energy network is critical since the foundation of a sustainable 
community lays on a sustainable energy system. A sustainable energy system is 
the one that allows for interactions between various energy sources, domestic, 
decentralized, or centralized, renewable, or conventional energy systems. A ro-
bust energy system through manipulating GIS (Geographic Information System) 
is capable of fault detection and could pin point the location of inefficient de-
vices, enabling energy network to prevent losses. A smart meter is a device that 
helps customers to monitor consumption data for each appliance, control power 
quality and peak demand, and/or shut the electricity down when consumers ex-
ceed the maximum consumption threshold. A smart grid that could distinguish 
between electricity coming from power grids and those coming from thermal 
storage or renewable sources could help utility companies in billing their cus-
tomers based on the real-time data. Soma Shekara [12] in his paper encourages 
developed countries to replace their conventional power networks with smart 
grids to overcome their sustainability and peak demand challenges. 

4. Dynamic and Time-Dependent Electricity Rate  

At the beginning of 20th century, California encountered a severe electricity ca-
pacity shortage in a part resulting from inappropriate link between wholesale 
and retail market and lack of engagement in real-time demand response by retail 
market. Since then, both in California and across the United States the energy 
policy shifted towards enhancing real-time demand response to the dynamic 
electricity pricing through a robust real-time link between wholesale and retail 
market in residential and commercial sectors. The Energy Policy Act of 2005 
urges all the facilities and technologies nationwide to be available for electricity 
customers enabling them to participate in demand response practices and to ad-
just themselves with volatile, real time electricity pricing system [21] [22].  

Direct Load Control (DLC) program and Time of Use (TOU) tariffs are being 
applied for years in residential building as two major tariffs in order to reduce 
peak demand. DLC programs offers billing credits in exchange of large end- 
users consumption control and management. This program is usually active dur-
ing summer and its major targets are central HVAC systems. A major practice of 
DLC is increasing thermostat setpoint up to usually 4˚F or turning HVAC sys-
tems on and off in varying increments during hot summer days. DLC is easy for 



E. Moradkhani 
 

150 

customers to apply it with existing technologies, however, it is not a time-based 
practice and it cannot be helpful during special events and emergency times [21] 
[22].  

TOU or time of use program allocates higher electricity prices for weekday 
afternoons. Therefore, a constant time dependent schedule helps power system 
reliability through decreasing peak-hours consumption and shifting usage to the 
off-peak hours. However, it does not support a dynamic, real-time, and event 
driven tariff applicable to emergencies when power system works near or with 
full capacity [21] [22].  

Although TOU tariffs have been successful in improving power grids reliabil-
ity and demand reduction, their participation in on-peak reduction is typically 
around 5%. The tendency for considerable peak-demand reduction in North 
America and securing grids reliability especially on event driven basis has drawn 
attentions towards dynamic pricing such as Critical Peak Pricing (CPP) and Real 
Time Pricing program (RTP) program [21] [22].  

CPP shares the same principal as TOU tariffs; however, these tariffs are ap-
plied only to limited special events where high demand is predicted in advance. 
Real-Time price, however, mirrors real-time production cost of electricity in the 
market. Thus, the electricity rate varies hourly and price vs. time of the day pro-
file changes on a daily basis. The electricity price in not known until approx-
imately twenty four to one hour beforehand and in contrast to above mentioned 
tariffs there is no predetermined ¢/kW available. RTP have been considerably 
successful in saving demand and money in large commercial and industrial 
firms, nevertheless, RTP implementation is so confusing and troublesome for 
small households so that it is not usually applied for household applications, in-
stead, CPP is a more common measure for residential purposes [21] [22] [23].  

Research has shown that occupant’s response to CPP varies depending on 
buildings, customers, and climate characteristics. This discussion is out of the 
scope of this paper and references purposes [21] [22] [23] provide more details 
in this regard. 

5. Demand Response 
5.1. Definitions 

“Demand response (DR) is a set of time dependent program activities and tariffs 
that seek to reduce electricity use or shift the usage to another time period” [9]; 
in other words DR is a set of consumers actions, either voluntarily or impul-
sively, in order to flatten the demand profile, reduce consumption during peak 
hours, and enhance grid security and reliability. Demand response enables con-
trol system that is linked with a smart grid to reduce or delay electricity con-
sumption in peak hours. Since peak-demand is coupled with peak pricing, de-
mand response would help consumers in decreasing their electricity bills (cost 
reduction) and would contribute to a more reliable and sustainable electric grid 
[24]. Demand response has a similar policy to energy efficiency, however, when- 
ever demand response does not affect building services and occupant’s comfort 
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it should be considered a “permanent energy efficiency opportunity”. Unlike 
energy efficiency measures, that are part of normal building operation, DR has 
dynamic characteristics and takes place in response to smart grid signals as a 
temporary reduction in service. These signals are in form of phone calls, text 
messages, or emails for manual and semi-automated DR and in the form of di-
rect signals from smart grids to equipment and control system in fully auto-
mated DR. DR is applicable both manually and automatically or as a mixture of 
two that is called semi-automated DR. 

5.2. HVAC-Based Demand Response 

In cooling seasons when outside air temperature goes up, the demand for HVAC 
systems is maximum and this is synchronized with maximum electric rate (peak 
hours). A demand response program is capable to reduce energy consumption, 
utility bills, and peak demand at peak hours. In [9], the primary goal of HVAC- 
based DR is discussed to minimize peak demand while minimizing negative ef-
fects of building occupants. He proposes that there are two major strategies to 
meet these goals: “Global temperature adjustment of zones, or systematic ad-
justment to the air distribution system and/or cooling system”, while the first 
strategy better guarantees DR goals. Each building differs in DR strategies de-
pending on building design and application, climate condition, mechanical 
equipment, building automation system, and building control and energy man-
agement policies. It is impossible to precisely predict the DR saving potential 
due to its correlation with dynamic outside air pattern and unpredictable energy 
demand [9]. 
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