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ABSTRACT 
Cloud computing is a set of Information Technology services offered to users over the web on a rented base. 
Such services enable the organizations to scale-up or scale-down their in-house foundations. Generally, cloud 
services are provided by a third-party supplier who possesses the arrangement. Cloud computing has many ad-
vantages such as flexibility, efficiency, scalability, integration, and capital reduction. Moreover, it provides an 
advanced virtual space for organizations to deploy their applications or run their operations. With disregard to 
the possible benefits of cloud computing services, the organizations are reluctant to invest in cloud computing 
mainly due to security concerns. Security is one of the main challenges that hinder the growth of cloud compu-
ting. At the same time, service providers strive to reduce the risks over the clouds and increase their reliability in 
order to build mutual trust between them and the cloud customers. Various security issues and challenges are 
discussed in this research, and possible opportunities are stated. 
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1. Introduction 
A few years ago, abstract shapes of cloud were used to 
denote the internet and cyberspace. Afterwards the cloud 
has been utilized to represent a more specific idea, which 
is the Cloud Computing. The expansion and evolution of 
the electronic services requires continuous improvement 
in terms of infrastructure. Cloud computing offers a rela-
tively low-cost scalable alternative to in-house infra-
structure, both in hardware and software [1-5]. NIST [6] 
defined the term “Cloud Computing” as an ubiquitous 
on-demand model for accessing common resources over 
a network. The main idea of cloud computing is to deliv-
er both software and hardware as services. Basically there  

are three layers of services over the cloud that are Soft- 
ware as a Service (SaaS), Platform as a Service (PaaS), 
and Infrastructure as a Service (IaaS) [1]. Individuals and 
organizations have been considering services over the 
cloud to cut the costs of expenditure, without any compen- 
sation in utilizing recent technologies [7]. Nevertheless, 
using services over the cloud is accompanied with many 
doubts mostly about security issues [2,8]. A survey con-
ducted by IDC [9] shows the importance of the challenges 
for those considering cloud computing as an option. It is 
shown in Figure 1 that security is the utmost concern. 

Moving essential data over a network to a third-party 
resource is not an easy decision to be approved. There  
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Figure 1. Challenges in considering cloud computing (adapted from [9]). 

 
should be many guarantees as good performance, availa-
bility, and mostly secure transmission and storage. More- 
over organizations are more reluctant to move essential 
data when the actual infrastructure, precise cost estima-
tion, privacy level, trust, and many other concerns will be 
unknown [8,10]. This research presents a conceptual study 
of the data security issues and challenges in cloud com-
puting. The following section gives a short-term review 
of literature on security matters in cloud computing. Af-
ter the consequent sections are arranged as follows: dis-
cussing the configurations and security issues in cloud 
computing while highlighting SaaS, PaaS, and IaaS; pre- 
senting related cloud computing challenges; and finally 
providing the conclusions. 

2. Background of the Study 
Gartner in [11] recognized seven security risks that are 
essential to be considered before enterprises make deci-
sions regarding the transformation into a cloud compu-
ting model [12]. These problems are as follows: 1) Au-
thorized user access: the potential risk of exposing orga-
nizational data over an external processing platform, due 
to the limited physical, logical and personal controls out-
side the organizational boundaries. 2) Conformance to 
regulations: processing data outside the organizational 
boundaries is still subject to accountability measures, for 
instance in case of auditing an external third-party space. 
3) Storage space: cloud customer has no clue about the 
exact location of their data that requires service provider 
commitment to comply with privacy restrictions. 4) Data 
separation: clouds hold the customers’ data over a shared 
place where data segments are not stored in sequential 
manner, for that a reliable and well-tested encryption  

schemes are needed. 5) Recovery: service providers are 
supposed to make it clear how they will handle disasters 
and failures. 6) Investigation: breach or intrusion attempts 
are hard to be tracked and spotted over the cloud due to 
the dispersion of the data and resources. While in some 
cases it could be impossible because of the high com-
plexity level. 7) Long-term viability: if a rare case of 
service provider bankruptcy or acquisition occurs there 
should be a guarantee of data availability. An organiza-
tion needs to be sure that it will not lose a huge amount 
of important data on the long-run. 

In [12,13] the authors examined different security and 
privacy concerns related to cloud computing. They dis-
cussed and outlined the risks, their influences, and the 
opportunities. Adequate levels of reliability, confidentiali-
ty, and sensitive data protection are examples of many 
security concerns [5]. 

Clouds as a computing model demonstrate a promising 
future; at the same time they highly require serious acts 
to cover their weak points. The weaknesses and problems 
come from unresolved issues in the existing technologies, 
which are used to build the cloud. Despite the origins or 
locations of risks and threats, the cloud security as an 
issue should be handled in a comprehensive manner [14, 
15]. Service providers seek fulfilling security require-
ments over the clouds, but face different challenges to 
guarantee high level of security. For that, authors in [16] 
discussed the requirement and challenges, also suggested 
standardization and management approaches to guide 
cloud engineers and users. Cloud computing as an ap-
proach introduces new risks, influences others, and mag-
nifies some. These risks and their effect on security risks 
and vulnerabilities were explained in [13]. Standardizing 



O. HARFOUSHI  ET  AL. 

OPEN ACCESS                                                                                          CN 

17 

the cloud services security is an important issue that 
emerged due to the increased demand and importance of 
clouds [21]. For instance, standardized Security Level 
Agreement (SLA) guarantees transparent assurance and 
increases the trust among cloud adopters. These standar-
dized guarantees assist in having mutual trust, reduced 
risks, and better dissemination of cloud service among 
organizations as customers, service providers and inves-
tors. 

3. Security Issues in Cloud Computing 
3.1. Security of Cloud Implementation Models 
Basically, the deployment of a cloud is managed in- 
house (Private Cloud) or over a third-party location (Pub-
lic Cloud). While, for various reasons, it is deployed as 
an integrated private-public cloud (Hybrid Cloud) [1,8]. 
A “Community Cloud” is a fourth type of cloud imple-
mentation models, where the infrastructure spreads over 
several organizations and is accessed by a specific com-
munity [8]. The different cloud implementation models 
are shown in Figure 2. 

In private cloud configuration an organization may have 
control over its infrastructure or delegate that to a third- 
party, being physically on-site or off-site [1,8]. Securing 
the in-house cloud infrastructure is controllable and re-
quires no need for extra trust mechanisms. While having 
a third-party service provider running the private cloud is 
prone to several doubts [8]. Users adopt a private cloud 
implementation to increase the security level. That de-
creases the isolation level between the services and the  

infrastructure. For instance, managing the security of the 
provided service in conjunction with the existing fire-
walls and protection services. Furthermore, operating 
over a secure virtual private network is an option to iso-
late the private cloud hosted by a third-party. Despite the 
benefits of a private cloud, several issues need attention 
as unbalanced resources utilization. An idle infrastructure 
is a wasted resource for example [17]. 

Public cloud implementation is a model in which a 
service provider, third-party, offers public services on 
pay-per-use manner. Some of the benefits of this model 
are the economies of scale, ability to have short-term 
usage and greater resources utilization [1]. Secure use of 
the shared public cloud is more challenging compared to 
private clouds. For that, public cloud suits more inciden-
tal or less vulnerable applications [17]. In [8] the authors 
stated that trust is an important issue for public clouds, 
hence the management is governed by a third-party. A 
trusted third party auditor (TPA) is proposed in [18] to 
solve the trust issues in public clouds. A TPA is expected 
to analyze the public cloud services and provide an ade-
quate report. Public cloud service providers are supposed 
to prove the credibility of their systems, guarantee ser-
vice availability, ensure a high level of data protect and 
handle security breach attempts efficiently [1,8,18]. 

An organization reluctant to fully trust the public/ 
community cloud, due to security issues, may think of 
having a hybrid cloud implementation. Without com-
promising the security of essential data, they have the 
possibility of keeping only sensitive data on a relatively 
small private cloud [1,8,17]. The rest of less-sensitive  

 

 
Figure 2. Cloud implementation model (adapted from [8,21]). 
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data may reside on a public or community cloud to have 
better utilization of resources. With the hybrid cloud mod-
el it is possible to integrate the different implementation 
models while having an adequate balance and enabling 
portability of data and services [8]. Though, vulnerabili-
ties are reduced in hybrid clouds, threats still possible 
over integration points between the different cloud mod-
els. 

3.2. Security of Service Delivery Models 
Cloud service providers mainly offer three delivery mod-
els that are the SaaS, PaaS, and IaaS, alternatively called 
provision and distribution models. Figure 3 illustrates 
the delivery models and their basic components. Other 
delivery models exist, for example in [19] the authors 
mentioned the Human as a Service (HuaaS), and the 
Support Services. Here the main security requirements 
for the three delivery models are exhibited. 

IaaS layer provides the primary infrastructure of the 
cloud as a service to the customers. Infrastructure is the 
main hardware components and their management soft-
ware that includes servers, network, storage, file system 
and operating systems [1,17]. Customers using IaaS have 
a limited control over the actual infrastructure, as their 
usage is based on pay-per-use only [3]. Securing the IaaS 
layer is divided into two main areas, the virtual environ-
ment and the physical environment [8,12]. Several secu-
rity requirements need to be present at the virtual level, 
which includes controlling the access, data encryption, 
secure communication channels, and virtual protection 
[8]. On the other hand in terms of physical components, 
it is required to ensure the hardware reliability, and pre-
venting physical intrusion [8,12]. 

PaaS is the application deployment level, where de-
velopers are supposed to develop their applications and  

implement them. Though, some authors [1,8] consider 
PaaS and IaaS to be at the same layer rather than two. A 
platform usually enables utilizing development platform, 
databases and middlewares [17]. Meanwhile, platform 
providers currently enable a limited number of specific 
development languages and API’s. For example the li-
mited development languages on Google AppEngine, Fa-
cebook Platform, Microsoft Azure and ZohoCreator [19]. 
The security requirements for PaaS are almost the same 
as those for the IaaS. Since both share the virtual envi-
ronment characteristics. The differences in the security 
measures, if any, are related to the components’ level or 
the role of the service user, a developer or system ad-
ministrator for instance [8]. 

SaaS is usually accessed over the internet by the end 
users (tenants) as employees, managers, clients and au-
ditors [1,8,17]. It is possible that SaaS may run over an 
IaaS or PaaS operated by a different provider [17]. This 
service delivery level encompasses various on-demand 
applications ranging from automation and productivity to 
enterprise integration [3]. Being at the higher level of 
service delivery it requires a relatively different level of 
security. The main concerns include preserving the pri-
vacy, preventing impersonation, availability of services, 
secure communication and data protection [8,17]. Another 
important dimension of security to look at is the SaaS 
provider being a customer to IaaS or PaaS providers [1]. 

IaaS, PaaS and SaaS service delivery models together 
are considered the foundations of cloud computing. The 
complexity of the cloud services as an interrelated sys-
tem is high, for that managing the security is complex as 
well. Depending on the service provided by the cloud, 
the security measurements may vary in application but 
they still an issue. Another security dimension to consid-
er is the interface channels between the delivery models. 

 

 
Figure 3. Cloud computing delivery models (adapted from [8,12,19]). 
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Regardless of the delivery model, there are three security 
levels that are application, virtual and physical level [8, 
19]. As the complexity increases, various challenges and 
issues arise and therefore the need and effort for resolv-
ing them increases. 

4. Cloud Computing Challenges 
Moving towards cloud computing seems to be promising 
but is has to overcome different challenges. The current 
state of the services, provided on the cloud, opens the 
door for many doubts. In [1,3,8,21] the authors present 
some of the challenges that include security matters, fea-
sibility, interoperability beside many others. Authors sug-
gested alternatives and possible solutions to face the var-
ious challenges, while others highlighted the need for 
further improvements. 

Security is a critical issue that worries those consider-
ing an external outsource to hold their data and processes 
[8]. The concerns exceed the potential of data loss and 
corruption to matters of trust, service availability, and 
unpredictable issues. Some facts demonstrate the availa-
bility challenge as [1] points to instances of Google ser-
vices interruption ranging from 1.5 to 8 hour periods in 
2008. Authors in [1] highlighted ten obstacles to the ex-
pansion of cloud computing along with potential oppor-
tunities for recovery. Among the obstacles there is the 
confidentiality of data for which they suggest data en-
cryption as an opportunity for resolution. Moreover, au-
thors in [21] pointed out to the need for serious acts to-
ward improving the security of the clouds. One of the 
proposals is the assurance given by Service Level Agree-
ment (SLA) that is between the users and the service 
provider. On the other hand, in [14] one of the proposed 
possibilities is a “multi-tenancy” support in which cus-
tomizable security options allow individuals to adapt to 
their desired context. 

It is challenging to justify the costing model in terms 
of cloud services. Cloud customers need to think of dif-
ferent tradeoffs regarding the cost of security mechanism, 
communication, computing power, and integration. The 
infrastructure cost will be replaced by the cost of data 
transfer and connectivity. Limiting the cost of communi-
cation is not an option, due to the high reliance on regu-
lar large amounts of data transfer [1]. Taking the special 
case of hybrid clouds where constant data transfer is re-
quired between the private cloud, in-house IT infrastruc-
ture, and the public cloud. In [7,21] the authors discussed 
the managerial decisions of selecting a suitable costing 
model based on the available alternatives. Also they stated 
that on-demand services offer reasonable usage-based fees 
for startups, in contrast to the high cost of in-house infra-
structure. Cloud services will replace or integrate with an 
in-house infrastructure, which requires a serious study of 

the charge-back model. Cost analysis becomes more com-
plex compared to the establishment of legacy infrastruc-
ture. In [20], authors presented three areas for billing 
customers over the cloud, which are the cost of storage, 
access, and processing. That increases the analysis di-
mensions considering a public cloud service. On the oth-
er hand, designing a secure architecture will have an 
overhead of optimization to minimize the public cloud 
cost. Considering a hybrid cloud is a possible solution to 
gain a better return on investment [21]. A trade-off be-
tween the private or public cloud utilization is needed to 
maximize the benefits over the costs, taking in consider-
ation the desired security level. 

SLA is an important matter when considering public 
cloud services, as presented in [14]. It is important to 
have an assurance before conducting serious business op-
erations over third-party resources. The provider is ex-
pected to ensure service accessibility, availability, de-
pendability and performance. Potential problems of the 
agreements include the interpretation of the conditions, 
as well as the evaluation criteria of the terms. That creates 
confusion on one hand; on the other hand the terms may 
omit the customers’ expectations or requirements. Fur-
thermore, the terms vary and increase the SLA complex-
ity for different cloud offerings as for Iaas, Paas, and 
Saas. For that the SLAs need to be flexible in a way that 
adapts to customer specific requirements, at the same 
time clear to both parties. Automated SLAs try to over-
come the challenges here, but practically it is difficult as 
highlighted in [22]. 

Deciding what to migrate is challenging, customers 
may hesitate when determining what to put over the cloud. 
Despite the reduction in the capital and operational ex-
penditures, trust and security concerns limit the migra-
tion decisions [7]. The results of an investigation pre-
sented in [23] show that security is the most significant 
concern. Specifically, the respondents are apparently con-
sider data protection and SLA at the top of the require-
ments for evaluating a service provider, while the secu-
rity is almost a must when the migration to the cloud is 
already in place. That indicates the tendency to prohibit 
the migration of sensitive resources once security is not 
clear and highly assured. IDC’s [24] survey shows an 
expected dramatic spending increase to develop public 
clouds by 2014, to be around 55.5 billion US Dollars. 
More than half of the spending is going to applications 
development, while infrastructure, servers and storage 
follow. Though, migration is expected to be with higher 
possibility towards SaaS, coming next IaaS and PaaS 
respectively. 

The interoperability of in-house systems and data with 
cloud services is not straightforward. The lack of com-
mon interface raises the issue of data lock-in [1]. Fur-
thermore, expanding the cloud services, possibly utiliz-
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ing different clouds, is challenging and could be imposs-
ible in some cases. Adopting a hybrid cloud approach 
raises many questions about compatibility of data and 
operations as well. Public and private clouds integration 
without common standards prevents a smooth and quick 
cloud expansion. In [21] the authors pointed to the need 
of standardizing the security issue, possibly by adopting 
a well-formulated security standard. Accordingly, a pro-
posed solution in [1] suggests implementing standardized 
API’s, which makes switching between clouds or servic-
es easier. 

5. Conclusion 
Cloud computing has been a surpassing shift so far in 
terms of utilizing the current technologies. The trend of 
having cloud services as part of an organization seems to 
be gaining more importance. Especially in this era the 
cycle of introducing more technological innovations is 
getting shorter. For many reasons, including the reduc-
tion of capital expenditures, organizations need to con-
sider utilizing cloud services as an essential part of their 
foundations. Nevertheless, various challenges are prohi-
biting the attainment of vast deployment and acceptance 
levels. The main drawback of the existing cloud service 
implementations is their inability to provide an accre-
dited high security level. Moreover, security assurance 
needs to cover the transmission channels which might 
include a third-party. To have better utilization of cloud 
services many issues need to be enhanced in a way en-
suring high level of security, confidentiality, authenticity, 
integration, agility, scalability and trust. Possibly an au-
tomated SLA, third trusted party, or a novel innovation 
would be an interesting study area to cover the security 
issues related to cloud computing. 
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